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Prerequisites

Necessary hardware

1. Server to host Novell OES Linux
2. Access Point WiFi CISCO AIRONET 1100 series (AIR-AP1121G-A-K9)
3. Windows XP/W2K laptops with WiFi network adapter

Necessary software

1. Novell OES Linux
http://download.novell.com/Download?buildid=ppIBUh_8JW0
The following images are necessary:
oes-spl-linux-1.iso
oes-sp1-linux-2.iso
oes-sp1-linux-3.iso
oes-sp1-linux-5-sles9-2.iso
oes-sp1-linux-6-sles9-3.iso
oes-sp1-linux-7-sles9-4.iso
2. FreeRadius
http://forge.novell.com/modules/xfcontent/downloads.php/edirfreeradius
Use the SLES9 modules.
3. RADIUS Plug-in for iManager
http://forge.novell.com/modules/xfcontent/downloads.php/edirfreeradius
4. Certificate creation scripts for FreeRadius
http://oriol.joor.net/article_fitxers/1574/certs.tar.gz

5. iManager v2.5
6. Latest Novell client for Windows with NMAS/NICI option

Useful documentation

1. http://www.novell.com/documentation/edir_radius/index.html (by Novell)
2. http://www.novell.com/coolsolutions/tip/15922.html (by E.Champagne)
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Novell OES Linux Server Installation

Important: Before starting, read the following Novell document:
(http://www.novell.com/documentation/oes/pdfdoc/install_linux/install_linux.pdf)

1. Burn CDs from downloaded images.
2. Boot the server with the "OES-SPI-LINUX-1" CD.

The Installation program starts automatically:
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4. Start the setup.


http://www.novell.com/documentation/oes/pdfdoc/install_linux/install_linux.pdf
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Create partitions depending on your needs. Generally, the default configuration proposed by Setup is
not sufficient.
In our case (one physical disk or one logical drive RAIDS5) the three partitions /, boot, and swap will be
native Linux (outside of the LVM group) and the eventual other ones will be in LVM group. The
advantage of LVM partitions is that they can be extended online, without stopping the running system.

C"‘) Preparing Hard Disk -- Step 1

\3 Suggested Partitioning

Choose a hard disk

() 1: 1 5C5lI,10.00 GB, /dev/sda, VMware,-VMware Virtual 5

(=) Custom partitioning -- for experts

| Back |

&

‘ Abort ‘

ﬂ‘ Next ;P

¢ Create swap partition 502.0 MB on /dev/sdal
& Create root partition 9.5 GB (/dev/sda2 with reiser)

ch

_J Accept proposal as-is

;) Base partition setup on this proposal

(=) [Create custom partition setup

‘ Back | Abort

Select 'Expert', then 'Delete partition table and disk label'.
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CAUTION!
If you delete the partition table and disk label of
device /dev/sda, data on this device will be lost. Q

The executed command will be: (/bin/dd if=/dev/zero of=/dev/sda bs=2k count=1)
Do you really want to do this now?

Create partitions /boot, swap, etc.

[ Create a primary partition on /dev/sda

[ Create a primary partition|on /dev/sda

—Format —Size

—Format rSiz

y Cylinder size: 7.84 M Cylinder size: 7.84 M
() Do not format () Do not format
Start cylinder, Start cylinder:

[ ’U— i 20
| T T | *]
End: (9 or +9M or +3.2GB) End: (9 or +9M or +3.2GB)

(=) Format

[150Mb | (%) Eormat | [+512m ‘
File system File system
! Reiser - ‘ ‘ Fstab Options | | Swap s | | Fstab Options ‘
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52— Mount Point e Mount Point
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Create a primary partition|on /dev/sda

—Format. Size

Cylinder size: 7.84 M
() Do not farmat

Start cylinder
86

End: (9 or +9M or +3.2GB)
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File system
i e —

| Options |
Mount Point
IC) Encrypt file system |,-_ T‘
oK ‘ Cancel ‘
LVM configuration:
‘ Create a primary partition|on /dev/sda
Create a Volume Group
rome: sz ) Now we have to create a volume group.
Cylinder size: 7.84 M :
(=) Do not format Typically you don't have to change anything,
File system ID Start cylinder: but if you are an expert, feel free to change
End: (9 or +9M or +3.2GB) Volume Group Name:
Q [1304 @

.

| i ‘—‘ Physical Extent Size
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This final table shows partitions before continuing:
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/dev/sdal 156.8 MB  F Linux native (Reiser) /boot 0
/dev/sda2 517.6 MB  F Linux swap swap 20 85
/devfsda3 8.0 GB F Linux native (Reiser) / 86 1130
J/dev/sda4 13GB Linux LVM 1131 1304 L
/dev/system 1L3GB LWM2 system -- --
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an
| Create [ ‘ Edit 1 ‘ Delete ‘ ‘ Resize ‘
| || oews. || map. w || cryptfile. v || Expert. v |

Xt

‘ Back ‘ Abort

6. Select the installation type 'Novell Open Enterprise Server' and the necessary packages.

E Software Selection

—Software
() Minimum system

() Minimum graphical system (without KDE)
() Eull Installation

(") Default system

ID Novell QuickFinder Server

() Novell iFolder2 Server

Q MNovell Virtual Office Server

() Novell Print Server

=N

Novell Management Server
@NOVEU Open Enterprise Server
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E:EJ Installation Settings

Click any headline to make changes or use the "Change..." menu below.

+ Create VG system

+ Create boot partition 156.8 MB (/dev/sdal with reiser)

+ Create swap partition 517.6 MB on /dev/sda2

# Create root partition 8.0 GB (/dev/sda3 with reiser)

* Create Partition /dev/sda4 (id=0x8E) 1.3 GB

+ Create LV VOL1-iPrint in VG system 1.3 GB (for fvoll-iprint with reiser)

+ Novell Open Enterprise Server

+ + Graphical Base System

+ + Help & Support Documentation

4 + Linux Tools

* + KDE Desktop Environment

+ 4+ Basis Sound Libraries and Tools

+ + Basis Runtime System :

! Change... =

[ mbort |

Q | Accept |

7. Validate other parameters, such as boot type, OS language, time zone and default run-level.

[“& installation sattings

Chek any headling to make changes or use the *Change...” menu below.

+ & Nowell NCF Server *
+ & Novell Linux User Management

= Boot kader type: GRUB

# Location: 1. SCSI, 10,00 GH, [dew/sda, VMwane, -VMwara Virtual 5 (MER)
+ Sections: Linux (default), Floppy, Failsafe, Memary Test

Iime zone|
* Eurcpe / France - Hardware clock set to local time 16:24:36 - 28-11-2005

Language

* Enghsh (US)

(Eetm el

*

= 5: Full multiuser with network and xdm 3
Change. . w

Abort [ accept )

8. Now Setup is ready to copy files.

Warning:

YaST2 has obtained all the information
required to install Open Enterprise Server.

The installation will be carried out accerding

to settings made in the previous dialogs.

To commit the installation and all choices made
so far, choose "Yes". Choose "No" to return

to the previous dialog.

Start installation?

I Yes, install i

The copy starts and takes between 20 and 60 min., depending on server performances and amount of
selected packages. After that the server restarts automatically.
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9. After reboot the setup goes on. You are asked to give the root password. If the password is longer than
8 characters, click 'Expert', then 'Blowfish'; if not, the password will be truncated.

B Password for “root”, the system administrator

¥ Lingeage
¥ isatallation Settings
¥ Parborm instalution

Configuration

P — D not forget what you enter hare
*  Netmotk

*  Onies Update Enter & password for the root user

*  Serce I 1
®  OFS Configuration

Lo frertes the pavimard for yarfication

Reinars Notes T
Device Configuration

—J__J'-"; PR — e ] e

10. Select and configure the NIC(s).

‘/ Wetwork Configuration ‘4 Wetwork Configuration
Base — Base
¥ Language ¥ Language
P T ) Shop Coshgeration R —— ) Sk Canfigaration
o Parferm initallation 2} Uise Fol Cond " o Ferfom installation <) v Fok Configuation
e Network Interfaces a s maTEEe— Matwork interfaces S|
E - Metwork
» Ol Updite * AMD PCaat - Fadt T9CHTL = Onbre Update = AMD PCret - Fast THCHTL
o senvce Mot confiqured yet. RS Corfiguend weh Adsvess 106810 191
® 0% Configuration. ®  0ES Conbiguration
. Clmp D51 Connections * Cleanlp D5 Connections
®  Release Notes = Hot detected. ®  Release Notes * Mot detectad.
o Device Coafigaration ® Dewe Configuraten
1SDN Adapters 1SDN Adapters
+ ot detectad e 3 * Mot detected
orr b e tseman
Modems 3 Hodems
* Hot detectid. H * Mot detected. i
L
Change. v 8.2l
b (e ) & | Bk Abon (Themt )
1) Back Abogt Next_| i

11. Test the Internet connection during the setup.



&4 Test Internet Connection
Base
¥ Language k
¥ Installation Settings
¥ Parfarm Installatian

To validate your Internet access,
configuration activata the tast pracedurs
Root Password
Network
Online Update

senvice Online Updates Available

OFS Canhiguration - Dewnload latest release notes

Clean Up Check for Latest updates it COrpnibd 9 T b Dt O COFe =
Release Notes Ikime lor o4 Prstalation

Device Configuration Download and install them via the YaST Online Update?

Select

The following steps will be performed:

DR R A

=) Yes. Test Connection to the itemet

T (=) Yes, Run Online Update Now

() No, Skip Update

o0 Pack Abogt ([ et |}

'r_t- Welcome to YaST Online Update

~System
There was no update executed up Lo now,
Product: SUSE CORE
Version: 9
Dase Architecture: 1306

~Update Configuration
Installation source

User-Defined Location

-

Laocation
|https. jjupdate novell camydata)

New Server. Edit Server

%/ Manually Select Patches
Relgad Al Patches from Server

Configure Fully Automatic Update

abart [ toxt )

12. Customize the properties of the CA and the common certificate. Personally, I would name the common
certificate the same as the server, such as srvI.domain.org

I__q Service Configuration

") Skip Configuration

*) Use Fallawing Canfiguration
CA Management
Creating default CA and certificate.

With higher security requirements, you should change the password,

* CA Name: YaST Default CA
# Common Name: YasT Default CA (skyvan-v)
+ Server Name: skyvan-v lesieurlr com

+ Country. US
« Password. [root password]
+ E-Mad: postmaster@lesieurlr com m""“’m:‘a‘;s ek
o du certificet
OpenlLDAP Server
Start LDAP Server: NO /
!
Change... ' w I.}
pac 1 Next )
k

The next step is eDirectory configuration. You have two options:

(A) Join an existing tree
(B) Create a new tree

13. In case (A) you must make sure that the tree is healthy and ready to accept a new Linux server, and the
schema has been extended. See http://www.novell.com/documentation/oes/pdfdoc/coexist-mig/coexist-
mig.pdf and http://www.novell.com/documentation/oes/pdfdoc/install linux/install linux.pdf.

The following screenshots show how to create new tree.
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- New or Tree

T, eDirectory €

EU eDirectory Configuration - New Tree Information

New or Existing Tree
(=) New Tree

_J Existing Tree

Tree Name

| Back ! Abort

EDN admin name with cantext i.e. cn=admin.o=novell

[cn=admin o=asn

Admin Password

ki
Verify Admin Password

e

Back Abart

Tu eDirectory Configuration - New Server Cenfiguration

.Ew eDirectory Configuration - NTP & SLP

Enter Server Context

e —

Directory Information Base (DIB) Locatior

[rvarndsydib

Enter LDAP Port
[388 =

Enter Secure LDAP Port
[638 =

Enter iMonitor Port

[e028 B

Enter Secure iMonitor Port

[8o30 =
Back Abort I

iy Perform epirectory Configuration

Save configuration information for YasT2
Perform Lime synchronization

Confiqure and start the Service Location Protacal

SHC

Copy the NICI Foundation Key file

Establish eDirectory on all static I* addresses .
| Configuring and starting eDirectory ))
| |

i This will take a while.......... "

3

- Wait for eDirectory to respond to LDAP requests

«  Felch the eDirectory tree root certdicate
Parfarm OFS schema axtansion

- Configure the default NMaS login method

Configure and start eDirectory using “ndsconfig®

Y |

Abort

Network Time Protocol (NTP) Server

10.68.10.166

(=) Do not configure SLP

Use multicast to access SLP

") Configure SLP to use an existing Dirsctory Agent

Service Location Protocol Directary Agent Address

Service Location Protocol Scopes

|7 Back B Abort X

Un ces serveurs locaux

[ELP sera configure pius tard, 51
Bressare

14. After eDirectory configuration has finished, the setup shows a summary table indicating the

configuration of Novell products selected during previous steps (for example, iManager, SMS, LDAP,

etc.).




Eﬁg Installation Settings
_) Skip Configuration
=) Use Fellowing Configuration
LDAP Configuration for Open Enterprise Services .
* Tree Name: SKY-V
* Adman Name: cn; min o=asn
& AdminPassword: Password available Q
» Configured LDAP Servers:
* 10 6810191
iManager
* eDiractory tree name: SKY-V
* elirectory admin name with context: cn=admn
Health Menitori
: 2 p T
# LDAF admin name with context: cn=admino=asn »
Change.. = |
| J [ pest .'
Installation Settings
) 8kip Configuration
=, Use Follawing Configuration
iPrint *
* Print eDirectory tree: SKY-V
* LDAP Server: 10.68.10.191
# LDAF admin name with context. ¢n=admin.o=asn
#+ LDAP secure port: 636
NetWare Core Protocol (NCP) Server
# Admin name with context. cn=admin.o=asn
storage Management Services (SMS)
# LDAP IP address: 10.68,10.191
# LDAP admin name with context: cn=admin o=asn e
* LDAF secure port: 636 >
Change... = i
|

W Configure iManager
=# install idanager Flug-ins

Please Wait

wstaling Manager Flug-ins. This may take a whila

Estaling Manager Flug-ing

16. Release notes are displayed.

E‘é Installation Settings

() Skip Configuration

(=) Use Following Configuration

4 LDAP IP address: 10.68.10.191
+ | DAP secure port: 636

Linux User Management

# LDAP admin name with context: cn=admin.o=asn
# LDAP server IP Address: 10.68.10.191

+ LDAP port number: 389

+ | DAP secure port: 636

# Linux/Unix config context: o=asn

* LUM workstation context: o=asn

* Proxy user name with context:

+ PAM-enabled services to allow authentication via eDirectory:
+ login: yes

+ ftp: yes

* sshd: ves

-




[ Release Notes

Content of File jusrjshare/docirelease-notesMELEASE-NOTES en.rif

Release Notes for SUSE LINUX 2
Enterprise Server 9 for x86

SP2 Release Notes

A comprehensive list of what Service Pack 2
includes (Features, driver updates) can be
found in the file Notes on the CD.

These release notes are structured as follows

* tssues apphying for 582 exclusively
+ Griginal release notes as shipped with SLESS GA
* Gararal: Infarmation that sverybady should read
* Update: Explans changes that are not mentioned in the Admn Guide, :

17. Check the video configuration (monitor, resolution, graphical adapter, etc.) and modify if necessary.
18. Finally, the last screen says the setup is finished. Click OK and reboot.



Applying Patches on Novell OES Linux server

There are two possibilities: rug or RedCarpet. Officially Novell doesn't support Red Carpet in this
version of OES (see http://www.novell.com/documentation/oes/pdfdoc/install_linux/install_linux.pdf).

1. Open a Terminal session with root account and type the following commands:

rug set-prefs cache-directory /patches/oes/10-nov-2005 #optional
rpm —qa |grep pubkey

skyvan-u:- media-cdrom # rpm —ga | grep pubkey
gpg-pubkey-04fb31686-41ed929b
gpg-pubkey—9IcB0Baca-4048063e
gpg-pubkey—15c1?deb-319e80c9
gpg—pubkey-3d25d43d49-36e12d04

skyvan-v: mediascdrom # ]

rug sl

skyvan-v:smediascdrom #'rug sl

# | Service URI | Name

1 | https:r supdate.novell . consdata | Nouell Update_Server

skyvan-u:/mediascdrom # [

rug act —s 1 activation-code-received-from-Novell email-address #activation OES

rug sub oes

skyvan-v:/mediascdrom # rug act —s 1 ZBBAF458ECDI00 sancxo@rin.r|

System successfully activated
Refreshing channel data

Refresh complete
skyvan-v: - mediascdrom # rug sub oes

Subscribed to chammel ‘oes’

skyvan-v: /nedia cdrom # JJ

rug pl #lists all available patches
rug pin oes:* #installation of patches, time-consuming!

The download and successful installation are confirmed by following messages:

Download complete
Transaction finished

If patches were applied with Red Carpet, you will see following messages:


http://www.novell.com/documentation/oes/pdfdoc/install_linux/install_linux.pdf
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2. Reboot the server.



FreeRadius Server Installation

1. Copy the packages freeradius-1.0.2-0.i586.rpm, freeradius-devel-1.0.2-0.i586.rpm, certs.tar.gz and
radius_npm.tar.gz into a temporary folder (for example, /tmp/freeradius/sources).

2. Launch YAST and install the following packages:

cyrus-sasl-devel

openssl

postgresql-libs

heimdal-devel

openssl-devel

python

heimdal-lib

postgresql-devel

python-devel

mysql-devel

openldap2-client

db-devel

mysql-shared

openldap-devel

3. Install FreeRadius, from the Terminal console:

4.rpm —Uhvy freeradius-1.0.2-0.i586.rpm
rpm —Uhy freeradius-devel-1.0.2-0.i586.rpm




FreeRadius Server Configuration+

1. Uncompress the package radius_npm.tar.gz
tar —zxf radius_npm.tar.gz

Copy radius.npm to /var/opt/novell/iManager/nps/packages/ so iManager can find it.
cp /tmp/freeradius/sources/radius.npm /var/opt/novell/iManager/nps/packages/

2. Install the FreeRadius and NMAS plug-ins in iManager.

- Launch iManager.
- Go to Configure iManager, then Module Installation, then Available Novell Plug-in Modules.

- Select Novell Radius Plugin (2.5.20050406) and NMAS plugin for eDirectory (2.5.0.20050224).
- Click Install.

- Re-launch Tomcat and Apache.

rcnovell-tomcat4 restart
rcapache? restart

- If needed, reboot the server
3. Extend the eDirectory schema.
The Novell documentation describes three possible scenarios. In our case it’s number 3 (rather simple):

- Launch iManager.
- Choose RADIUS, 'Extend Schema for Radius'.

& Extend Schema for RADIUS

The schema extensions for RADIUS have not been installed, Would you like to extend schema now?

aK ; Cancel |

cComplete: Schema extension is done.

Successfully extended the schema for RADIUS,

0K ! Repeat Task |

If the schema is already extended, a message will confirm that.

& Extend Schema for RADIUS

The schema extensions for RADIUS hawe prewviously been installed and are up to date,

Close

Generate and customize the FreeRadius client & server certificates.

my /etc/raddb/certs /etc/raddb/certs.org
tar —zxf /tmp/freeradius/sources/certs.tar.gz

One of files generated is root.der. You will need to install it on your laptops.



- Open CA.certs and modify it as follows:

# Edit the following variables for your organization.
#

COUNTRY="FR"

PROVINCE="IdF"

CITY="PARIS"
ORGANIZATION="Your-Company"
ORG_UNIT="HeadOffice"

PASSWORD="XXXXX"

COMMON_NAME_CLIENT="LESIEUR FreeRadius"
EMAIL_CLIENT="v-info@rin2.fr"
PASSWORD_CLIENT=$PASSWORD

COMMON_NAME_SERVER="LESIEUR Server FreeRadius"
EMAIL_SERVER="v-info@rin2.fr"
PASSWORD_SERVER=$PASSWORD

COMMON_NAME_ROOT="LESIEUR SRVASN02"
EMAIL_ROOT="v-info@rin2.fr"
PASSWORD_ROOT=$PASSWORD

#

# lifetime, in days, of the certs

#

#LIFETIME=760

# modified by A.Dachine, Dec 7, 2005
LIFETIME=3650

- Modify also the line number 85, as follows
echo "newreq.pem" | ./CA.pl -newca || exit 2

5. (optional) Modify also the line number 68 of the file /etc/ssl/openssl.cnf, as follows
default_days = 3650 #10 years

- Go to the folder where the script certs.sh is stored (/tmp/freeradius/sources) and run it, as follows:
/certs.sh

- Copy the entire folder /tmp/freeradius/sources/certs to /etc/raddb/certs.

cp —r /tmp/freeradius/sources/certs /etc/raddb/

6. Extract the eDirectory auto-signed certificate.

- Launch iManager and login to eDirectory.

- Go to 'eDirectory administration', then 'Modify Object'

- Select the CA object and go to its properties. This object is unique in eDirectory and is found in the
SECURITY container. In our production eDirectory, the server holding CA role is NOT the FreeRadius
server - this is not a problem.

- Click the Certificates tab, then choose Self-Signed.

- Click Export and choose NO for private key.

- Save the file in B64 format, named as /etc/raddb/certs/rootder.b64

(] Roles and Tasks Modify Object:

Directory j

* Droits basés sur le rile

| Certificates

CRL Configuration | Dir¥ML |
ificate | Self Signed Certificate
e

= eDirectory Administration
Copy Object

Create Obiect Subject name: O=LESEUR, OU=0rganizational CA
Delete Object lssuer name: O=LESEUR. OU=0rganizational CA
Modify Object Effective date: samedi 5 novembre 2005 13:12:00
MCYEIAIEGY Expiration date: jeudi § novembre 2015 15:12:00
HonamEhca Certificate status: Click validate..

* eDirectory Maintenance Details.. | Export...> |  Valid | _ Replace.. |




Do you want to export the private key with the certificate? | | Select an autput farmat,

C Yes C File in binary DER format
File in Basetd format

The certificate has been exported using the following parameters:

Parameter Yalue
Export private keyv MNa
File format: Basetd encoded

|Save the exported certificate to a file.|

7. Modify the file /etc/raddb/radiusd.conf as follows:

max_requests = 7680
#server's IP

bind_address = 100.68.100.152
port = 1812

hostname_lookups = no
log_stripped_names = yes
log_auth = yes

# MODULE CONFIGURATION
modules {

pap {
}
chap {

}

pam {

}

# Extensible Authentication Protocol
$INCLUDE ${confdir}/eap.conf

encryption_scheme = crypt

authtype = CHAP

pam_auth = radiusd

# Microsoft CHAP authentication
mschap {
authtype = MS-CHAP
use_mppe = yes
require_encryption = yes
require_strong = yes

}

# Lightweight Directory Access Protocol (LDAP)

Idap {
server = "srv02.zoo.com"
identity = "cn=adm-radius,ou=site2,0=z00"
password = YYYYY
basedn = "o=z00"
filter = "(uid=%{Stripped-User-Name:-%{User-Name}})"
base_filter = "(objectclass=radiusprofile)"

start_tls = yes

tls_cacertfile = /etc/raddb/certs/rootder.b64
tls_cacertdir = /etc/raddb/certs/
tls_require_cert ="demand"
access_attr = "dialupAccess"
dictionary_mapping = ${raddbdir}/Idap.attrmap

Idap_connections_number = 10
password_attribute = nspmPassword
edir_account_policy_check=yes




timeout = 4
timelimit = 3
net_timeout = 1

}

authorize {
#
preprocess
auth_log
chap
mschap
suffix
eap
# Read the 'users' file

files

Idap

# Authentication.
authenticate {
Auth-Type PAP {

} pap
Auth-Type CHAP {

chap

}

Auth-Type MS-CHAP {
mschap

}

unix

Auth-Type LDAP {

Idap
!
eap
}
# Post-Authentication
post-auth {
reply_log
Idap
Post-Auth-Type REJECT {
Idap
}
}

8. Modify the file /etc/raddb/clients.conf as follows:

client 100.68.100.0/23 {

secret = XXXXX
shortname = Site-ASN-Servers
}
#
client 100.68.160.0/24 {
secret = XXXXX
shortname = Access-Points-WiFi_DATA
nastype = other
### nastype = cisco
}

9. Modify the file /etc/raddb/eap.conf as follows :




eap {

default_eap_type = peap

timer_expire =60
ignore_unknown_eap_types = no
cisco_accounting_username_bug = no

md5 {

}

leap {

}

gte {
challenge = "XXXXX"
auth_type = PAP

}

tls {

# private_key_password = whatever
private_key_password = XXXXX
private_key_file = /etc/raddb/certs/cert-srv.pem
certificate_file = /etc/raddb/certs/cert-srv.pem
# Trusted Root CA list
CA_file = /etc/raddb/certs/demoCA/cacert.pem
dh_file = ${raddbdir}/certs/dh
random_file = ${raddbdir}/certs/random
fragment_size = 1024
include_length = yes

# check_crl = yes

# check_cert_cn = %{User-Name}
1
ttls {
default_eap_type = md5
copy_request_to_tunnel = yes
use_tunneled_reply = yes

}

peap {
default_eap_type = mschapv2

mschapv2 {

10. Modify the file /etc/raddb/users.

The goal of modification is to just empty the file, because LDAP directory will be used instead.
If you do not want to empty it, find the following line

DEFAULT Auth-Type = System
and replace it with DEFAULT  Auth-Type = LDAP
11. Activate the UP (Universal Password) for eDirectory users who are going to use FreeRadius.

- Launch iManager

- Go to 'Passwords', Password policies, New

- Give a name to the policy and configure it.
** ! Remove the NDS Password when setting Universal Password ' : No
** ' Synchronize NDS Password when setting Universal Password ' : Yes
** ! Synchronize Simple Password when setting Universal Password ' : Yes




** ' Allow user agent to retrieve password' : Yes

** ' Allow admin agent to retrieve passwords' : Yes

** ! Synchronize distribution password when setting Universal Password' : Yes

** ! Verify whether existing passwords comply with the password policy (verification occurs on login)'
: Yes

Password Policy Wizard

Step 1 of 8: Mame and describe the Passward Policy
reate a policy name and description of the policy that wou are creating.

Folicy Name:
WiFi LESIEUR SIEGE

(ex. Engineerji

Description:

Cet ensemble des régles a été créél le 8 Déc 2005 par =
4 Dachine dans le cadre de déploiement de WiFi-DATA
dans la eDirectory LESIEUR

=

Passuord Change Message:

Serveur RADIUS [WiFi] vous demande de changer votre =
mot de passe

E

[~ Create a new Password Policy based on the default settings
(Click Next to see summary]

Password Policy Wizard

Step 2 of B: Select the Universal Password options

Universal Password lets you simplify the integration and management of different password and authentication
Paolicy, wou can increase security by setting rules for how users create thedr passwords.

Wwiould you like to enable Universal Password?

Mo fskip to Step 4]

@ Yas  [skip to Step 4)
I™ Enable the Advanced Password Rules (go to Step 3]

Hide Options

Universal Password Synchronization

i[C1 Remove the NDS passwaord when setting Universal Password

¥ Synchronize NDS password when setting Universal Password

¥ Synchronize Simple Password when setting Universal Password
Universal Password Retrieval

¥ Allow user agent to retrieve password

¥ Allow admin to retrieve passwords

¥ Synchronize Distribution Password when setting Universal Password
Authentication

v Verify whether existing passwords comply with the password policy [verification occurs on login)

Password Policy Wizard

Step 4 of B: Enable the Forgotten Password feature

This feature lets vou set up self-service options for users whao
remermber a password,

Wiould you like to enable the Forgotten Passward feature?

 Yes

& o [skip to Step 7]

- Associate the policy with FreeRadius users (user by user, or with OU).



Password Policy Wizard

Step 7 of 8: Asszign the Password Policy

ou can assign this policy to multiple individuals, org
object in the tree. To remove an assignment, select

Assign to:

user radius.

Password Policy Wizard

Step 8 of B: Summary of the Password Policy
our policy has the following settings:
Last Modified:
Password Policy Summary
Name WiFi LESIEUR SIEGE
. Cet ensemble des régles a £té créé le 8 Déc 2005 par A.Dachine dans le cadre de déploiement de WiFi-DATA dans la
Description ?
eDirectony LESIELR
Universal Password
Qptions Enable Universal Passusord true
Enable the Adwanced Passward Rules false
Remove the NDS password when setting Universal Password false
Synchronize NDS password when setting Universal Passwaord true
Swnchronize Simple Passwiord when setting Universal Password true
Synchronize Distribution Password when setting Universal Password true
Allow user agent to retrieve passward true
Werify whether existing passwords comply with the passwaord policy (verification occurs on login)  true
Forgotten Password Enabled: false
Policy Assignments user_radius. Lsisur

Success

Complete: Your Password Policy was successfully created.

Click Close to return to the Password Policy List,

12. Create a user like adm_radius, with a password. This account will be used to do LDAP searches. Do not
deactivate it!

13. Make sure the user adm_radius has the following rights for each FreeRadius user:

** Compare/Read/Write for ACL attribute
** Compare/Read for all attributes rights
** Browse for Entry rights

(@] Roles and Tasks

Directary -
I [ |

& Maodify Trustees

eDirectory Administration Object name: user-radius.Sitedsn, Lsieur
eDirectory Maintenance Trustee name: adm-radiuz. Sitedsn. Lsieur

Partition and Replica Manage ment

= Rights Delete Proy
Madify Inherited Rishts Filter

Property Hame Assigned Rights
Modify Trustees @ @
T ohaien r I supe rvisor (¥ lormparel [ ead Bechurite T selr I oynarsic
Wiew Effective Rishts | Al attributes rights] [l supspviet (R camparaciPwesd [lmerce [l salr I oirartc
Schema ] Dsincriior Eerovse. Merase Diename: lodists. M pinamic

14. Give the user adm_radius retrieval rights for Universal Password (if this wasn’t done yet).



- Launch iManager

- Go to Passwords, Password Policies

- Select or create a policy, then edit it

- Go to Universal Password, Configuration Options

- Select 'Allow admin to retrieve passwords' in 'Universal Password Retrieval'

15. Declare an eDirectory user as a FreeRadius user.

- Create a new eDirectory user (or choose an existing one) with a password.

- Launch iManager and go to the RADIUS category.

- Click Create Radius User and select the user just created, then click OK.

- Click Modify Radius User, select the user just created, and click the 'Other Items' tab.

- Find the 'Dial Up Access' attribute and set it to ON, then click OK.

- Make sure the user is associated with the policy created in step 11 (Passwords, Passwords Policies).
- If necessary, manually type the UP.

- In iManager, go to Set Universal Password and check to see that the NDS has not expired.

16. Make absolutely sure that eDirectory object of each FreeRadius user contains the 'UniqueID' attribute. It
must contain the login name of the user. If the attribute doesn’t exist, add it. Otherwise, LDAP searches,
which are the part of authorization / authentication FreeRadius process, will fail.

17. Start the RADIUS service:

rcradiusd start



18. Before configuring the laptops, test FreeRadius with:

*** NTRadPing, from a workstation

NTRadPing Test Utility

RADIUS Server/poit: |iprint2 ITB12
Reply timeout [sec ) |3 Petries: IB

RADIUS Secret key: I_\Joul-secrel-key

NTRadPing 1.5 - RADIUS Server Testing Tool
© 1999-2003 Master Soft Spa - [taly - All rights reserved
http: /fwww. dialways.com/

User-Mame: Iusle-radius
Password l"— " CHAP
Renuest type: IAuthenllcatan Request j ID

Additional RADIUS Attributes:

| = |

Add | Eemﬂvel Clear list |

=

Load |Sage |

S
ms
—

MASTERSOFT

RADIUS Server ieply,

&\

DIALWAYS

Sending authentication request to server ipint2: 1812
Transmitting packet, code=1 id=0length=52
received responze from the server in 172 milliseconds
reply packet code=2 id=0 length=20
response; Access-Accept

attribute dump

Send I

Help... LCloze |

Good result --->

NTRadPing Test Utility

RADIUS Serverdpoit: {iprint2 ITB'IZ
Feply timeout [sec ) |3 Pletries: IB

RaDIUS Secret key: Ipuul-secr&l-kay

User-Mame: |usa|2'radius
EESSWD[d IF ’_ CHAP
Request typs: IAuthenlicatiDn Fiequest | IU

Additional BADIUS Attrbutes:

| Eill

Add | ﬂemuvel Clear list |

E

Load... | Save. |

NTRadPing 1.5 - RADIUS Server Testing Tool
© 1999-2003 Master Soft Spa - [taly - All rights reserved
http: /fwww_dialways_com/

&\

DIALWAYS

e ®
ms
—

MASTERSOFT

RADIUS Server reply:

Sending authentication request to server iprint2:1812
Transmitting packet, code=1 id=4 length=52
hio responze from server [timed out), new attempt [H1]
received response from the server in 3946 milizeconds
reply packet code=3 id=4 length=61
response; Access-Reject

affnbute dump
Reply-Message=ND5 eror: failed suthentication [-663)

Help Close

Bad result --->

*#* radtest command, locally on server

Good result:

Sending Access-Request of id 218 to 10.68.10.152:1812
User-Name = "user2-radius"
User-Password = "password"
NAS-IP-Address = iprint2
NAS-Port = 1812

radtest user2-radius password iprint2:1812 1812 secret-passphrase

rad_recv: Access-Accept packet from host 10.68.10.152:1812, id=218, length=20

Bad result:

Sending Access-Request of id 218 to 10.68.10.152:1812
User-Name = "user2-radius"
User-Password = "password"
NAS-IP-Address = iprint2
NAS-Port = 1812

radtest user2-radius password iprint2:1812 1812 secret-passphrase

rad_recv: Access-Reject packet from host 10.68.10.152:1812, id=218, length=20




*** Testing the UP and NDS passwords synchronization with UP Diag Tool could be useful, too. We did
not need it. (http://support.novell.com/cgi-bin/search/searchtid.cgi?/2970885.htm)

Access Points Configuration

Model: CISCO AIRONET 1100 series (AIR-AP1121G-A-K9)
Note: Your configuration may be different.

1. Login to the HTTP interface of the AP (Access point). We have two.
2. Go to Security/Server Manager/ and add the following information to the 'Current Server List RADIUS'
list:
- IP address of FreeRadius server
- Secret phrase
- Port numbers (1812 and 1813, by default)
Click Apply.

Sarvar T

10 6210130

Dikie shartication Port foptionsl EH mensse)

Ancoumiing Part rptional | 1873 wesem

3. Go to Wireless Services/WDS, 'Server Groups' tab, select the server group list 'Data’ and:
- Put the IP address of FreeRadius server in the 'Priority 1' field
- make sure that 'Client Authentication' = 'EAP Authentication'
- make sure that 'Restrict SSID' ='ASN_DATA'

4. Click Apply.

i [ st oS | HINDRAL SIT-P

Sarer Grrup Hama | [ty

Gronay Harvas Priseibas. Dfine ey

Dese | Fawn] TG0 =
erity I | « KOKE » -
ety 2 | ¢ KOKE 3 -

The WiFi APs now redirect the authentication requests of laptops to the FreeRadius server.



Laptop Configuration

Context:

We want to have as few authentications as possible (our laptops open two sessions: local and Novell). The
goal here is to catch the login/password pair of the local Windows session and forward it to FreeRadius,
which, in turn, will check it against eDirectory. If the login/password is validated by eDirectory, the user is
assigned an [P address and allowed to use network services. Otherwise, IP address is not assigned and the
user can access nothing on the LAN.

So, if FreeRadius is configured correctly, a user opens local Windows session, is validated by LDAP
(eDirectory), and then opens a second session to the Novell network.

Models used:

Dell Latitude D610 (Intel PRO 2200BG), Dell Latitude D600 (TrueMobile 1300 MiniPCI) and Dell Latitude
D600 (Intel PRO 2100 3A)

Common steps for all models:

*** Do not use the Windows WiFi client, because it functions poorly. Use the proprietary WiFi client/tool
instead.

*** Update the WiFi driver and configuration tool.

*** Install the root.der certificate in the ‘Trusted root certification authorities’ category. During WiFi
connection profile configuration do not forget to select this security certificate.

Certificat

Général | Détails | Chemin daccés de certification

Informations sur le certificat

Yous ne pouvez pas faire confiance a ce certificat racine de
I'Autorité de certification. Pour activer la confiance,
installez ce certificat dans le magasin d"Autorités de
certification de la racine de confiance. Les magasing de certificats sont des zones systéme ol les certificats sont stockes,

Magasin de certificats

‘windows peut sélectionner automatiquement un magasin de certificats, ou vous pouvez
spécifier 'emplacement du certificat,

Sélectionner un magasin de certificats E'El bn = bype de certificat

Sélectionnez le magasin de certificats que vous
voulez utiliser,

- S e )
Délivré par : LESIEUR FreeRadius (1 Persormel Co | ==}

=-{Z1) Autorités de certification racines de confisnce ‘

Déliveé a: LESIEUR. FreeRadius

Yalide a partir du 26/12/2005 jusqu’au 24j12/2015

{20 Autorités intermédiaires
[0 Fditenrs annranvés

[IE:2

chet les magasins physiques

=




Dell Latitude D610 (Intel PRO 2200BG)

For a driver update go to http://support.euro.dell.com/support/downloads/ and find the R107434.exe file.

How to check if you are connected:

%= Intel PROSet/Wireless

Hous Bles conneciée] aSIEGE.‘ Détails de connexion
Mom du réseau: ASM_DATA Nam o prcil: SIEGE
Vitesse : 54.0 Mbi/
nesses ¢ Nom du réseau: HSM_DATA
Quislité du zignal : Trés banne L=
Profis Adresze 1P 10.68.40.13
Se connecter automatiquement aux profils sans fil dans Fordre spéché Qualité du sgnal [lissEonse
ci-dassous. Intensié dusignsl:  anlll]
- || Mo du prafil Morn du réseau | |
©8 3 siece ASN_DATA AdwsseMAC de lacalts
Bande 80211g
Débits de dornées prisench.. 1.2,55,6,9,11,12.18, 2.
Fréquence de I'émetteur-éce.. 2412 GHz
Muméro du canal 1
[ Capnexion ] | Ajouter... ] [ S UppeirnEr ] [ Proprigtés... I Authentiication rézeau WPA-Entreprize
Chiffrement des données TEIP
- Réseauy dizparibles [2) Type d'authentification 802.1%  PEAP
- Protocoles dauthentification 8., MS.CHAPA2
[T T T T T o du réseen I Wersion CCX 200
il 238 @ <5510 non diffusés TPC CCX 10.0 miw/
= Miveaus d'alimentation COX 1.0.5.0, 200, 31.6, 507 it
autl 85 @ £5N_DATA Agresze MAC du point d'accéz | 00:13:7F:52EFE0
Point d'accés obligatoie Aucun
[Configwer. | [ Daais |
[ D ézactiver lémetteurrécepteur ']
Interrupteur maténs| de I'émetteur-récepteur - Active Aade ?

In case of authentication failure you will see following messages and information:

& Intel PROSet/Wireless
Fichier Outils Profils Aide

Q L'authentfication a échoué.

Ko du 18seau ASN_DATA
Vitesss 54.0 Mbités
Qualité du signal Borme
 Profik
Se connecter sutomatiquement au profls sans fil dans fordre spécifié
ci-dessous
[T Mom du profi | Mom du réseau ]
@@L D siEGE ASN_DATA

€ Erreur dans le processus de connesion =

Chipuez pour lancer les Cisgnostics de Iatitare de dépannage

[comesion | [(giouter. | [Guie | [ Propies. |

i~ Riéseaux disponibles (3]

[ T [T T T Homdureseau I
HIR=E @ <S5ID non diffusé>

LI=] @ <55ID non diffusé>
1 &4 © ASN_DATA

IntermupteL matériel d Mmetieurrécepteur - Activé Bide 7 En caz d'echec d'authentification

=5 a

3§ Dacumzntl =M.,

(In case of authentication failure)



la carte WiFi cherche le rézeau

(The WiFi card seeking the network ..

)

Configuring the Intel PROset/Wireless tool

1. Go to Tools / System Administration and provide a password.

&) Intel PROSet/MWireless
Fichigr Profils  Aide

Outtils

Paramétres de ['application. .. Chrl+P
Paramétres de la carte. .. Chri+a,
Utiliser le Client Micrasoft F10

Statistiques avancées, ., Chrl+s

Utilitaire de dépannage d'Intel Wireless.., Ctrl+w

r

Création du mot de passe

Pour pratéger les profils d'administration et les paramétres
en empéchant lez ulilizatewrs ne dizposant pas de
privilages administratifz d'p accéder, wous devez créer un
mot de pasze.

Mot de passe ,7
Confimer |2 mot de passe ,7

2. Click Options and select “Connection before session opening”).

Options des profils diadministration

Guells] typefs) de profils d'administration voulez-wous activer sur cet
ordinateur

Connexion permanente - Ces profils sont actifs durant le démarrage
et quand aucun utilizateur n'est connecté 4 l'ordinateur.

I Connexion avant auverture de session : ces profils sont actifs dés
qu'un utiizateur s connecte & lordinateur.

Les profils communs sont activés lorsque la fonctionnalité Connexion
avant ouverture de session n'est pas sélectionnée. Les profils
communs sont actifs durant le démarrage et quand aucun utilisateur
rlest connecté 4 lordinater.

Les profils de connerion avant ouverture de session ou communs sont
placés en haut de |3 liste des profils. lls ne peuvent &te modifiés ou
supprimés par un utiizatewr, sauf 51 dispose du mot de passe de foutl
Adminiztiation systéme.

(x]

fide? [ ok ][ snner

]

3. Click Parameters and select the options shown below.



ramétres d'administration

=] Mettre les informations d'authentification en cache ”~
Mettre lez informations d'authentification de Mutilzal
=] Coexistence aves Microsoft Windows P —
O Pemettre & M'utilizateur d'activer e service de confi
Me pas désactiver le service de configuration auto
=| Poste & poste (Ad hoc)
— - s e .
< | >

|

Drescription

Les informations d'authentification sont enregistrées &
lirwite pendant une session utiizatewr. Sila connexion
zanz fil est momentanément interrompue, les
informations enregistrées sont utiizées pour la
reconnexion. Les informations d'authentification sont
supprimées & la fermeture de la session utilizateur,

| [ Ao ]

O Désactiver les rézeaus Poste & poste A
Autorizer [utiizateur & configurer les paramétres de 0
O afficher les paramétres d'application Poste &
& Masquer les paramétres de |'application Poste

O Inchure le domaine de connexion ‘Windows aves e W

< | >

Description

[Décochez cette option pour envayer uniquement les
nomsz dutilisateur au serveur d*authentification.
Configurez le zerveur d'authentification de sorte qu'il
contacte une baze de données externe contenant une
lizte des domaines.

Aide? [ ok [ Ao |

Parameétres d'administration

=] Poste & poste [Ad hoc) Py
Fiéseaux Poste & poste [Ad hoc)
O Activer les réseaus Poste & poste
@ |Aut0riser les réseaus Poste & poste sécurisés uniguer
QO Désactiver les réseaus Poste & poste )
Autoriger [utilizateur & configurer les paramétres de
~ e [ SO
< | ¥

Drescription

Les informations d'authentification sont enregistrées &
lirwite pendant une session utilizateur. Sila connexion
zans fil est momentanément interrompue, les
informations enregistrées sont utilizées pour la
reconnexion. Les informations d'authentification sont
supprimées 4 la fermeture de la session utilizateur.

Bide? ok | [ Aonder

4. Go to Tools / Application Parameters.

Z] Intel PROSet/Wireless

Profils  Aide

Fichier B

Paramétres de la carte...

Chrl+a

Statistiques avancées,,. Chrl+5
Ltilitaire de dépannage d'Intel Wireless, .. Chrl+Ww
Pn Administration systéme. .. Chrl+T




Paramétres d'application Intel PROSet/Wireless

r Carte iéseau
Gére actuelement la carte réseau suivante :
Intel[R) PROMWireless 2200BG Network Connection

-Parameéties avances

g Bame des tiches ~|
Afficher Niedne de l'application dans |a barre des taches q
Notifications
[ Afficher les notifications de mise en garde
[E] Motifications dinformations
[ Afficher les notifications dinfarmations
O Afficher la liste des réseaun disponibles dans la zone lorsque la co
M'avertir lorsqu'une autre application utlise le périphéiaue sans fil
& Connesion automatique
Q Conneyion au 1éseau disponible en utilisant les profils uniquement
(@] Connesion & tout réssau digponible si aucun profl comespondanit r'esl v |
£ i | 2|

D escription ;

Ces paramétres contrdlent le comportement de Intel PROS et/AWTeless ainsi
que la méthode d'affichage des informations,

Connection profile “SIEGE” configuration

Parametires d'application Intel PROSei/Wireless

rCarte réseau
Gére actusllement la carte réseau suivante :
Int=l[R] FROAWireless 2200BG Metwork Connection

-Paramétres avances

. Motificabons dinformations A
Afficher les notifications dinfarmations i
O Afficher la liste des réseavx disporibles dans la zone lorsque la co
[ M'averti lorsquiune autre applisation utilise le périphérique sans fil
& Connesion automatique
) Connesion au iéseau disponible en utiisant les profils uniquement
Connexion & tout réseau disponible si aucun profil conespondant n'es!
O Connesion & tout réseau en fonction des profils uniquement (mode Cig
& Gestion des exclusions
O Activer la fonctionnalité d'exclusion automatique
[ Activer la fonctionnalté d'esclusion manuelle v
< I i 2|

Drescription :

Ces parameties contiblent le comportement de Intel PROS et wieless ainsi
que |a méthode daffichage des infoimations.

1. Go to Tools / System Administration, provide the password, and click the Add tab.

Propriétés du profil sans fil - SIEGE

@ Nom du piofil SIEGE
8 Paramétres généraus
&) Paramétres de sécurits

Paraméatras généraux

Mom du réseau sans fil [S51D] IASN,DATA _

Mode opérationned Fiéseau (Infrastiucture]

Type de profil d administration

] Permanent : actif si aucun utilisateur rest connecté.

ornesion avant auverture de session/Cammuns : acif siun
s ater est cannects. Ce prafil o3t pattagé par taus les Uliisateurs.

vance..

Aide? [ ] lguwam» ] [ 0K ] [ Anruler ]

Fill in the last field ('Identité d'itinérance") with user’s last/first names, even if it’s optional. This

will help very much during debugging, if any. Do not use French accents!



@ Nom du profil SIEGE
4 Parambtres généraux
&) Paramétres de sécuité

0
Servew PEAP

Aide 7

Paramétres de sécurité

Sélectionnez les parametres de sécurité approprigs pour votre réseau sans il
Wotre administrateur réseaul peut vous aider & les sélectionner.

TWPA - Entreprise ) |

Authentification 1éseau

¥
Type dautheniication || FEAF | v [Dplmnsgsm ]
Erape 1 sur 2 Utlsateur PEAP
Protocoke dauthentiication - | [MS-CHAPY2 | ~|
Informations dsutheniical
o utoatmr O tiser auverture de session Windows ||
J

Idertité dfit

noe [Jahnwhie |

[c< Brécedent | [(suvants> | [ ok | [ Annder

@ Mom du profil SIEGE
&4 Paraméires généraus
&) Paramétres de sécurité
Utiisateur PEAF
Serveu PEAP

Aide ?

Propriétés du profil sans fil - SIEGE-pilote

Paramétres de sécurité

S électionnes les paraméties de séeuiité appropriés pour vohie réseau sans fil
Valre administrateu réssau peut vous aider & les sélestionner

WPh - Erirepiss v |

Authentification gseau

Chifiement des dornées . [ TP -

Type dauthentiication - FEAP v
Etape 2 sur 2 : Serveur PEAP

[ Dptons Cisco

[ butariser les certificats intermédiaiies

[ Spécifer le nom du serveur/certficat

dministration systéme

~ Patamétres d'administration —

ous pouvez choisit le niveau de contréle des
utilizateurs sur leur connexion réseau sans fil.

1~ Profils d'administration

Les profilz d'administration sont partagés par tous les
utiizateurs de cet ordinateur. Pour créer un profil, cliquez
sur Ajouter.

| Connexion avant ouverture de session/Permanent |

Narn du prafil ] Norn du réseau

SIEGE

ASHN_DATE

Diézactiver la commutation de prafils Intel. Les
utiizateurs pourront se connecter en utiizant le
premier profil de connexion avant ouverture de
sesgion/permanent uniquernent.

[ Ajouter... ] l Supprimer ] [Empriétés..

Modifier le mat de passe... ] [ Exporter.. ]

Aide?




Dell Latitude D600 (TrueMobile 1300 MiniPCI)

For a driver update go to http://support.euro.dell.com/support/downloads/ and find the R94825.exe file.

Configuring the WIFI ASN_DATA Connection

1. Launch the WiFi card tool. Click Advanced, then Properties.

Utilitaire de la carte réseau sans f... /X

Stanstiques | Monitoragelocal | Diagnostics Informatens
Configuration réseauy sans fil Etat da = Bzizon

[ Laisser cet outil gérar vos paramitras sans fi

[ Activer la radio

Réseaux daponibles

Pour vous connectar & un réseau sans T, ciquez sur Configurar,

i
i § ASN_DATA
| Rafraichr
Résagu favons

58 BONRSCIAr SUTGMaEnJUAMmant BLb résadie dispanibles dans
Pordre indigué c-dessous

Avanceées...

¥ ASH_DaTA

Acces réseal

= (O Toutréseau disponible (paint d'acces favar)
mporter.
| Exporter... @ Réseaux avec point d'accés uniguement (infrastructure)

Ajouter || Supprimar ]" Fropridtés |

(O Béseaux ordinateur & ordinateur (ad hoc) uniquement

Avanches | |:| Se connecter automatiquement aux réseaux non favoris

[#] Mantrer licdoe sans fil dans ka barre d'état
systéms

Propriétés du réseau sans fil

Propridthiss du rivseau sans b | Authenidicason

Mo AP (C—
s
TTLS/PEAR i —”
Pratarali diaushinbicaion par nmel {IMscHapve ) 3
e .

EAP-FAST

Proprietés du réseau sans fil

Froprigtés du réseau sans fil | Aighentification

[ — 3 ([0 b nom dubisteus ot e mot de e
= o4
Nom réseau (SSID) SSH_DTA | [ indiquez le domaine Windows

Hom d'utilisstewr et mot de passe

Dromaing\MNom dutilizateur :
CIé résean sans fil
Mot de passe
L& réseau néoassite une o pour lopération sutvante
Confirner le mot de passe:
Authentification de réseau WPA | -
L Cenificat
Cryptage des donndes Automatiqua | b Identité/Connexion :
Cié réseau .
Confirmer ta cid

[+ valicez e cenificat du senveur

ndecdela i c4); || Ausioriser cerificats intermédiaires
Mom du senaur

(C)Le nom du zerveur doil comespondre exnclement

= () Ler o cher dosmeine o se Sonmines par e norm speechis
[[] Ced est un réseau ordinateur & ordinatewur (ad hoc) | les points
d'accés sans il ne sont pas utisds

!Al.J'-I'Aannher avan! létablissement de session Windows

Lo [ Anier [ aige |

How to check if you are connected ...

1. Move the mouse over the WiFi card icon. If you are connected, authentication state and IP address are
displayed.



SR 12:06

If the IP is 0.0.0.0, you are not connected.

Dell Latitude D600 (Intel PRO 2100 3A)

For a driver update go to http://support.dell.com/support/downloads/ and look for the R105328.exe file.

During installation do not forget to select two options: Options for unique session opening - and Connection
before session opening.

Pour modifier les paramétres d'installation d'une fonction, cliquez 4

3 -| Intel(R) PROSEt

gl Pour les cartes reseau \Wired (802.3)
agl Pour les cartes reseau sans fil (802.11)
: tions d'ouverture de session unigue



http://support.dell.com/support/downloads/

Configuring the WIFI ASN_DATA connection

Farameétres généraux

Marm du profil :

Ep

Maom du réseau (3510 |A5N_DATA

Mode opérationnel :

(@) Infrastructure - Connexion & un point d'accés

C?'éd hoc - Connexion directe & d'autres ordinateurs

Faramétres de réseau avancés

[]Activer Cisco Compatible Extensions

ncé | Motde passe-‘

Authentification réseau ;

[wPacE ntreprise

Chiffrerment des données ;

2H2]

Farametres de clé de chiffrement

Farametres 802 1x

Type d'awthentification : ‘PEAP ) v| [ Configurer >>

|

Parameétres PEAP

[John BlacH

Identite du serseur

Emetteur du carificat

CLESIEUR FreeRadius

]

|

O Le nom du serveur doit correspondre exactement.

[ Autoriser les cerificats intermédiaires

Blom du serveurfcertificat

@ Le nom de domaine doit se terminer par le nom spécifié
Authentification en tunne|
Erotocole d'authentification

Informations d'authentfication de 'ulilisateur

C)Qemander les infarmations d'authentification & la connexion

[@) Utiliser 'ouverture de session Windows|

O Enregistrer les informations d'authentification de 'utilisateur

Certificat client

|:| Ultiliser le cerificat clignt

Foint d'acces abligatoire

Utiliser I'adresse MAC du point d'accés
‘ohligatoire :

O

Importation automatique

I:‘ Activer l'importation automaticque

Gestion avancée des profils

I:‘ Ce profil peut &tre utilisé par tous les utilisateurs (Profil comrmun)




Général | Sécurité | Avancé | Motde passe |

Frotection par mot de passe

@

éErDtéger ce profil par un mot de passe (10 caractéres |
maxirnurm)

.ﬂm

Mot de passe

[

Canfirmer le mot de passe |

How to check if you are connected ...

Method 1
Move the mouse over the WiFi card icon. The SSID and connection state are displayed.

Intel(R]) PRO /Wireless LAN 2100 3A Mini PCI Adapter
$SID V ASH_DATA
Etat @ Associé, authentfie

CuEiteintensite du signal | 100%(Excelente) /a7 %

Method 2
Double-click the WiFi card icon.

Click the General tab.

General lRéseaux] Carte téseau | Dépannage]

Cualité du signal

g @ mEER

Trés honne

Aszsocié et authentifie avec ASMN_DATA

MNam du réseau (3510 : ASM_DATA

MNom du profil : SIEGE

Mode Infrastructure (Foint d'acces)
Secunte TEIP

Yitesse 11 khitfs

Bande (fréquence) : 802.11b (2.4 GHz)

Canal : 1

Protocole 802.1x: Active

Dietails

Interrupteur du récepteur de la carte ;. Activé

and then click Details:



Détails

Adresee IP de la carte

Mode de sécurité

Algarithme de chiffrement
Authentification 80211
Authentification 802 1x
Adresse MAC de la carte
Adresse MAC du point d'accés
Type de care

10.68.40.28

WA

TKIP

Ouvert

PEAP (MES-CHAP-2)
0:0CF117:ATZF
00:13:7F43:B4:40
Mini PCI

X

Déhits de donnees supportes 1. 2:55: 11 Mbitfs
Fréquence du récepteur 2462 GHz
“ersion du logiciel 7144

“ersion du matériel w0

“ersion du pilote 1.24.35

Interruption 5
Adresse mémaire OxFAFEFODD

Foint d'acces ohligataire Aucun

“Wersion COx 200

Fuizsance de transmisgion actuelle 40 iy B
Rlivamann An mnicmanee Airmanilln CAN 18 AN maldd =
< >

Aide

Fermer |

How to check if a user connects without going to the laptop:

1. Open a session to the FreeRadius server (Putty or local).
2. Run this command:

grep —ir user-name /var/log/radius/radact/access-point-IP-address/reply-details-XXXXYYZZ

where XXXXYZZ is the date of the file. You should see a list of user’s names. Normally, these are
successfully connected users! If no user connected, ‘Reply’ files are not created.

3. Now run this command:
grep —ir "login ok" /var/log/radius/radius.log

Each line with "Login OK" means a successful connection.

Known problems (laptops)

1.Symptom:
WiFi connection seems to be established, but no network application works.

Cause:

IP address of WiFi card is 0.0.0.0

Solution:

Go to WiFi connection properties (My Network Places) and check if the TCP/IP protocol is associated
with the card.

2. Symptom:
Everything seems to be configured correctly, but the user still can’t connect.

Cause:

Most probably there is something wrong with Universal/NDS Password.

Solution:

On the FreeRadius server, stop the RADIUS service (reradiusd stop) and re-launch it in debug mode (
radiusd -X —A))

Find the exact error. Then:

-- Make sure you followed step 16 of the FreeRadius Server Configuration section of this document,
especially the last point (NDS password expiration). Normally, when you change NDS password, UP is



synchronized.

-- If not, change the NDS password once again from a workstation that has the Novell Client installed with
the NMAS/NICI option, or from iManager/C1/NWAdmin32.

-- After that, normally, the WiFi connection should be established. It was for us. Don’t forget to stop the
debug mode of the RADIUS service (press Ctrl-C) and re-launch it normally (rcradiusd start).





