Novell BorderManager:
A Beginner's Guide to
Configuring Filter
Exceptions

Third Edition, Revision 2
November 27, 2002

Craig Johnson

Novell Support Connection SysOp
Craig Johnson Consulting
http://nscsysop.hypermart.net/



http://nscsysop.hypermart.net/

Table of Contents November 27, 2002

Table of Contents

B 010 R0 1) 11 1L 2
B 011 LR 0 T 8
W 11T Tt e 11T 12
ADOUL the AULNOL ... s 13
T T | 14
OFficial DiSCIAIMET ...ciiuriiirriiserirsi i n e r s e e n s ar e e n e e 15
What This BOOK iS ADOUL....ceirrreiiiuriissiniisrinsns i s s s s s sns snsanessnns 16
1 18
Please REA THiS! ......uuieiiii e e e e e e e e e e e e e e e e e e e e e e e e e ae e ens 18
What’s Different About BorderManager 3.77 ........eieiiiuiieeeiiiiee e eiiieee e esieee e sieee e sieee e seeeee s sneeeeeenes 19
What’s New in the Third Edition, REVISION 2 ......uuuuiiiiiiiiiieee et e e e e e e e e e e s eeeaann 20
What’s New in the Third EQIHON .......cciciiiiiiiiiiiiiiic e 20
What’s New in the Second EdItIOn ..........eiiiiuiiiiiiiiiiiiiiiee e 21
Printing This BOOK .......cccuuuueue s 22
Chapter 1 - The Network Configuration .........ccccceeemiiiiiiiissmmnsrssrs s 23
Chapter 2 - The BasiCS....cccccerurrriiissssssceenrreisssssssssmenessssssssssssmsssssssssssssssssssssssssssssansnsssnsssssssssnnnnsensens 25
How Packet FIltering WOTKS........ueiiiiiiiiiiiiieie e e e e e e 25
Stateful FIlter EXCEPLIONS. .....uuuriiiiiiiieiiiiiii ettt e e e e e e e e s e e rr e e e e e e e e aanes 25
F N Q23 1 21 ) 26
Filters and the Relationship to NAT and ROUHNG .........cccviiiiiiiiiiiiiiiieeeee e 27
What Are Port NUIMDEIS? ......veiiiiiiiiieiieie sttt sb e e b e eenneeenaneas 28
HOW ROULING WOTKS ...eeiiiieiie ittt e e sttt e e e s eat e e e e ent e e e s enteeeeeanneeeaeans 30
Setting up the Default ROULE .......ooiii i e e e e e e 32
Public and Private IP Address NetWOorks........ccoicuiieiiiiiieeiiiiiee et 36
SeCONAATY TP AQAIESSES ... .uveteeieeeee e ittt e e ettt et e e e e ettt e e e e e e s e be b e et e e e e e e e s nnnnaeeeaeaeeeaannnneees 38
NAT (ROUHNE) VETSUS PrOXY .eereeiiiiiiiiiiieee ettt r e e e e e e e e e e e 40
Dynamic NAT - for Outbound Traffic .........ceeieiiiiiiiiiiiiicc e 42
NAT IMPLCIt FIIEEIING ...eevveiiieiee ittt e e e e e e e e e e e e 43
Disabling NAT Implicit Filtering in INETCFEG........cccoiiiiiiiiiiiiiiiiieieeee e 43
Disabling NAT Implicit Filtering at the Server Console Prompt...........ccccceeviiiiiiiiiiiiiiiiiiiieeee. 44
Security Implications for Disabling NAT Implicit Filtering ...........cccoviiiiuiiiiriiiiiiiiiiieeeee s 44
Static NAT - For Inbound Traffic..........oocuiiiiiiiiei e 45
Static NAT and FilteriNg .....coiveieeiiiiiee ittt e et e e et e e st e e e s bee e e e snee e e e eneeeeeenees 46
Setting UP StAtiIc NAT ..ttt ettt e e e e et e bt e e e e e e e e s nabeeeeeeae e e s nnnaeeeaaaeeeaannnneees 47
Static NAT versus Reverse Proxy AcCCEleration ..........c.cuuuiiiiiureeiiieaeeiiiiiiieieeea e s e eeiiieeeee e e e e 50
Viewing & Capturing TCP/IP TraffiC........coccriiiiiiei it 51
Static NAT Example Debug TTaCe........uuurrieiiiiiiiiiiiiieie e e e e e e 52
Default BorderManager FIlters ...........oiiicuririieiiiiiiiiiiiiieee et e e e e e e 53
What are Default FIlters? ...... ... e 53
The BorderManager 3.x Default FIlters.........uueiiiiiiiiiiiiiiii e 53
The Default Filtering Action — All Versions of BorderManager ..............oooccuvvieeeieiiininiiineeeeeeeenne 55
FILTCFG Examples of the Default FIlters.........ccooveviieiiiiii i, 55
Novell BorderManager: A Beginner's Guide to Configuring Filter Exceptions Page 2

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Table of Contents November 27, 2002

Default Filter EXCEPLIONS...ciiiiuttieeiiieeeieseititteeee e e e e e et e e e eeeeeeeseaabaseeeeaeesesansssaeeeaeesaaanssnseeeaaessnannns 58
BorderManager 3.0, 3.5 and 3.6 EXCEPHONS .......eeeiiiiiiiiiiiiiiiieee ettt e e 58
FILTCFG Examples of the BorderManager 3.0, 3.5 and 3.6 Default Filter Exceptions................... 59
BorderManager 3.7 Default Filter EXCEPtIONS ......ccuiieiiiiiiiiiiiieee e 69
Filter Exceptions for Proxies You Might Have in BorderManager 3.7 ...........ccccvveiereeiinninnneeennn. 70

SecUrity CONSIACTALIONS. ... ..uurreiieiee ettt et e e e e e e et e e e e e e s e e e e e e s e r e e e e e e e e e sannnneeeeeeeeeanrnneees 71

Chapter 3 - NetWare Tools Used in Filtering.........ccccoccviimmmmiiiiiniiiieninsssnssssssssssennns 73

Y TS PRSP PP PPRRPPR PP 73

FILTSRV.INLM . .ottt ettt ettt e e e et e et e s e e e e e et tn b e e e e e e e eeeban e e e eeeeeeennnn 73

12 3 B 103 2 € 78 5V P UUPPPTPPPN 73

CONFIG (NOt CONFIG.NLM)....ceitiiiiuiiieiitieaitie ettt ste ettt et se et e st e sne e s e sne e e anneesneeenanees 74

(0(0)11) 50 1€ 3. 51 T PSS T PP PP PPPPI 74

FILTCFG.INLM. ...ttt ettt ettt ettt ettt ettt b e sa bt e bt e e st e e e ke e e sab e e e eaeeeembeeebeeesmbeeenneas 74

IPFLT.NLM / IPFLT31T.NLM .. .tiiiitiieiiiie ittt ettt sttt st emee e b e st e st e e snneesneeenaneas 76

SET TCP IP DEBUGHST ettt ittt ettt ettt sttt e abt e sbe e e nae e e smbe e e anteesnneeens 76

SET FILTER DEBUGSON ..ottt ettt ettt sttt e s asbee e e s sbae e e s anae e e s anees 77

TCPCONINLM ..ttt h et e e e bttt e e e aa bt e e e e aa b et e e e aabe e e e e aabeeeeeaabeeeeeabeeeeeaans 77

VPNCEFG.INLM Lottt e e e e ettt taa s e e e e e et ta b e e e e aeeeeeban s e e eeeeeeennnn 77

Chapter 4 - Working with Filters........cccccciuurummrmnnsmmmmsssrsss s s 78

Backing Up and Restoring Filters and Exceptions Prior to BorderManager 3.7 ............uuuuveverenennnnnnnns 78

Backing Up and Restoring BorderManager 3.7 IP Filters and EXCeptions ...........ccovvvuurieeeeeeriinninnnen. 78

The FILTSRYV MIGRATE PIOCEAUIE ......eeiurieiiieitiie ittt sitee ettt ettt nnee e e 80

Viewing Filters in Action (TCP IP DEBUG).......ccuutiiiiiiiieiiiiieeeeieiee sttt e et ea e e snneeeeessnneeee s 81
TCP DEBUG PING & DNS EXAIMPLE......eiiiiiiiiieiiiieiiie ittt sitee st st saeeesnneeesnneean 82
Browsing Example — N0 Proxy Configured........ .ot 84
Browsing Example — Proxy Configured, Default Filter EXCeptions.........c.ccoovvvicirieireeeiiiicciiieeeen. 86

Filter Debug - An Alternative to TCP IP DEBUG ........ccoiiiiiiiiiiiiiiiiceee et 88

Filter Debug EXample OULPUL .......eeiiiiiiiiiiiiiieie ettt e e e e e e e e e e e e e e e e e nanes 90

NCF Files To Use With SET FILTER DEBUG=ON .......ccooiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 91
T1.NCF (Turn On Debugging and Capture the ReSults).........coceeriiiiiiriiiiiiiiiiiiiiiieeeee e 91
TO.NCF (Turn Off Debugging and Display the Results) ..........cccoviiiiimiiiiiiiiiiiiiiiieceee e 91

Making a Custom Filter Exception in FILTCFG.INLM.........ccotiiiiiiiiiiiiie et sieee e 92
Part 1, Starting To Make A Filter EXCEPTION ..ceeeiiveiieiiiiiieeiiiieeeeiiee e eiee e e et e e snee e e e 92
Part 2, Defining a New Filter Definition............ueeiiiiiiiiiiiiiiiee e 99
Part 3, Finishing the Filter EXCEPHON ..eeieiiiiiiiiiiieiie ettt teeee ettt e e e e e 107

Making a Custom Filter EXception in iManager ...........cceieerieiiuureieeieeeaaaiiieeeeeaeeesesenieeeeeeeeeeeanees 110
STATE IMANAZET .....veveeeieeeee ettt e e e e et e e e e e e e e e e e e e e s n e e e e e e e e e e nnnr e e e e e e e e e s nrnnneeeeeeaeana 111
Adding @ NeW STVICE TYPE .cooeiiiiiiiiiieeeie ittt e e e e e e e e e e e e e e e e e e e enrnne s 117
Adding a Filter Exception with the New Service Type Definition...........c.coovvvveviiieieeniiniicineneen. 122

ConsoleOne View of BorderManager 3.7 FIlters ..........ceeiiiiiiiiiiimieiie e 134

Chapter 5 Example Outbound Filter EXCeptions..........cccceirmmmimiiiniiisseirs s inssssns s ssssneeenns 136

AIM (AOL Instant MesSenger) / AOL .......ccocuiiiiuiieiiiieiieeeiee sttt ettt e e ssne e ninee e 137

CISCO VPN CIIEINL ...ttt ettt ettt ettt sttt ebe e e bt e sar e e sne e e sar e e e nneeneee 138

Citrix WInFrame / MEtaFTame ........cuuviiriiiiiiiiiiie ettt 140

Client-t0-Site VPN OVEI NAT ......oiiiiiiiiiiititie ettt e e s e e aaneee s 142

(O S0 L RSP 145

)N SRS 147
Outbound DNS Filter Exceptions for Internal HOStS ........c.ccooiiiiiiiiiiiieiiiiieeeeee e 147
Outbound DNS Filter Exceptions for BorderManager 3.7 DNS Proxy (and Other Proxies)........... 149

S 1 PP URUPPPPP 151
Outbound FTP Filter Exception for Internal HOSES .........ccoeiiiiiiiiiiiiiiiiiiiiieeec e 152

Novell BorderManager: A Beginner's Guide to Configuring Filter Exceptions Page 3

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Table of Contents November 27, 2002

Outbound FTP Filter Exception for BorderManager 3.7 FTP ProXy......cccceeevcuveeeeniiieeesniieeeeeeen. 153
GroupWise REMOLE CIENL........uviiiieieiiiiiciiiiiiee e e e e eecciire et e e e e e e st e e e e e e e s setaaeeeeaeeesssnnsseeeeaaeseeannns 154
TCQ (Version 2000D) ......uuuuuueurueueueieeeue e e e e e e e e e e e e e e e e aean e ae e aas 155
5 0 PSP PP 157

Outbound HTTP Filter Exception for Internal HOStS ..........ccooiiiiiiiiiieeiiiiiiieeeeee e 157

Outbound HTTP Filter Exception for BorderManager 3.7 HTTP and Transparent HTTP Proxy.... 158
0 AN PP 159
MICTOSOTt MISIN IMESSEI@ET......tveeeeeeeee ittt e e e e e ettt e e e e e st e e e e e s e e e e e e e e e e annnnreeeaeeeeeaane 160
Microsoft Windows Media Player.........cccuuveiiiiiiiiiiiiieie et 161
D PPN 163

Outbound NNTP Filter Exception for Internal HOSES .......c..cceeiiiiuiiieiiieee it 163

Outbound NNTP Filter Exception for BorderManager 3.7 NeWs ProxXy ........cccceeroeeeesiiieneennnn. 164
INTP/SINTP...ceeeeee ettt ettt ettt et et e e e e e e e ee e e e e eeeeees 165
PCANY WHERE ... et e e e et e e e e e e e e e e e e e reennanas 168
PING (ICMP)..... oot e e e e e e et e e e e e e e e e e e e ee e e e et s eee e e eeee e 171
o0 ) PP TR 172

Outbound POP3 Filter Exception for Internal HOStS ........coceiiiiiiiiiiiiiiiiiiieeee e 172

Outbound POP3 Filter Exception for BorderManager 3.7 Mail Proxy.........ccccccveeeiiiicinineeeneennnn. 173
RID AT E e ettt e e e et e et te b e e e e et ettt e e e e e et eab e as 174
REAIAUAIO. ..t nnn 176

Outbound RealAudio Filter Exception for Internal HOSES.........cccuvvieiieeeiiiiiiiiieiee e 176

Outbound RealAudio Filter Exception for BorderManager 3.7 RealAudio/RTSP Proxy............... 179
RTSP (Real Time Streaming ProtoCOL) .......ueeeeiiureeeeiiiiiieeesiiieeesiiee e st e s e e e e s eneeeeessnneeees 180

Outbound RTSP Filter Exception for Internal HOSS .......ccooeiiiiiiiiiiiiiiee e 180

Outbound RTSP Filter Exception for BorderManager 3.7 Real Audio/RTSP Proxy .......ccccceeeeeennne 181
N1 1 PSPPI 182

Outbound SMTP Filter Exception for Internal HOStS .........cccoriiiriiiiiiieiiiiiieeeeee e 182

Outbound SMTP Filter Exception for BorderManager 3.7 Mail ProxXy........ccccccevveeiniicineneenneennnn. 183
SSL (HTTPS). oo ee e e e ee e e 184

Outbound SSL Filter Exception for Internal HOSES .........ccoeiiiiiiiiiiiiiiiiiiiiiieeeece e 184

Outbound SSL Filter Exception for BorderManager 3.7 HTTP ProxXy.......cccocoeeveeiiiiiiiiiieeeneennnn. 185
B 23 50N PSPPSR 186

Outbound TELNET Filter Exception for Internal HOStS ...........cccuvviiiiieeeiiiiiiiiecee e 186

Outbound TELNET Filter Exception for BorderManager 3.7 Transparent Telnet Proxy............... 187
TOIMUINAL SETVET ... uttiiiiiiti ettt ettt e et e e st et e e et e e e et e e snne e e e s nnnee s 188
VINC VIBWET ..ttt ettt ettt et e e e st e e e et e e ettt e e et e e e e e e e e e e e e e e 189
VINC Browser INterface. .......ooeieiiieie e 190

Chapter 6 - Example Inbound Filter EXCEPIONS ....cccvvvveccisseemreriiisissssssrssssssssssssssssessssssssssssssnennns 191
DHCP to @ PC 0n the PUDLIC SUDNEL ......uuiiiiieiiii s 192
DHCP to the BorderManager SEIVET ..........ueeeiiiiiiiiiiiiieieeeee ettt e e e e s e e e e e s e reeeee e e e eaeee 195
Novell Remote Manager (NRM) on Generic TCP Proxy (on Secondary IP Address).........cccceveeennn. 197
Reverse HTTP Proxy (on Secondary IP Address) ......oouveereiiieiieiiiiieeeiiiieeeeiieee e siieee e 199
SSL to Reverse HTTP Proxy (on Secondary IP Address) ......ccoiouueeeriiieeeeiiiiieeeiiieeeesiieeeeesieeee e 201
FTP 10 REVEISE FTP PIOXY ..eeeeiieiitiiiuiiiieiititieeeseteteeesittte e e sttt ee e sttt e e sseteeesanseeeesansaeeeesnnneeeeanneeens 203
SMTP to Mail Proxy o GWIA ..ot e e e e e e e e e e e e e aanes 206
POP3 10 MATL PIOXY -.teteteieeeiaiiiittie et e e et ettt e e e e e e ettt e e e e e e s e be bt eeeeeeeeansaneeeeeaeeeeaannbneeeeaaeeeaanns 208
INNTP t0 NEWS PTOXY ...uerereiiieeiie ittt ettt e e e e s e e e e e e e e e e e e e e e e e snnnnee s 210
RCON!IJ to Generic Proxy (on Secondary IP Address) .........coevcurrrerereeiiiniiiieieeeee e 212
BorderManager 3.7 VPN ... ...ttt e e e e 214

BorderManager 3.7 Default VPN Filter EXCePtions..........uvviiiiiiiiiiiiiiiiieeee e 214

Client-t0-Site Filter EXCEPLIONS .....eeviiiiiiiiiiiiiieiee ittt e e 215

Client-to-Site VPN for Clients Not Behind NAT .......cccooiiiiiiiiieieieeneseeeeeesese e 215
Client-to-Site VPN for Clients Behind NAT ........cccoooiiiiinininiincicceeeceteeee e 216

Site-t0-S1t€ VPN EXCEPLIONS ...ertiiiiiiiiiiiieiiee e e e ettt ettt e e e e e e e e e e s e s e e e e e e e e e eaanns 219

Novell BorderManager: A Beginner's Guide to Configuring Filter Exceptions Page 4

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Table of Contents November 27, 2002

Chapter 7 - Example Inbound Filter Exceptions Using Static NAT ......cccvviiiiimimmmsmsmsmsssssssssssssnnnnn 224
(O340 QA AT 1 1 2 1 1 LSRR 225
2 1 SRR UPRSR 229
GroupWise REmMOte CIENL. ... ...ueiiiiiiiiiiiiiii e ettt ee e e e et e e e e e e e e e e e e e e e e e e snneneeeeaeeeaaannns 232
GroupWise Web Access SPEll CheCK .......uuviiiiiiiiiiiiiiiiie et 234
0N 236
L OtUS INOEES CLIEIIES ...ttt e e e e e e e e e e e e e e e e e e e e e e e ens 238
MICTOSOft TEIMINAL SEIVET ....etieiiiiiiiiee e e 240
PCANYWHERE ... et e e ettt e e e e e et teb e e e e eeeenaaans 242

Locating Internal pcANYWHERE Host with UDP port 5632 .......ccuvviiriiiiiiiiiiiieeeee e 243
Data Transfer Between pcANYWHERE Hosts using TCP port 5631......c.cooiiiiiiiiiiiiiiiniiiiieeeen. 245
Alternative - Locating Internal pc ANYWHERE Host with UDP port 22........ccuvvieveiiiiiiiiiieeeenn. 247
S0 ) S USRS 249
11/ 1 1 USRS 251
VN C ettt ettt ettt e ettt e e ettt e e e ea ettt e e an bt eee e e bt eee e et aeeeeantteeeaneaeeeaannteeeaannaeeeeannaeeannnreeas 255
WV ED SEIVEIS ...t e 257
HTTP to Internal Web SerVer......coooiiiiiiiiii e 257
HTTPS /SSL to Internal Web Server .......coooeeieeiiiieiii e, 259

Chapter 8 - BorderManager 2.1 — Stateful Filters Alternative.........ccccocceviiiiiiiiiiissmnnnncineeenns 261
Generic Exception for TCP Return Traffic..........ooiiviiiiiiiiiiiiiiie e 263
Generic Exception for UDP Return Traffic ........cooieiiiiiiiiiee e 264

Chapter 9 - Advanced TOPICS...uuuiuuirrrsrrrrrrriiiiisssssrrr s rrnsssssssr e ss s ssss s e e s nesa s sannnnnes 265
Basic Improvement - Enhance the Security of the Default EXceptions ...........cccoeeiiiiiiiiiiieeeieenniiine 265

Creating a Custom Dyn/ACK/TCP Filter EXCOPON. .....cceiiiiiiiiiiiiiiieee e e e 267
Customizing the Default Dynamic/TCP Default Filter EXCeption ..........oooecueiieeiieiiiiiiiiiiieeneeenn. 268
More Security - A DMZ SCENATIO «...c.eeiiuririeiieeeee ittt e e e e e e e e e e e s e s e e e e e e e e eanes 270
Step 1 — Set Filters on the DMZ NIC .......cooiiiiiiiiiiiee e 272
Step 2 — Open Filter Exceptions for Inbound Traffic from the Internet to the DMZ...................... 273
Step 3 — Open Filter Exceptions for Outbound Traffic from the Internal LAN to the DMZ........... 274
Most Security - Completely Customized Filter EXCEPtions ...........uuuuruemememuiiiieee 277
Allow Outbound HTTP for the HTTP ProXy Only ......cccuvviiiiiiiiiiiiiiiieeee e 278
Allow Outbound HTTPS / SSL for the HTTP Proxy Only ........ceeeiiuiieeeiiieieeeiiieeeesiieee e siieee e 278
Allow Non-Standard Ports Outbound for the HTTP Proxy Only .......cccoocueeeiiiiieeeiiiiieeeiiieeeenas 279
Blocking Chat PTOGIAIMS .......eeieiiieieeeiiiiii e e e e ettt te e e e e e ettt e e e e e e e s abaeeeeeeeeeeaanneneeeeaeaeaaannns 280
Blocking AOL Instant Messenger (as 0f 02/20/2002) .......ueeieeieeeiiiiiiieeeee e eeeeee e e 281
Blocking MSN Messenger (as 0f 11/29/2001) ....cueuiiiiiiiiieiiiiee e e e e 281
Blocking ICQ (a5 0F 2/20/2002) ......uveeeieiiiiiierieeee et e e e e e e s 282
Blocking Yahoo Messenger (as of 11/29/2001).....c.cciiiiiiriiiiiieiiieirieeeee e 282
Adding Dummy Static ROULES ........uuueeiiiiiiiiiiiiiieie et e e e e 283
Entering a static route in NEtWATE..........cevverierieriieie ettt esseese e 284

Chapter 10 - TroubleShooting.........cccoueeriiiiiiiiinerrr s e nnnnn e 285
Is Tt A Filtering Problem?....... ... e e e e 285
Stateful Filter Exceptions Aren't WOTKING.........ooiouruiieeieiiiiiiiiie et e e e 286
My Filter Exception Looks OK, But My Traffic Is Still Blocked .........cceeveviiiiiiiniiiiiiiiieee e, 287
My Traffic is Blocked, But TCP IP DEBUG Doesn’t Show Any Discards...........occcveeeriiuieeeenineennns 288
None of My Traffic is Blocked — Filters Are Not Working .........c.covceeieiiiiereiniieee e 288
My Filtering Doesn’t Seem to Be Working Like this BoOOK...........ccoeiiiiiiiiiiiiiiiii e 289
BorderManager 3.7 FIltering ISSUES ... ..cuuuueieieeeeeiiiiiiiecee e e e e ettt e e e e e e et e e e e e e s e s enbeeeeeeae e e e nnes 290

No Filters or Exceptions Show Up in FILTCFG for BorderManager 3.7 .........coooeveieiiiiiiieieeieennees 291
There is No NBMRuleContainer Object in NDS .........uuii e 291
Cannot Create the NBMRuleContainer Object in NDS...... ... 291

Novell BorderManager: A Beginner's Guide to Configuring Filter Exceptions Page 5

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Table of Contents November 27, 2002

FILTSRV MIGRATE Process Gives —603 EITOIS .......cciveiiiriieiiriienieesiee e 292
FILTSRV MIGRATE Process Gives —608 EITOIS .......ccoveiiiriiiririiiniieniee et 292
FILTSRV MIGRATE Process Gives —059 EITOTS ........ccuuiiiiiiriiiiiiiiieee it ee et e s sreeee e 292
FILTSRV MIGRATE Completes With No Errors, FILTCFG Sees Nothing..........cccccoeeviiiiieeee... 292
Some Duplicate Filter Exceptions Exist in FILTCFG ..........cccvviiiiiiiiiiiieee e 292
I Have a Filter Exception with No Definition in FILTCFG ..........ccccoiiiiiiiiiiieeee e 293
Filter Changes Not Showing Up At the BorderManager 3.7 SeTVer ..........coovvvcumiiereeeeeniiiiiieeeeen. 293
FILTSRYV Returns a —6001 Error When Editing Filters in FILTCFG ..........coooiiiiiiiiiiiiiiiieee. 293
FILTCFG Sees Filter Exceptions With Blank Packet Type ..........occurimieeiiiiiiiiiieceeeeiee 293
Deleted Filter Exceptions Keep Reappearing in FILTCFG..........ooociiiiiiiiiiiiieece e 294
Server Console Shows “NWDSPutAttrVal returned with error —57 ........cocoveioiiiiiienieeenieenneenn 294
Every Time My Server Starts, I See @ FILTSRV EITOT .....cciiiiiiiiiiiiiiee e 294
More Objects Appear in NBMRuleContainer Than I Have Filters or Exceptions .................ceee.... 295
ACK Bit Filtering NOt WOTKING ........ceeiiiiiiiiiiiiiieiee et eee et e e e e e e e e s eeeee e e e e e e e e e snneeneeas 295
My 3.7 Server Is Driving Me Nuts with Custom Filter Exceptions! How Can I Make It Like
BOTAErMEANAZET 3.6 ....eeiiiiiiiiieiii e e e ettt e e e e e ettt ee e e e e e e be b et e e e e e e e e a e e e e e e e e e e e e e nbereeeaeaeaeann 296
Allow All Outbound IP from Public IP Address.........ccccuureiiiiiiiiiiiiiieee e 296
Allow High Port Return Traffic to Public IP Address ..........coevieiiiiiiiiiiieiee e 296
Some BorderManager 3.7 Proxies Work, SOme DOn’t ..........cccuvvriiieeiiiiiciiiieeieee e 297
No Option in iManager for NBM Access Management for BorderManager 3.7...........cccccvvveeeeeennn. 297
Adding NBM Access Management Option to a Non-BorderManager Server .............coeeeeeeeeeeeee.... 297
The BorderManager 3.7 HTTP Proxy Doesn’t Work for Some Web Sites ..........ccceeeiiiiiiiiiiiiicinnnne 299
Server ABENDS if T Unload IPFLT Manually .........cc.coeeiiiiiiiiiiiiee e ecieee e sieeee e 300
Clustering Doesn’t Work With Filtering Enabled ...........coooiieiiiiiiiiiiiiiiee e 300
Easy Fix — SET Statement to Change Filtering Behavior ...........ccoicuieiiiiiiiiiiiiiiee e 300
Complex Fix — Change Clustering AdAIess ... ....eeeiiuuieiieieeee it cee e eveeeee e e e 301
APC PowerChute Software Doesn’t Work With Filtering ...........ccccuveieiiiiiiiiiiiiiiiie e 301
NAT QUIt WOTKING ..ottt e e e e e e s e e e e e e e s e e e e e e e e e seennneees 301
BAD TCPIP.CFG FILE EXAMPLE ... ..t 302
Fixing the ProODIEIM........uuiiiiiiiiii e e e 304
NAT Works, but Intermittently, and Communications are Inconsistent or Strange........................... 305
Some, or All of My Traffic Is Blocked, Even Proxies .........coeveeieeiiiiiiiiiiiieiiiiiiiiieiiieeeieeeeeeeeeeeeeeees 305
BOrderMAaNAZET 3.7 ...uveieeeiiiiee e iieeee e ettt e e ettt e e e ettt e e e et e e e s ba e e e e be e e e e e aheeeeeeanteeeeeanteeeeeanraeeeean 305
ANy BorderManager VETSION .........eeeeiiueeeeeiiuieeeesitieeeesateeeesasteeeesateeeessaseeeessssseeessasseeesssseeeesans 305
The Application Keeps Changing Port NUMDETS. ........cuueiieiiiiiieiiiiieeeiiiieeesiieeeesieeeeeseneeeeesenaeeeens 306
Stateful Filters or TCP/IP Communications Work, But Quit Working or Are Inconsistent ............... 306
My Port Numbers Are Really Weird! ..........oooiiiiiiiiii e 307
FTP-PORT-PASV-ST Stateful Filter Doesn't Work in BorderManager 3.5............oocciiiiieeennininne 308
POP3-ST Stateful Filter Doesn't Work in BorderManager 3.5 ........ccoooiiiiiiiiiiiiii e 308
All IP Traffic Quits Working After SOme Time ..........cccvviiiiieeiiiiie e 308
My Application Works For Me, But Not For My Friend Outside The Firewall.............cccccceeiinnie 309
I Can't Filter Traffic That Brings Up My Dial-Up Connection! .............occcuririiiieiiiiiniiiiieeeee e 309
Can’t PING the Private IP Address of the BorderManager Server over Client-Site VPN.................. 310
No VPTUNNEL Interface in INETCFG for Site-to-Site VPN Slave Server.........cccooveeveveernveennnenn 311
Chapter 11 - Odds & ENdS.....cccoiiiiiiiinermrerriiisssssssnsssssss s nssssss s sssssss e s ssssssssssssses 312
Other Useful POrt NUIMIDELS .....couveiiiiieiriieiitie sttt sbe e e enre e e e 312
5 D N PP PP P UPTPPTRPPIN 312
N3 ] PP UUPTOPRRRN 312
N1 = OSSR URSRPR 312
SOCK S e ettt e e e et e e et e et et e e h e e e ettt ee e e e e e eennnnan 312
NetWare NCP OVET IP .....oooiiiiiiiiiiieiieee ettt et ae e teeeensnensnsnenennnnns 312
D) SR 312
SINIMIP ... ettt et e et e ettt e ettt e eae e e emee e e eaee e et e e e Rt e e ante e e an et e eneeeReeeenneeeenseeenneeeneeeateeeaneeeanaeans 313
SCMD ..t h et h e e e b et na et eh e e e b e e e b e e e s r e anr e e nareaa 313
Novell BorderManager: A Beginner's Guide to Configuring Filter Exceptions Page 6

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Table of Contents November 27, 2002

) 50 O SO PO SUPP O PU PP UPPPOPRPPPON 313

15 ST O TSP PP PSPPI 313
020 231 1 0 USSR 313
Renaming Your Interfaces to Public and Private............ccccoiiiiiiiiiiiiie e 314
Fixing the BorderManager 3.5 POP3-ST Definition.......cc.ccoiiiiiririieieeiiiiiiieeceee e 315
NOVEIl'S FILTOTAEXE File ...eeiiiiiiiiiiiiiii ettt ettt 316
Packet FIlter LOZ@ING ... cciiiiiitiriiiieee ettt e e e e s e e e e e e e e s e e e e e e e e e aaaes 317
NetWare for Small BuSiness (SBS) ...ceeieiiiiiiiiiiieiee et e e 317
Chapter 12 - Other References ........ccccceririiiiiiiiissmnrrrsiinsssssss s sssss s ssmss e s sssssssssnmnnes 318
1 G 319
Novell BorderManager: A Beginner's Guide to Configuring Filter Exceptions Page 7

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Table of Figures November 27, 2002

Table of Figures

Figure 1-1 - Network AddreSSing SCORATIO ...............ccccceioiiiiiiiiieeeeet e 23
Figure 2-1 - INETCFG, Protocols, TCP/IP ...........c.cccoociiiiieiieiee ettt 32
Figure 2-2 — INETCFG, Protocols, TCP/IP, LAN Static Route, <iNSert>............ccccocuveourvesenraeneaeaeen. 33
Figure 2-3 - INETCFG - Enter Next Hop for Default ROULE.................ccccooouioieiiiiiiiii e 34
Figure 2-4 - INETCFG - Reinitialize SYStem OPLiON ............c..cccooeiieiieiiaiiieseeeeeeee e 35
Figure 2-5 - INETCFG, Bindings, <public IP address>, Expert TCP/IP Bind Options, Network Address
THANSIALION ...ttt ettt ettt ettt h ettt et sttt ee ettt et e et 42
Figure 2-6 - INETCFG - Option to Disable NAT Implicit Filtering ..............cccccovevvvevieceeceiaienieneeenennns 43
Figure 2-7 - INETCFG - Network Address TransIQtion................c..c.ccoccoeoioenininiiiiiiiiiiiteieeeeenee e 47
Figure 2-8 - INETCFG - Select Static and Dynamic NAT.............ccccoccvciioieoioiiiiniiiiiiteesteeeeeeee e 48
Figure 2-9 - INETCFG - Entering Static NAT MaPPINGSs.............c..cccoceviieiiieiiiiiiiiniinieieieceee e, 49
Figure 2-10 - FILTCFG - Deny Packets it Filter LiSt .............cccccouoiiioiaiiiiiieiaieeieeeee e 55
Figure 2-11 - FILTCFG - Default Filter Blocking all IP Traffic to the Public Interface............................. 56
Figure 2-12 - FILTCFG - Default Filter Blocking all IP Traffic from the Public Interface ........................ 57
Figure 2-13 - FILTCFG - Default Filter Exception Allowing all Outbound IP Traffic from the Public IP
AGUFESS ...ttt ettt ettt ettt ettt 60
Figure 2-14 - FILTCFG - Default Filter Exception Allowing Dynamic TCP to the Public IP Address....... 61
Figure 2-15 - FILTCFG - Default Filter Exception Allowing Dynamic UDP to the Public IP Address...... 62
Figure 2-16 - FILTCFG - Default Filter Exception Allowing VPN Master/Slave Traffic to the Public IP
AGAFESS ...ttt ettt a e he e a ettt a et b e b et enteenteeaeeaeenes 63
Figure 2-17 - FILTCFG - Default Filter Exception Allowing VPN Client Authentication to the Public IP
AGAFESS ...t ettt a e ae e a ettt ettt b et enaeeneeeaeenaeenns 64
Figure 2-18 - FILTCFG - Default Filter Exception Allowing VPN Client Keep-Alive Traffic to the Public
0 e 7 L USRS 65
Figure 2-19 - FILTCFG - Default Filter Exception Allowing SKIP Protocol to the Public IP Address...... 66
Figure 2-20 - FILTCFG - Default Filter Exception Allowing Reverse Proxy HTTP Traffic to the Public IP
AGUFESS ... ettt ettt ettt 67
Figure 2-21 - FILTCFG - Default Filter Exception Allowing HTTPS (SSL) Traffic to the Public IP Address
...................................................................................................................................................................... 68
Figure 3-1 - FILTCFG - Configure INterface OPLIONS ............cc.cccocoveeeiviiceiieeeieeieeieese e eisesvsese e 76
Figure 4-1 - Netscape Configured Without Proxy SEHINGS ..............ccccevvevieceeeieeiesieeireeieeseeseeseeseese s 84
Figure 4-2 - Netscape Configured t0 US€ HTTP PFOXY .......cccooouiiriiiiiiiieieieeeeeese sttt 86
Figure 4-3 - SET FILTER DEBUGZON ........cccciioiiiiiiieiseeet ettt 89
Figure 4-4 - FILTER DEBUG Capture EXQMPIeE ...............cccccoeiiriiniiiiiiiiiieieeeee sttt e 90
Figure 4-5 - FILTCFG = Mt MERU............cccoooiieie ettt 92
Figure 4-6 - FILTCFG - Select Packet Forwarding Filters .............cccccouiiiieiiaiiiiieseeee e 93
Figure 4-7 - FILTCFG - Select List of Packets Always Permitted ...............cccccocouioiioineenianiieiesieeen, 93
Figure 4-8 - FILTCFG - Filter EXCEPION MeENU ...........cccccooviioiiiiiieeiiet ettt 94
Figure 4-9 - FILTCFG - Select Source INTErface ...............ccoocoioiiiioiiiiieieiieee et 95
Figure 4-10 - FILTCFG - Select Destination INLErface...................c.cccuoeviveiiieeeienieiieieeieeeeeieeeie e 96
Figure 4-11 - FILTCFG - Define Exception Packet TYPe...........c..cccoevveviiviiceeeiieieieeeieeie e 97
Figure 4-12 - FILTCFG - Create a New PaAcket TYDC............cccocoueicuieieiiiiiieieeieeiesie e 98
Figure 4-13 - FILTCFG - Enter Packet TYpe NAME ..............ccociroiaiioiiiiiiiiiiiietst et 99
Figure 4-14 - FILTCFG - Enter Packet Type Protocol...............ccccccoceveiiriiniiiiiiiiaiiiiiieieesenese e 100
Figure 4-15 - FILTCFEG - Select ProtOCoOL................cccccouioiiiiiiiiiiiiiiiet et 101
Figure 4-16 - FILTCFG - ERer SOUFCE POTT ..........cccoooiie ettt 102
Figure 4-17 - FILTCFG - Enter DeStination POFt.............c.cccooiiiiieiieiiiieaieee et 103
Figure 4-18 - FILTCFG - Specify Stateful FIlteriNng ............ccccoiiiiieiieiiie ettt 104
Figure 4-19 - FILTCFG - Comment the New DefiRition..............c.covuiueieiiieii et 105
Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 8

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Table of Figures November 27, 2002

Figure 4-20 - FILTCFG - Updated Packet Type LiSt..............cc.coovieeiieciieiiiieeiieieeeeeieeieeeie e 106
Figure 4-21 - FILTCFG - Add Comment for New EXCEPLION...............c..ccccoveeueecreeiieeieneeieeeesee e eseenneens 107
Figure 4-22 - FILTCFG - Save New Filter OPION ............ccccooiiiiiiiiiiiiieiiieese sttt 108
Figure 4-23 - FILTCFG - New Filter Active in List of Packet Filter EXCEPHIONS..............ccccceeevenencnenne. 109
Figure 4-24 - NetWare Web Manager Main Menu ..................ccoccociioiioiioiiiiniiiiisesest e 111
Figure 4-25 - iManager LOZIN SCTEEN................c..ccoocuiiieiieieeee ettt 112
Figure 4-26 - iManager Main Menu, with NBM Access Management Option...............ccc.ccocceevceeeeeneenncn. 113
Figure 4-27 - iManager Browse Screen for BorderManager Server Object..............cccoooeueveiciavceacienianncn. 114
Figure 4-28 - BorderManager Server Selection in FilterConfiguration Menu.................cccccoeoevcencvncencne. 115
Figure 4-29 - BorderManager Filter Configuration Main Menu...................cccccoooenoeicenciiciiieiiaieeeenn 116
Figure 4-30 - List of Configured Service Types (Filter Definitions) ............ccccuveioeioiiviaoiaieaeieneseeeaeen 118
Figure 4-31 - Service Type Definition Menu...................cc.cccoevueiieiieeiieiieieeiieeieeie e 119
Figure 4-32 - Add Service Type Request Succeeded Menu ....................ccccoevveeieiieiiiiiiieiieeeeieeeeeeeens 121
Figure 4-33 - New Service Type Added t0 List................ccccccoeviiiiiiiiiiiiiiiiiieisieeee sttt 121
Figure 4-34 - Select Packet FOrwarding FIlter ..............ccccccooiviiiiiiiiiiiiiiieiiniesest sttt 122
Figure 4-35 - Select EXCEPIION LSt ..........cccoueouiriiiiiiiiiiiteeeee ettt 123
Figure 4-36 - List of EXisting Filter EXCEPIIONS ...........cc..cccociiiiiieiiee ettt 124
Figure 4-37 — Configure Filter Exception - Add NDS NAMe ..............cccccooiiiiiiiiiiiieiieiieie et 125
Figure 4-38 — Configure Filter Exception — Choose Custom Service Type Defined Earlier from List of

AVAIIADIE SEFVICE TYPES.......eieieeieeeeee ettt ettt ettt 126
Figure 4-39 - Configure Filter Exception - Add Descriptive COMMENL ................ccoceuceiciacereaneneaenenes 127
Figure 4-40 - Configure Filter Exception - Choose Source Type (Interface and/or Address) ................... 128
Figure 4-41 - Configure Filter Exception - Select Source INterface .................ccccccvvvevvevveiiiceeeeneennnnn, 129
Figure 4-42 - Configure Filter Exception - Choose Destination Type (Interface and/or Address)............ 130
Figure 4-43 - Configure Filter Exception - Select Public Interface as Destination.................................... 131
Figure 4-44 - Configure Filter Exception - Add Filter Request Succeeded Meni ........................ccccoon.... 132
Figure 4-45 - Configure Filter Exception - New Exception Appears in List..............cccccoeveveieviraceniiennnnn. 133
Figure 4-46 - ConsoleOne View of Filter Objects in NBMRuleContainer Object ................cccccoveueevannn.. 134
Figure 4-47 - ConsoleOne View of BorderManager 3.7 Filter Object Attributes..............ccccccoceveevavnnnnn. 135
Figure 5-1 - Filter Exception for Outbound AOL / AOL Instant Messenger /ICQ............ccccoocvevenciannn. 137
Figure 5-2 - Filter Exception for Cisco VPN Client Connection, Part 1 0f 2 ........ccccccovevoiiviiveicieniann. 138
Figure 5-3 - Filter Exception for Cisco VPN Client Connection, Part 2 0f 2 .......cccceceeoeiceiceaciaceaeenenn 139
Figure 5-4 - Filter Exception for Outbound Citrix ICA Client..............cccccooevoeiciioiiiiiiieieeeeeee e 140
Figure 5-5 - Filter Exception for Outbound Citrix Browser CIIent............c...cccccoovveviiveieeneieieeeeienneenn, 141
Figure 5-6 - Filter Exception for Initial BorderManager Client-to-Site VPN Authentication over NAT... 142
Figure 5-7 - Filter Exception for Outbound BorderManager Client-Site VPN over NAT.......................... 143
Figure 5-8 - Filter Exception for BorderManager Client-to-Site VPN KeepAlive Packets over Dynamic

IVAT oottt ettt ekt et sk h e Rt h e sttt ettt bt ens 144
Figure 5-9 - Filter Exception for Internal CLNTRUST Traffic to Public IP Address ................c..ccccon..... 145
Figure 5-10- Filter Exception for Outbound DNS Queries over UDP with Source Ports Specified.......... 147
Figure 5-11 - Filter Exception for Outbound DNS Queries over TCP............cccccoooivoeioenoiaiieiaeeieeen. 148
Figure 5-12 — Filter Exception for DNS over TCP from BorderManager 3.7 Proxies .............cccccecueuei.. 149
Figure 5-13 - Filter Exception for DNS over UDP from BorderManager 3.7 Proxies............c.cccceeeeun... 150
Figure 5-14 - Filter Exception for OutbOUund FTP ..............ccccccoioiioiioiiiaieeeeee et 152
Figure 5-15 - Filter Exception for Outbound FTP from BorderManager 3.7 FTP Proxy ...........cccc....... 153
Figure 5-16 - Filter Exception for Outbound GroupWise Remote CLIent ..............c..ccoeevveeeveeieceeeeennnnn, 154
Figure 5-17 - ICQ 20000 Settings for AOL Port NUMBEF ..................cc.cccovvvemeeeieiiieieieeeieeniesee e 155
Figure 5-18 - Filter Exception for Outbound ICQ 20000 ..................ccccoovveviecreaciieieniecieeie e 156
Figure 5-19 - Filter Exception for Outbound HTTP .............cccccociiiiiiiiiioiiiiiiiiiieeee ettt 157
Figure 5-20 - Filter Exception for Outbound HTTP from BorderManager 3.7 HTTP Proxy.........c.......... 158
Figure 5-21 - Filter Exception for Outbound IMAP.................cccccoociviiiiiioiaiiiiiiiiinieit st 159
Figure 5-22 - Filter Exception for Outbound MSN MeSSEeRZEF ...............cccceiceeriiieiieiieseee e 160
Figure 5-23 - Windows Media Player MMS Protocol Settings ............ccccuvoeiveioiioeeiieee e 161
Figure 5-24 - Filter Exception for Outbound Windows Media Player MMS Protocol .............................. 162
Figure 5-25- Filter Exception for Outbound NINTP ..............cccccooooioiioiiiiioiiiiieeeeeee e 163
Novell BorderManager: A Beginner’s Guide to Configuring Filter Exceptions Page 9

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Table of Figures November 27, 2002

Figure 5-26 - Filter Exception for NNTP from BorderManager 3.7 News Proxy.........c.ccccccoeceevvevvennenne. 164
Figure 5-27 - Filter Exception for Outbound NTP, Source POrt=123 .......c.ccccccoovivvimvuenieaniiieieeneeneenns 165
Figure 5-28 - Filter Exception for Outbound NTP, Source Ports=1024-65535 ........cccccevvieviiaviavaniannnnn. 166
Figure 5-29 - Filter Exception for Outbound pcANYWHERE Location Protocol (Old) ............................ 168
Figure 5-30 - Filter Exception for Outbound pcANYWHERE Location Protocol.....................c.cccccoou... 169
Figure 5-31 - Filter Exception for Outbound pcANYWHERE Data...............ccccoooeivceioeioiaiiaiaeeieen, 170
Figure 5-32 - Filter Exception for Outbound ICMP (PING & TRACERT).......ccccocvivoiioiiieiieeeeee, 171
Figure 5-33 - Filter Exception for OQutbound POP3 ................cccceiiieiiiiiiieieeeee et 172
Figure 5-34 - Filter Exception for POP3 from BorderManager 3.7 Mail Proxy...........cc.ccccoeevevenenene. 173
Figure 5-35 - Filter Exception for Outbound RDATE Time Protocol................cccccccooueoieoeneieneaeaeaee 174
Figure 5-36 - RealPlayer G2 Settings to Bypass PNA & RTSP PrOXY........ccccccuoivoiiviiiiiieiienieeeeaeens 176
Figure 5-37 - Filter Exception for Outbound RealAudio (PNA) ............cc.cccoooveeievieieeiieieiieiie e, 178
Figure 5-38 - Filter Exception for RealAudio from BorderManager 3.7 RealAudio/RTSP Proxy............. 179
Figure 5-39 - Filter Exception for Outbound RTSP ..............cccccoviiiiiiiiiiioiiiiiiieieeese et 180
Figure 5-40 - Filter Exception for RTSP from BorderManager RealAudio/RTSP Proxy ..........c.ccccou.... 181
Figure 5-41 - Filter Exception for Outbound SMTP ............ccccocooviiiiiiiiiiioiiiiiiienieeee sttt 182
Figure 5-42 - Filter Exception for SMTP from BorderManager 3.7 Mail Proxy............ccccccevcveveeneenncn. 183
Figure 5-43 - Filter Exception for Outbound SSL / HTTPS ............ccccoooiiiiiiiiaiiie et 184
Figure 5-44 - Filter Exception for SSL (HTTPS) from BorderManager 3.7 HTTP Proxy................c........ 185
Figure 5-45 - Filter Exception for Outbound TELNET .............cccooioiiioiaiieeeeeeee e 186
Figure 5-46 - Filter Exception for TELNET from BorderManager 3.7 Transparent Telnet Proxy............ 187
Figure 5-47 - Filter Exception for Outbound Microsoft Terminal Server...............ccccocucvevecnvenencennnns. 188
Figure 5-48 - Filter Exception for Outbound VNC Viewer for 10 Console SeSSions................c..ccccueeu... 189

Figure 5-49 - Filter Exception for Outbound VNC through a Web Browser for 10 Console Sessions ...... 190
Figure 6-1 - Filter Exception for Initial DHCP Client Request to Broadcast Address on Public Interfacel92

Figure 6-2 - Filter Exception for DHCP Client Responses from Public IP Address....................cc..cco..... 193
Figure 6-3 - Filter Exception for Inbound DHCP Renewal ReGUESLS ................cccccevvueeveeniaiiaieeienieeenns 194
Figure 6-4 - Filter Exception for Public Interface to get DHCP Address...............ccccovevcieioiaiiiacnaiannnnn, 196
Figure 6-5 - Filter Exception for Inbound NRM to Generic TCP Proxy on Secondary IP Address........... 197
Figure 6-6 - Filter Exception for Portal Responses from Generic TCP Proxy on Secondary Public IP
AGUFESS ...ttt ettt ettt e e Rttt ettt n e ettt ettt e e aaean 198
Figure 6-7 - Filter Exception for HTTP to Reverse HTTP Proxy on Secondary Public IP Address.......... 199
Figure 6-8 - Filter Exception for Reverse HITP Proxy Responses from Reverse HTTP Proxy on Secondary
PUBLIC TP AQAVESS ...ttt ettt 200
Figure 6-9 - Filter Exception for Inbound HTTPS/SSL to Reverse HTTP Proxy on Secondary Public IP
AGAPESS ..ottt ettt bttt 201
Figure 6-10 - Filter Exception for Outbound HTTPS / SSL Responses from Reverse HTTP Proxy on
Secondary PUDIIC IP AQAIESS ............cc.cceoiriiiiiiiieieeeese ettt 202
Figure 6-11 - Filter Exception for Inbound FTP Control and Data Ports to Reverse FTP Proxy............. 203
Figure 6-12 - Filter Exception for Outbound FTP Control Port Responses from Reverse FTP Proxy...... 204
Figure 6-13 - Filter Exception for Outbound FTP Data Port Responses from FTP Reverse Proxy.......... 205
Figure 6-14 - Filter Exception for SMTP to Mail Proxy or GWIA..........ccccccouvmioiaiiiieiieiiee e 206
Figure 6-15 - Filter Exception for SMTP Responses from Mail Proxy or GWIA............ccccecviovicincenonannn. 207
Figure 6-16 - Filter Exception for POP3 to Mail Proxy or GWIA...........ccccooeieieioeiciiiiciiieeieeeen 208
Figure 6-17 - Filter Exception for POP3 Responses from Mail Proxy or GWIA............ccccocevovicencenenanne. 209
Figure 6-18 - Filter Exception for NNTP 10 NEWS PFOXY........c..ccccccvociiiueiieiieieeieeiesieesieese e 210
Figure 6-19 - Filter Exception for NNTP Responses from News PrOXY ............ccccccoceevvevveneiieeiieeneenneenns 211
Figure 6-20 - Filter Exception for Inbound RCONJ to Generic TCP Proxy on Secondary Public IP Address
.................................................................................................................................................................... 212
Figure 6-21 - Filter Exception for Outbound Responses from RCONJ on Generic TCP Proxy................ 213
Figure 6-22 - Filter Exception for Client-to-Site VPN Authentication ReSponses .............cc.ccccceeveceennenn. 215

Figure 6-23 - Filter Exception for Inbound Client-to-Site VPN over NAT to BorderManager Server ...... 217
Figure 6-24 - Filter Exception for Outbound Client-to-Site VPN over NAT Responses from BorderManager

SOIVOT ..ottt ettt ettt ta ettt e ta ettt ta et haeeahte bt e eabteebaeeabteentaeeataeentaeeateeensaeentes 218
Figure 6-25 - Filter Exception for Outbound SKIP Protocol.................c.ccccooeienoiioiiiiiciaiiiieeeeee e 219
Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 10

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Table of Figures November 27, 2002

Figure 6-26 - Filter Exception for Inbound Site-to-Site VPN COMMURNICALIONS.............c..ccoevveeeeeceeareannnn. 220
Figure 6-27 - Filter Exception for Site-t0-Site VPN RESPONSES .........c..cccoevveeveerieciieieiienieaieiaeeseeseeneens 221
Figure 6-28 - Filter Exception for Slave/Slave VPN Server Site-to-Site Communications Inbound.......... 222
Figure 6-29 - Filter Exception for Slave/Slave VPN Server Site-to-Site Communications Outbound ....... 223
Figure 7-1 - Filter Exception for Inbound Citrix ICA CIIEnt .............ccceveeviniiiiniiniiiiiieiieeneese e 225
Figure 7-2 - Filter Exception for Outbound Citrix ICA Client ReSPONSES ............cccccvceieeicieiianiaeaieniens 226
Figure 7-3 - Filter Exception for Inbound Citrix Browser-based Client.................c..ccoocvivmioianiiainaiannnn. 227
Figure 7-4 - Filter Exception for Outbound Citrix Browser-based Client Responses.................cccc.cc...... 228
Figure 7-5 - Filter Exception for Inbound FTP Control and Data POVEs..............ccccccooiiciioiacenieeeee 229
Figure 7-6 - Filter Exception for Outbound FTP Control Port ReSPONSES ...........ccccocceioiaciioeaiaiaeneaenne 230
Figure 7-7 - Filter Exception for Outbound FTP Data Port ReSPONSES.............ccceceiceiciaceriaieieneneienes 231
Figure 7-8 - Filter Exception for Inbound GroupWise Remote Client...............c.ccccccoovvvvvenvieieceennennnnn, 232
Figure 7-9 - Filter Exception for Outbound GroupWise Remote Client ReSpOnSes.................cc.cceevennn.. 233
Figure 7-10 - Filter Exception for Inbound Collexion Spell Check Requests ...............ccooovevveveacieniiennnnn. 234
Figure 7-11 - Filter Exception for Outbound Collexion Spell Check ReSponses ...............cccccoccvvvvevuennnnn. 235
Figure 7-12 - Filter Exception for INDOURA IMAP ..............ccccoeviiiniiiiiiiiiiiieeieeeee et 236
Figure 7-13 - Filter Exception for Outbound IMAP ReSPONSES ..............ccccceioeeneaneieiiesieseee e 237
Figure 7-14 - Filter Exception for Inbound Lotus Notes CLIENt ...............cccceioeioeioiiiiiaiieeieeeeee 238
Figure 7-15 - Filter Exception for Outbound Lotus Notes Client ReSPONSES .............ccccceuveeiciaeeaceaiannnnn. 239
Figure 7-16 - Filter Exception for Inbound Microsoft Terminal Server ...............ccccouovveoevenenenenene. 240
Figure 7-17 - Filter Exception for Outbound Terminal Server RESPONSES............c.cocuiciacuroeeveneneaeaennes 241
Figure 7-18 - Filter Exception for Inbound pcANYWHERE Location Protocol .................ccccceceecencenncne. 243
Figure 7-19 - Filter Exception for Outbound pcANYWHERE Location Responses..................c..ccoeeeueen.. 244
Figure 7-20 - Filter Exception for Inbound pcANYWHERE Data ................cccoovecemeieeneeniaiieieeeieeneenenns 245
Figure 7-21 - Filter Exception for Outbound pcANYWHERE Data ReSpOnSes ............c..cccocveveeevvenvennens. 246
Figure 7-22 - Filter Exception for Inbound Older pcANYWHERE Location Protocol.............................. 247
Figure 7-23 - Filter Exception for Outbound Older pcANYWHERE Location Protocol Responses.......... 248
Figure 7-24 - Filter Exception for Inbound POP3 Requests to Internal Mail Server ................c..ccccen.... 249
Figure 7-25 - Filter Exception for Outbound POP3 Responses from Internal Mail Server....................... 250
Figure 7-26 - Filter Exception for Inbound SMTRP................c.ccoooueiiieiiiiiiieeeeee et 251
Figure 7-27 - Filter Exception for Outbound SMTP ReSPONSES..............ccccceiceariiieieiieseese e eeienieens 252
Figure 7-28 - Filter Exception for Outbound SMTP .............cccccoioiioiioiiiiiieieieeeeeee ettt 253
Figure 7-29 - Filter Exception for Inbound SMTP RESPONSES ...........cccccoouaeieaieeseie et 254
Figure 7-30 - Filter Exception for Inbound VNC Console Connections 1-10...........c...c.cccoccvvvuervueneennenns. 255
Figure 7-31 - Filter Exception for Outbound VINC RESPONSES...........c..cccoeveeueecreeiieiienieeieeieseeseesseenseenns 256
Figure 7-32 - Filter Exceptions for Inbound HTTP t0 Web Server............c..ccocvevieieneeiieeiieeeeeeeneenns 257
Figure 7-33 - Filter Exception for Outbound HTTP ReSPONSES...........c..cccceivueieaieiieaieeiasieeieeieeiienieens 258
Figure 7-34 - Filter Exception for Inbound HTTPS / SSL..........cccccccooiiiiiiiiiiiiiininiiieiceesteeeeee e 259
Figure 7-35 - Filter Exception for Outbound HTTPS RESPONSES ............ccoccceieeieaieiieeieeieiieieeieeieneens 260
Figure 8-1 - Generic TCP Filter Exception to Allow All Return Traffic..........ccccooeivoeiviioieiciaiiiiiaienn, 263
Figure 8-2 - Generic UDP Filter Exception to Allow All Return Traffic .........ccccooeivoiioiioieiciaiiaiaienn, 264
Figure 9-1 - Custom Dyn/ACK/TCP Filter EXCEPIION. .............ccccccoicueiieiiii it 267
Figure 9-2 - DMZ with Three Network Cards, IP Addressing Diagram..............c..cc.ccoveveeencianieacenienncnns 271
Figure 9-3 - Filters Applied for PUBLIC and DMZ INterfaces ...............ccoooevoeiciioiaoiioiaiaiaieeeeee e 272
Figure 9-4 - Filter Exception to Allow Inbound HTTP to DMZ Web Server from the Internet.................. 273
Figure 9-5 - Filter Exception to Allow Outbound HTTP Responses from DMZ Web Server to the Internet

.................................................................................................................................................................... 274
Figure 9-6 - Filter Exception to Allow HTTP to DMZ Web Server from Internal LAN ............................. 275
Figure 9-7 - Filter Exception to Allow FTP to DMZ Web Server from Internal LAN...............c...c............ 276
Figure 9-8 - Dummy Static Route to Redirect MSN MeSSENGET .............cccccuvouiieninininiiiiiaieeeeenenes 284
Novell BorderManager: A Beginner’s Guide to Configuring Filter Exceptions Page 11

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Acknowledgements November 27, 2002

Acknowledgements

The author would like to acknowledge the following people who have
contributed significantly to the creation of this book.

Caterina Luppi, who tirelessly proofread many revisions of this
book and contributed many suggestions.

Marcus Williamson, and the other Novell Support Connection
Sysops who have contributed suggestions and caught errors in
various revisions.

Shane Rogers, Steven Meier, Mark Smith, Lance Haig, Steven
Coutts, Colin Mair, David Coyte, Barbara Myers, Sérgio M. F.
Valeriano, Dolf Krikke, Rob Blomjous and Mike Sixsmith who
helped proofread various drafts of the book and gave feedback and
suggestions.

Frank Berzau and Gonzalo Morera, and Ross Irvine, Novell
Engineers, who contributed valuable technical advice and corrections
to this book.

Danita Zanré, Novell Support Connection Sysop and nationally
renowned GroupWise consultant, who helped get this book on the
market.

John Ryan, whose encouragement convinced me to write a book on
the subject of BorderManager.

Novell BorderManager: A Beginner's Guide to Configuring Filter Exceptions Page 12
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



About the Author November 27, 2002

About the Author

Craig Johnson has been working with computers since he wrote his
first program in college at Purdue University in 1971. Currently Craig
owns his own consulting business based in Phoenix, Arizona and
working on projects around the continent (and beyond).  Many of
Craig’s clients became familiar with him through his forum work or
books.

Craig has been a Novell Support Connection Sysop for over four
years, and he specializes in (naturally) the BorderManager forums at
forums.novell.com (NNTP). Craig has been working with
BorderManager since before the official release of BorderManager
version 2.1. Through his consulting business and the Novell Support
Connection forums, Craig has provided advice on numerous
BorderManager installations.

Craig has also presented sessions on BorderManager packet filtering,
troubleshooting and VPN seminars, with Caterina Luppi, at Novell’s
BrainShare seminar in Salt Lake City.

As of this writing (August, 2002), Craig is the only non-Novell
employee on Novell’s BorderManager Core Development Team.

When not spending 12 hours per day at a computer, Craig likes to
work out in Tackwondo, where he holds the rank of Black Belt, third
degree and is a certified instructor.

Most days, Craig can be reached via the Novell Support Connection
Public Forums, in the BorderManager sections. His web site is
http://nscsysop.hypermart.net. Craig is available for hire, and does
the majority of his BorderManager consulting work over the Internet,
with clients all over the world.

Novell BorderManager: A Beginner's Guide to Configuring Filter Exceptions Page 13
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Licensing November 27, 2002

Licensing

This book is distributed in Adobe Acrobat PDF format. Why?
Because publishing it in printed and bound format would take so long
that it would be obsolete before it hit the market, or it would never be
published at all due to the small size of the target market! This does
not mean that just because you can make copies of the book that you
are allowed to. This book is sold with the understanding that each
purchaser may make ONE printed copy of the book, and keeps TWO
electronic copies (in PDF format). You may not electronically or
otherwise reproduce (copy) or make multiple copies of this book.
You also may not put a copy of this book on a network server where
multiple people can reference it without purchasing it, unless you buy
one copy of this book for each BorderManager server you have
running.

This book is being sold online at http://www.caledonia.net/.

Volume purchase agreements are available. Contact the author at
craigsj@ix.netcom.com for details.
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Official Disclaimer

The author and publisher have made their best efforts to prepare this
book. The author and the publisher make no representation or
warranties of any kind with regard to the completeness or accuracy of
the contents herein and accept no liability of any kind including but
not limited to performance, merchantability, fitness for any particular
purpose, or any losses or damages or any kind caused or alleged to be
caused directly or indirectly from this book.
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What This Book is About

The purpose of this book is to help readers configure packet filter
exceptions in Novell BorderManager 2.1 and 3.x. I wrote this book
after spending over three years answering questions on Novell's
BorderManager products in the Novell Support Connection forums
and setting up numerous BorderManager servers myself. After
answering many of the same types of questions day after day, I could
see a clear need for a book that explains how packet filters work and
how to set up filter exceptions.

I also gained some insight into the level of experience of the typical
BorderManager administrator who frequents the Novell Support
Connection public forums. Most have some knowledge of TCP/IP,
routing, proxies, and filters, but do not have the breadth and depth of
knowledge to feel comfortable in dealing with packet filtering. Even
those public forums users who were comfortable with packet filtering
frequently need a little help in understanding how all the parts fit
together, or simply want a quick explanation for a particular filter
exception. This book is written to the level of understanding of that
'average' forum user. Despite the title, this book is not limited to just
the 'beginner', and it will prove a useful reference to even quite
advanced users. I often consult it when answering questions online.

One of the frequent complaints that most public forum users have
about documentation on Novell products is that there are not enough
examples. 1 have tried to address that concern in this book by
providing many examples. As is true with most people, 1 find it
easier to understand the theory behind a complex networking function
when I can see an example. Therefore, I provide explanations of how
packet filters operate and examples of working packet filter
exceptions. Readers can take the examples provided, in most cases
simply substitute their interface names or IP addresses, and have their
own custom filter exceptions working in a very short amount of time.
In particular, I discuss and provide examples of packet filter
exceptions for:

e Outbound traffic for AOL Instant Messenger (AIM), Cisco VPN Client, Client-to-Site Novell
VPN Client, Citrix, DNS, FTP, GroupWise Remote Client, ICQ, IMAP, Microsoft MSN
Messenger, Microsoft Windows Media Player, NNTP, NTP/SNTP, pcANYWHERE, PING,
POP3, RDATE, RealAudio, RTSP SMTP, SSL, TELNET, Terminal Server and VNC.

e Inbound traffic to reverse proxy acceleration of internal web servers on secondary IP
addresses, generic TCP proxy for Portal Web Manager and RCONJ, and DHCP for PC’s on
the public subnet, and for the BorderManager server acting as a DHCP client.

e Inbound traffic through static NAT configurations for Citrix WinFrame, FTP, GroupWise
Remote Client, GroupWise Web Access Spell Check, IMAP, Lotus Notes Client, Microsoft
Terminal Server, pcANYWHERE, POP3, SMTP, VNC and Web Servers.
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Most of the discussion and examples focus on the filtering
capabilities provided with BorderManager 3.x (such as stateful
filtering), but mention is also made of the limitations of
BorderManager 2.1 and how to work around them.

A good source of information on BorderManager in general is the
web-based Novell Support Connection Public Forums at
http://support.novell.com/, or support-forums.novell.com (NNTP). I
highly recommend using an NNTP reader to check out the forums.

I have written a book on configuring BorderManager 3.x that covers
BorderManager comprehensively. You can buy that book at the same
place as this one — http://www.caledonia.net/. That book only
touches on packet filtering, but covers proxies, gateways, access
rules, patches, logging and usage.

BorderManager documentation from Novell is also available at
Novell’s web site at the following URL:

http://www.novell.com/documentation
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What’s New

Please Read This!

If you have experience with how filtering works in BorderManager
versions prior to version 3.7, I advise you to at least read this section,
and any section with ‘3.7’ in the table of contents. There are radical
differences in how BorderManager 3.7 treats the default filter
exceptions on a fresh install, and unless you understand them, you
could be quite frustrated in trying to get the proxies to function.

This book is a modification of the previous edition. I have tried to
leave most of the old text intact, except for particular changes related
to BorderManager 3.7. The basic concepts of filtering, NAT, and
routing are unchanged with any firewall, and BorderManager 3.7 is
no different. However, I had to make a choice of how to show filter
exceptions in the examples — iManager or FILTCFG screenshots —,
and I chose to use FILTCFG, partly because it is so much more
efficient in showing all the settings in one screen, and partly because I
don’t think iManager offers any advantages over using FILTCFG. 1
did include a section on how to use the iManager interface, and some
troubleshooting information on getting the BorderManager 3.7
plugins working with iManager. 1 have also tried to show the
BorderManager default exceptions for the outbound proxy usage
within the outbound filter exceptions section. It seemed to me the
most logical place to show and discuss them. For example, in the
second edition, I showed how to bypass the proxy for HTTP with a
stateful filter exception. I have now added another example showing
how BorderManager 3.7 uses a stateful filter exception for the HTTP
Proxy itself to work, and discussed some particular ramifications of
that philosophy.

I think that the changes to how BorderManager 3.7 handles default
filter exceptions will confuse a lot of administrators, and I am open to
suggestions for how to clarify things for the readers.
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What'’s Different About BorderManager 3.7?

In terms of filtering, BorderManager 3.7 introduces significant
differences not only in how the filters can be managed (using a
browser), but also a major change in the default filter exceptions.
Here is a quick summary:

BorderManager 3.7 stores the IP filtering information in
NDS. The IPX and Appletalk filtering information is still
stored in the FILTERS.CFG file.

A fresh install of BorderManager 3.7 creates only very
specific exceptions during installation, for outbound traffic
only. I show these exceptions in the examples for outbound
traffic.

If you upgrade an existing BorderManager 3.x server in-
place, the old filter exceptions are not changed at all, and no
new filter exceptions are added.

The first time you run BorderManager 3.7, particularly after
an in-place upgrade, you need to perform a migration of your
old (IP) filters and filter exceptions to NDS with FILTSRV
MIGRATE.

You can use a browser to manage filters and exceptions, if
you have at least one NetWare 6.0 server in your tree by
using iManager. You can still use FILTCFG as well.

Although the initial release of BorderManager 3.7 has a
browser-based GUI interface (iManager) for managing IP
filtering information, the design is essentially a GUI-ized
version of FILTCFG. FILTCFG is both faster and more
intuitive to use. I expect a later version of the iManager
plugin to appear in a patch or an Enhancement Pack, which
should make the GUI more useable.

Because the IP filters are stored in NDS, there are significant
issues related to managing filters, especially if you have been
used to modifying or copying the FILTERS.CFG file.

If NDS is unavailable for some reason, BorderManager 3.7
could boot up without any filters at all. This behavior is
modified with the BM37FLT.EXE patch, which will block all
traffic to the public interface until NDS is initialized. You
will need to correctly define the public interface within
FILTCFG!
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What’s New in the Third Edition, Revision 2

Soon after I finished the Third Edition, to get it out of beta status, I
realized that I had forgotten to update the Advanced chapter with a
simpler procedure to correct the deficiencies of the default
Dynamic/TCP filter exception. Also, I wanted to put more tips for
troubleshooting BorderManager 3.7 filtering issues into the
troubleshooting section and update a couple of other tips in there.

The major changes are all in the Troubleshooting chapter, plus a bit in
the Advanced chapter. 1 have added new tips (almost all for
BorderManager 3.7), and modified some of the existing tips. In the
Advanced chapter, I added the example to create a Dyn/ACK/TCP
custom filter exception.

I also added a new section called The FILTSRV MIGRATE
Procedure, and called that out in the Index, because it was too hard to
find the old procedure.

What’s New in the Third Edition

The main purpose of producing a Third Edition was to add new text
to cover the differences between BorderManager 3.7 and all previous
versions in how filtering is configured and managed.

e Because BorderManager 3.7 does not have default exceptions
allowing high ports inbound, I also added several new
exceptions for inbound traffic, some of which would not have
been necessary with versions prior to 3.7.

e Because the default exceptions for BorderManager 3.7 only
allow specific traffic outbound, I have shown a number of
other exceptions that used to not be required for
BorderManager VPN to function.

e In this edition, I show examples for outbound exceptions for
the proxies themselves — something that did not have to be
done in many cases for BorderManager versions prior to 3.7.
For completeness, I show the BorderManager 3.7 default
exceptions for each proxy, in case they might need to be
recreated.

e | show the FILTSRV MIGRATE process for migrating filter
information into NDS. I also show how to export filter
information from NDS into a backup file with the
FITSRV_BACKUP_FILTERS command, available with the
BM37FLT.EXE patch.

I show how to manually extend the schema for filtering
information to be stored in NDS.
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I show how to use iManager to add a new filter exception. I
also provided some iManager troubleshooting tips.

I have added a number of troubleshooting tips that are unique
to BorderManager 3.7 filtering issues.

What’s New in the Second Edition

Since the First Edition came out in 1999, I have been looking forward
to revising it someday with additional examples and more
information on securing your servers. The biggest differences
between the Second Edition and the First Edition are:

Every screenshot has been redone, is (in general) larger, in
color, and should print more clearly on a wider range of
printers.

Many more filter exception examples, and almost every filter
exception example uses a custom definition, instead of the
built-in definitions. This was done to specify source ports
and/or ACK bit filtering for better security.

ACK Bit filtering discussed, and used in almost all non-
stateful examples.

Advanced section added discussing DMZ scenarios, complete
customization of the filter exceptions, and blocking chat
programs.

Enhancements to the formatting of the book to improve
readability, including chapter headers, different spacing and
formatting of the table of contents, listing the parameters of
filter examples in bulleted lists, and cross-references to
figures, headings and page numbers.
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Printing This Book

This book is sold in PDF format. While it should display beautifully
on your monitor, you may find that you have problems getting the
graphics to print well. The symptom is very “blocky” looking
graphics. If you have problems printing the graphics, be sure to print
as follows:

1. Use at least Acrobat Reader 4.0, Acrobat Reader 3.0 does not
have the option shown below. Or, use Acrobat Reader 5.0, which
doesn’t seem to have a problem printing this book.

2. When you print, you might want to select the option ‘Print As
Image’ in the print dialog as shown below. This option made a
huge difference for me when printing to a 600 dpi HP LaserJet
PCL printer.
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— Printker
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Status: Drefault printer; Ready
Type: HF Laserlet 1700

Properties |
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— Print Range — Copies
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£ Selectedlpages/aaphic

Fiit |1
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= Pastienpt Wptoms

F=ifat Fe ethod! IF'n:nstS-:ript Lewvel 2

¥ | U= Frinter Heltane Sceens

4

¥ | avnload bsian Fonts

Print: IEven and Odd Pages
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3. [If the above settings do not help, see the troubleshooting guide at
the following URL.:

http://www.adobe.com/support/techdocs/150d6.htm
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Chapter 1 - The Network
Configuration

This book works under the following assumptions, and most of the
examples provided are based on this network configuration, which is
shown in Figure 1-1.

Note Some BorderManager 3.7 filtering examples show a server that uses a
public IP address of 192.168.1.253 and a private IP address of 192.168.10.3.

BORDER MANAGER EXAMPLE SCENARIO 192.168.10.244
IP ADDRESSING D
Internet g
(your ISP)
Software Virtual Web Servers,
FTP Server,
AN VCN
Public interface=PUBLIC, Private interface=PRIVATE : (Static NAT to 4.3.2.252)
Default route=4.3.2.1
All networks use Class C subnet mask 255.255.255.0
192.168.10.240
WAN
link to
ISP 4.3.2.254 CITRIX Server
4.3.2.253 (Static NAT to 4.3.2.251)
4.3.2.252
O 4.3.2.251 192.168.10.252
| 4.3.2.250 255.255.255.0 1
)
s 4.3.2.249 g 192.168.10.250
2 z
B H
= ™
Router E g
3 2 1
= c
5 Firewall, E GroupWise,
5 (Reverse Proxy Server) ,; IMAP, POP3, SMTP Mail,
Novell BorderManager 3.x server E WebAccess
(Static NAT to 4.3.2.253)
192.168.10.241
Lotus Notes,
Terminal Server,
PCcANYWHERE host
| (Static NAT to 4.3.2.250)
= =i
~
192.168.10.251
Test PC
Use to check Static NAT access, Internal hosts have a default
chat software, pcANYWHERE, route of 192.168.10.252
and Reverse Proxy
FTP, WEB SERVER
Portal
(Reverse proxied on 4.3.2.249)

Figure 1-1 - Network Addressing Scenario

A dedicated Internet connection is provided through a WAN link to a
router with a small public [P segment. On that public IP segment,
there is a LAN connection to the router, a LAN connection to a
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BorderManager server, and potentially a LAN connection to a PC,
which can be used for testing connections 'outside’ the internal LAN.

A BorderManager server is set up with two network interfaces, one
connected to the external LAN (Internet/public side) and one
connected to the internal LAN (private side). Multiple publicly-
registered IP addresses are assumed to be available on the external IP
segment, meaning at least a 255.255.255.248 subnet mask is in use on
the external IP segment to allow up to six useable IP addresses on that
segment.

With a .248 subnet mask, one of the six available publicly-registered IP
addresses will be assigned to the router LAN port, one could be reserved for
a test PC, and the remaining four are then available to assign to the
BorderManager public interface. More IP addresses can be assigned to the
BorderManager server if you have, for instance, a full Class-C public address
range available to you.

The internal (private side) LAN consists of a private address range, in
this book 192.168.10.0.

Dynamic and Static NAT is enabled on the primary public IP address
of the BorderManager server (4.3.2.254).

In the scenario shown in, all the internal hosts have a default gateway
set to 192.168.10.252. The BorderManager server has a default route
set to the LAN port of a router at 4.3.2.1, as does the test PC. The
BorderManager public side network interface is named PUBLIC, and
the private side network interface is named PRIVATE.

At least one secondary IP address is assigned for use for reverse
proxy acceleration of an internal web server. Several secondary IP
addresses have been assigned for static NAT to an internal mail
server, an FTP server, a web server, a pcANYWHERE host, and
several other services. The BorderManager default filters are applied.
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Chapter 2 - The Basics

Before you start trying to set up filter exceptions, you need to know
basic information like:

e How packet filtering works

e How port numbers are used

e How routing works

e How to add additional IP addresses to one network interface card
e How to view what is happening to IP packets at a NetWare server

This section covers much of what you need.

How Packet Filtering Works

Packet filtering works by examining fields in TCP/IP data packets
and allowing them to be routed or not depending on the value of
certain fields. This book primarily is concerned with filtering as it
pertains to the source and destination port numbers, and somewhat
with source and destination IP Address fields.

Generally, ALL traffic is filtered at some point, and certain
exceptions are allowed through. In the case of Novell’s
BorderManager, the default filters stop all inbound IP traffic from the
public interface, and outbound IP traffic going to the public interface.
In addition, the default filters include certain filter exceptions that are
needed for HTTP Proxy and VPN to function.

Note The default filters also include IPX filters, but this book is entirely
concerned with IP filters and does not make any other mention of IPX
filtering.

The filters, and filter exceptions, do not just stop data from getting
‘through’, but also actually stop traffic from either entering or leaving
a certain IP address or a certain network interface. This is an
important point, because you may run into situations where traffic is
allowed to an internal (private side) interface on your BorderManager
server, but is dropped when it tries to leave an external (public side)
IP address. Thus, the direction that traffic is flowing is also
considered in packet filtering.

Stateful Filter Exceptions

Stateful filter exceptions automatically keep track of a ‘conversation’
between the originating host and the receiving host. A stateful filter
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exception not only allows a certain port number in one direction, but
also allows the necessary return traffic back from the other end
(without having to set up a second filter exception for the return
traffic). A stateful filter exception is best applied to source and
destination interfaces. A stateful filter exception automatically
includes ACK bit filtering for TCP packets.

BorderManager versions 3.0 and later provide the option of stateful
filtering, and come with several predefined stateful filter definitions.
In fact, for some time now, the filtering modules used in
BorderManager have been included in the latest NetWare Support
Packs, so the same filtering can be done even without BorderManager
installed.

Stateful filter exceptions are very convenient as they are easy to set
up and are more secure than non-stateful filters. However, they are
(theoretically) a bit slower as there is more CPU and memory
overhead involved. In this book, most of the outbound filter examples
shown use stateful filters but the inbound exceptions (to proxy or
static NAT hosts) do not use stateful filters in an attempt to maximize
performance, and because of a potential security problem (not
discussed in this book). Stateful filters can be applied to TCP, UDP
and ICMP traffic.

ACK bit filters check for the presence of the ACK bit (acknowledge
bit) in a TCP packet. (UDP packets don’t have an ACK bit). When a
TCP ‘conversation’ (session) is initiated, the first TCP packet doesn’t
have the ACK bit set. However, the return traffic and subsequent
packets between source and destination for that session do have the
ACK bit set. Since you generally cannot initiate a TCP session to a
host with the ACK bit already set, filtering incoming traffic for the
presence of an ACK bit (not set = filter the packet) is better for
security than not checking the ACK bit. The idea here is to not allow
the packets in unless the ACK bit is already set.

Novell provides the ability to use ACK bit filtering in BorderManager
3.0 and later. This book also applies ACK bit filtering in all of the
outbound response filter exceptions for static NAT, in order to
increase security and control of the server.

If the default Dynamic/TCP filter exception is changed to call out
ACK bit filtering, (see “Basic Improvement - Enhance the Security of
the Default Exceptions”, page 265), then inbound high port traffic is
allowed, but only if it is a response to an earlier outbound request
that set the ACK bit.

UDP does not use ACK bits, therefore you cannot set ACK bit
filtering on the default Dynamic/UDP filter exception. However,
there are not many applications that listen on UDP high ports on a
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NetWare server, so there is not very much exposure to problems with
the default Dynamic/UDP exception.

Filters and the Relationship to NAT and Routing

Filters can take place before or after a packet is routed to the next
hop. It is more useful to think of filters and filter exceptions as
applying when a packet either arrives at or leaves an interface or an
IP address. In the vast majority of cases, filters are applied on one,
(or more), interfaces, and so filtering takes place when a packet tries
to enter or leave an interface. However, filter exceptions are set up to
apply when packets enter or leave an interface or to or from certain IP
addresses.

It is more confusing for most people to see how filtering is related to
NAT. The important concept here is that NAT itself takes place ‘at
the edge’. That is, NAT is either the first or the last process to take
place, depending on the direction of the packet and where NAT has
been applied.

The normal case for NAT is that it is applied on the public IP binding.
Therefore, NAT is applied on the ‘outside edge’ of the network.
Packets coming IN to the network from the Internet FIRST undergo
NAT, then packet filtering, and then are routed. Packets going OUT
of the network are filtered, and THEN undergo a NAT translation.
This is why the static NAT filter exceptions shown in this book call
out internal IP addresses rather than secondary public IP addresses. If
NAT is applied to the private IP address (as is sometimes done with
Client-Site VPN), inbound packets are filtered before undergoing
NAT, and outbound packets undergo NAT before filtering.

One last point: NAT defaults to performing its own type of filtering,
called NAT Implicit Filtering, by simply dropping packets not
undergoing a NAT translation. This is normally seen when dynamic
NAT is configured on the public interface, and inbound traffic to a
reverse proxy is dropped. Unless there are no reverse proxies (or
static NAT mappings) configured on the server, you want to disable
NAT Implicit filtering (INETCFG, Protocols, TCP/IP, if you have the
server patched properly). Before the NAT Implicit Filtering menu
entry was added to INETCFG in a NetWare support pack, you could
only use the SET NAT DYNAMIC MODE TO PASS THRU=ON
command. NAT Implicit Filtering drops packets without showing
any reason in TCP IP DEBUG traces, unlike filters, which show
DISCARD.
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What Are Port Numbers?

Port numbers can be thought of as describing the type of data
contained within a packet. (Strictly speaking, port numbers just
represent the endpoint of a connection, and not the type of data, but it
is useful in this book to consider certain port numbers as meaning
certain types of data). Both the sending and receiving program must
agree on what port numbers are being used for the program to
function. Typically, a ‘well-known’ port number is used for the
destination port when trying to initiate a conversation over IP. Most
well known programs use port numbers below 1024.

Note A search of the Internet for 'well-known port numbers' should turn up a
number of sites that list many well-known port numbers. See the Other
References chapter for some web sites to check.

For example, a TELNET session would typically send out the first
packet with a destination port of 23. The receiving program would
effectively be looking for port 23 inside incoming data packets, and
when one was found with that port, the data would be processed
further.

Note Strictly speaking, the application registers a listener port with the stack.
The stack itself then monitors incoming packets on the port and puts it into a
queue (where there is one queue per listener). The application monitors this
queue, picks up any packets found in there, and processes them. This is the
technical explanation (from a Novell engineer), but | find it easier to just think
of an application listening for certain port numbers!

On the other hand, the source port is typically assigned at random,
from a range of 1024 to 65535. Return traffic to the originating host
would send back data packets using the original source port as a
destination port. Consider the following example:

A Simple Mail Transfer Protocol (SMTP) packet is sent from 4.3.2.1
to 192.168.10.100 using source port 1059 (chosen at random from a
range of numbers between 1024 and 65535) and destination port 25.
The originating SMTP program expects to receive return traffic on a
destination port of 1059 or it will not recognize the traffic as a
response to this packet.

The SMTP mail server at 192.168.10.100 receives the packet,
recognizes that it is an SMTP mail packet (because the destination
port number is 25) and processes it.

The SMTP mail server at 192.168.10.100 then sends out a return
packet using the original source and destination ports, except that it
switches the two. A new packet goes back to 4.3.2.1 using source port
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25 and destination port 1059. The host at 4.3.2.1 receives the packet
from 192.168.10.100, and it recognizes the source port 1059 as being
part of a conversation it was trying to have with the host at
192.168.10.100, and it processes the data accordingly.
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How Routing Works

A discussion of routing protocols is well beyond the scope of this
book, but some discussion must be made since packet filter issues
often turn out to be routing issues instead! Generally, you need to be
sure that a routing protocol such as IP RIP is enabled on your internal
routers, or you have entered static routes for all your internal
networks.

There are two basic points to be made here:

In order to move a packet inside your LAN, all the routers (including
BorderManager) must know all the interior subnets and what
interface/IP address is used to forward any packets destined for that
subnet. You may think that data is not getting ‘through’ the firewall
because you are not seeing a response, but the problem may simply
be that the BorderManager server did not know how to get the packet
back to your host.

All routers and hosts on both internal and external IP segments must
have a default route set up! Once you try to communicate with hosts
on the Internet, it is not possible to build a routing table in which the
location of every subnet is included. Instead, a default route (default
gateway) is used to forward any packet with an unknown network
address. The default route/gateway is always an IP address on the
same network as the host, and points to the next hop to be used to get
an unknown packet out to the Internet. Typically, on a
BorderManager server, the default route is set to the external IP
segment address (this would be a LAN port, not a WAN port) of a
router connected to the Internet. NetWare server default routes are
configured in  INETCFG.NLM, and stored in  the
SYSAETC\GATEWAYS file. They can be verified using
TCPCON.NLM.

The first thing to try when you have a communications issue is to
disable packet filtering. (This is, of course, an obvious security hole,
but it is the easiest way to confirm that filtering is an issue). If the
traffic still doesn’t flow, you are likely to be having a routing issue,
and experience says that most routing issues involve incorrect or
missing default routes.

Here is an analogy of what a default route is. Say you live in a house
with several other people, and you want to send one of them a little
letter. You write the letter and are ready to deliver it. Since you live
in the house, you not only know the address of everyone in the house
(master bedroom, kid's bedroom, etc.) but you know how to find the
room. Therefore, you go to the room and slide the letter under the
door. Now, let's say you want to mail a letter to someone else, and
that person lives in another city. You have the address, but you have
no clue how to deliver the letter yourself! However, you DO have a
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'default route' - the mailbox. Therefore, you drop the letter in the
mailbox, and trust the postman to deliver the letter. The postman of
course doesn't have any idea how to deliver that letter either, but
he/she DOES have another default route - the letter-sorting bin for
letters going out of town. Along various steps of the way, the letter
keeps getting delivered not directly to the end destination, but instead
to the next 'hop' along the way to the destination. Finally, a postman
on the final step of the letter's journey gets the mail, and since he/she
actually knows where the house is, the letter can be put into a final
destination (mailbox). Even then, someone at the house may pick up
the letter and forward it onto the intended recipient.

Now suppose that the reader of the letter wants to send a reply. All of
the same steps have to occur in the reverse direction, or the reply does
not get through.

There is even a measure of filtering involved here - if the letter does
not have enough postage, it does not get through.

What is the point of all of this? If ANY step in the process IN BOTH
DIRECTIONS does not have a default route, the mail (your TCP/IP
packets) will not get through, unless the end address is a local address
(inside your house = inside your LAN). Remember that the first step
a packet takes toward a host outside your LAN is the next router on
your LAN, and your own PC needs a default route to it in order to
start the packet on its way.
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Setting up the Default Route

Note A fresh installation of BorderManager 3.7 will prompt you to enter a
default route. However, you may as well configure the default route when
you install NetWare, before installing BorderManager, using the following
procedure.

Your BorderManager server will need a default route configured in
order to function. This is most easily done at the server console using
INETCFG.NLM as shown in Figure 2-1.

I Auto *l I EE | =) Egﬂ = j&J

TCP-IP Protocol Configuration

TCF-IP Status: Enahled
IF Packet Forwarding: Enabled{"Router">

RIF: Enabhled
OSPF: Dizahled
0SFPF Configuration: ¢8elect to Uiew or Modifyd

LAN Static Routing: Enabhled
LAN Static Routing Table: (Select For List2

Dead Gateway Detection: Enabled
Dead Gateway Detection Configuration: (Select to Uiew or Modifuyd

SHMP Manager Table: (Select For Li=st>
DME Reszolver Configuration: (S8elect to Uiew or Modifyd

Figure 2-1 - INETCFG, Protocols, TCP/IP

To set up a default route, type LOAD INETCFG at the server
console prompt, select Protocols, TCP/IP, enable static routing, and
select LAN Static Routing Table.

Note The screenshot shown in Figure 2-1 was taken from a NetWare 5.1
server that has the proper configuration files for Dead Gateway Detection.
Your server may or may not have that option, which is related to the version
of TCPIP.NLM that is installed by patches. Dead Gateway Detection is a
method of determining if one default route is active and switching to another
one if it is not.
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=
& rconsole

I Auto 'I

ol & @/ A

TCP/IP Protocol Configuration

L
TCP/" TCP/IP Static Routes " &

Route Type:
IP Address of Network-Host:

Subnetwork Maszk: Route Type:

Mext Hop Router on Route:

Metric for this route:
Type of route:

SMHMP Manager Table: ¢S3elect For List>»
DHE Resolver Configuration: (Select to Uiew or Modifyd
¥

Figure 2-2 — INETCFG, Protocols, TCP/IP, LAN Static Route, <insert>

Once you select LAN Static Routing Table, press Insert, and then
select Default Route.
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T
& rconsole

[ e = i

&l & &5 Al

TCP-IP Protocol Configuration

L
TCP/" ICP-IP Static Routes " "
Static Route Configuration

Route Type: Default Route
IP Address of Metwork-Host:
Subnetwork Mask:

Hext Hop Router on Route:

Metric for this route: 1
Type of route: Passive

SHHMPF Manager Table: ¢S3elect For List>»
DHS Reszolver Configuration: (Select to Uiew or Modifyl

Figure 2-3 - INETCFG - Enter Next Hop for Default Route

Enter the next hop for the default route for your server. This should
be the local LAN address of the router connecting your
BorderManager server to the Internet, or the router that is the next
hop towards the Internet. Refer to Figure 2-3.

When done entering data, accept the changes, and go back to the
main menu.
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=
& rconsole

Internetworking Configuration

Boards

Metwork Interfaces
AN Call Directory
Protocols

Bindings

Manage GConfiguration

View Configuration
Heinitialize Sustem

Figure 2-4 - INETCFG - Reinitialize System Option

Select Reinitialize System to put the changes in to effect. (Or type in
reinitialize system at the console prompt). Exit INETCFG when
done.

Note The default route entry should appear in the SYS:\ETC\GATEWAYS
file, and look something like this:

Net O Gateway 4.3.2.1 Metric 1 Passive

You can also edit this file manually if you wish, but remember to type
reinitialize system when done editing.

The Net 0 (sometimes shown as 0.0.0.0) indicates 'default route', by
convention. Gateway is a key word indicating that all packets going
to network O (which means all packets going to some address not
otherwise present in the routing tables on the server) will be sent to
the IP address following (4.3.2.1). Metric 1 means that the cost of
this route is 'l' (which is as low as Novell allows and takes
precedence over higher cost routes). Passive effectively means that
the route is considered to always be available.
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Public and Private IP Address Networks

In order to route IP traffic to the proper host on the Internet, each host
must be configured with a globally unique IP address that is
registered with Internic. Such an IP address is called a public 1P
address. A company will normally purchase an IP address range from
an Internet Service Provider (ISP) and pay a yearly maintenance fee
based partly on the number of IP addresses they are reserving. The
ISP will take care of ensuring that all incoming Internet traffic to a
host within that IP address range knows how to get there. It is
essential to have at least one properly registered public IP address
configured on the public interface of your BorderManager server for
it to communicate to the Internet (unless using Network Address
Translation on an ‘upstream’ router).

Partly because of the cost involved, and partly because the world is
running out of publicly available IP address ranges, not everyone has
public IP addresses assigned inside their private LAN’s. In some
cases (not recommended), an address range registered to a different
company is in use on a private LAN. To avoid the situation where
registered addresses are being used on different networks, three
different IP address networks have been set aside for anyone to use.
These special IP networks are called private 1P addresses. Internet
routers are programmed to drop packets with a private IP
destination address. The three private address ranges set aside for
use are:

e 10.x.x.x (afull class A range)
e 172.16x.xto 172.31.x.x (15 Class B ranges)
e 192.168.x.x (254 Class C ranges)

You can use these IP networks as you wish within your internal
network and subnet them as needed, but they MUST be used with
either dynamic NAT (Network Address Translation) or proxy
services or both. Most people find the 192.168.x.x network to be the
easiest to work with, as it is easier to understand Class C subnetting
than other classes. The use of these IP networks is discussed in the
following document:

RFC 1918 - Address Allocation for Private Internets. Y.
Rekhter, B. Moskowitz, D. Karrenberg, G. J. de Groot & E.
Lear. February 1996. (Format: TXT=22270 bytes) (Obsoletes
RFC1627, RFC1597) (Also BCP0005) (Status: BEST CURRENT
PRACTICE)

Note Use this URL for a link to RFC 1918: ftp://ftp.isi.edu/in-notes/rfc1918.txt
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Since these ranges cannot ‘talk’ to the Internet (packets from these
addresses will be dropped at some point on an Internet router), some
special techniques must be used to let internal hosts using these
addresses communicate to the Internet. The two techniques in use are
NAT (Network Address Translation) and Proxy. BorderManager
provides both capabilities. Both techniques effectively substitute the
public IP address of the BorderManager server for the actual (private)
source address of the host originating the traffic.

There is not a problem using NAT and proxy services at the same
time. You can easily have some types of traffic using a proxy and
other types of traffic using NAT. For the security-conscious, consider
that using a proxy is considered to be more secure than using NAT, if
you have the option of using either.

Remember — if you use the private IP addresses, you will not get a response
back from the Internet to your PC unless you are using a Proxy, a Gateway
service or have dynamic NAT enabled! This has nothing to do with filtering!
The routers on the Internet will drop packets with private addresses.
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Secondary IP Addresses

Once you wish to provide a service to users on the Internet (like a
public web server), you will often find that you need to assign more
than one IP address to the public network interface card in a firewall,
in this case BorderManager. You will usually need a dedicated IP
address for each service, such as a web server or a mail server that
you want to host. The characteristic involved is whether or not you
need to allow incoming traffic — traffic going from the internal LAN
to the outside (Internet) is usually sent out a single IP address and
doesn’t require any additional addresses on the BorderManager
server.

With NetWare, it is possible to assign many (at least 254) IP
addresses to each network interface in a server, though it isn’t so easy
to see more than one assigned address.

Note You can assign addresses in different networks to a single network
card, and NetWare will route between them as if they were assigned to two
different network cards. Assigning addresses from different networks is done
in INETCFG by simply binding a new address to an interface. An example
would be to assign 192.168.10.254 and 172.16.31.254 to an interface. This
book does not cover such an assignment, as it is not normally needed in a
BorderManager configuration. This is NOT the same as a secondary IP
address.

A typical way to assign multiple addresses to a network interface is to
add IP addresses from within the same IP network to an interface. An
example would be to assign 192.168.10.253 and 192.168.10.252 to an
interface that already has IP address 192.168.10.254 bound (from
INETCFG). These types of addresses on a NetWare server are called
secondary IP addresses. Assign a secondary IP address to an
interface with the ADD SECONDARY IPADDRESS command, as
in this example, which adds IP address 192.168.10.253 to an existing
interface.

ADD SECONDARY IPADDRESS 192.168.10.253

Note IPADDRESS is all one word!

NetWare will look at the addresses already assigned to the interfaces
and add the secondary IP address to the interface that is already
configured for that network range. Again, an example would be to
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have a current binding of 192.168.10.254 on an interface (configured
with INETCFG under Bindings, TCP/IP), and ADD SECONDARY
IPADDRESS 192.168.10.253 at the server console. You would then
have two addresses assigned to the same interface. Once you have
executed the ADD command, the IP address is instantly available —
you do not have to reinitialize or reboot the server.

Secondary IP addresses do not show up when typing CONFIG at the
server, and they do not show up in the Bindings menu of INETCFG.
You display the secondary IP addresses with the command

DISPLAY SECONDARY IPADDRESS

If you wish to remove a secondary [P address, use the command
DELETE SECONDARY IPADDRESS as in this example that
removes the previously defined secondary address of 192.168.10.253.

DELETE SECONDARY IPADDRESS 192.168.10.253

Caution! Secondary IP addresses are not permanent — you need to put the
ADD  SECONDARY IPADDRESS 129.168.10.253 command in
AUTOEXEC.NCF (after the primary bindings are made) so that the
addresses will be available after a server reboot.
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NAT (Routing) versus Proxy

BorderManager provides more than one means of getting to the
Internet — using a Gateway service, using a Proxy service (only HTTP
proxy in BorderManager 2.1, and several proxies in BorderManager
3.0 or later), or using simple routing. For the purposes of this book,
the difference is that simple routing requires more setup on the part of
the administrator in terms of filter exceptions, NAT and DNS.

When using a Proxy service on BorderManager, the originating
program at the PC (a browser, for example) is normally configured
with a special proxy setting that points to the BorderManager private
IP address and designated listening port number. When that PC sends
out traffic, packets are handed off to the BorderManager proxy, and
the proxy then regenerates the packets onto its public interface (with
the BorderManager public IP address as the packet's source address).
A proxy does not route the packet between interfaces, it regenerates it
- this is an essential difference between using a proxy and using NAT,
because NAT will require filter exceptions to allow the packet to be
routed between interfaces while a proxy simply skips that step. When
the return traffic comes back to the BorderManager server, the proxy
regenerates the reply onto the private interface with the original PC’s
IP address as the return packet destination address. Because the proxy
is doing all the work for the PC, the PC doesn’t have to be configured
with DNS (at least not in the case of HTTP proxy), nor does dynamic
NAT have to be enabled at the server. However, the server itself must
be properly configured to resolve DNS queries.

A fresh install of BorderManager 3.7 (not an in-place upgrade), will
only have filter exceptions created to allow specific outbound proxy
access for proxies chosen during the install procedure. The
administrator will have to manually add filter exceptions for any
proxies enabled after the initial installation, and may very well have
to add custom exceptions in some cases. The administrator will have
to manually add filter exceptions for all inbound traffic desired for
reverse acceleration. This is a major difference between a fresh
installation of BorderManager 3.7, and an in-place upgrade, or
previous versions of BorderManager. Prior to BorderManager 3.7,
certain default filter exceptions were created which automatically
allowed virtually all outbound traffic through any proxy, as well as
inbound traffic for HTTP Acceleration (reverse HTTP Proxy).

You control traffic through proxies by setting up access rules in the
BorderManager configuration.

If routing (as with NAT) is used instead of Proxy services, you will
need to

e Define a DNS entry on the originating host PC, at least if DNS
hostname queries are required for the service (such as HTTP)
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e Enable Dynamic NAT on the BorderManager server if a private
IP network address is used on the internal LAN

In addition, some type of filter exception must be configured on the
BorderManager server to allow the desired traffic to go out and to
allow the return traffic to get back in. The only control over outbound
traffic is to set up the filter exceptions allowing the traffic. These
exceptions can allow every host in the internal LAN to get out, or
only selected IP network ranges, or only selected IP addresses (hosts).
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Dynamic NAT - for Outbound Traffic

Dynamic NAT is used to automatically translate (and ‘hide’) internal
IP addresses to a public IP address on the BorderManager server.
Dynamic NAT keeps track of the conversations taking place and
dynamically couples the return traffic to the original requester.
Dynamic NAT is usually set up on the primary public IP address only
(in INETCFG, under Bindings, select the public IP address, then
select Expert Options). With dynamic NAT, all the IP packets sent
out will have the same source IP address.

& rconsole M=

e = plEl@ B @S Al

| Expert TCP-IF LAM Options I
“ Internetw

Metwork Address Translation

MNetwork Interface: PUBLIC
Interface Group:

Status: Etatic and Dynamic

Metwork Address Translation Tahbhle: (Select to View or Modifyd

ARP options = {8elect to Uiew or Modifyd

Router Discovery Options: (Select to UView or Modifuyl
Metwork Address Translation: (Select to View or Modifuyd

Figure 2-5 - INETCFG, Bindings, <public IP address>, Expert TCP/IP Bind Options, Network
Address Translation

Figure 2-5 above shows an entry in INETCFG for both static and
dynamic NAT enabled.

Some points in regard to dynamic NAT:

e Dynamic NAT may not be as secure against Internet ‘hacks’ as
using proxies.

e Dynamic NAT still requires filter exceptions to allow traffic
through from the internal LAN to the Internet.

e Dynamic NAT is used to allow outbound traffic — traffic
originating from a host on your internal LAN.

Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 42
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 2 - The Basics November 27, 2002

NAT Implicit Filtering

If you have a service running directly on the BorderManager server
that you need to access from the Internet, you need to disable NAT
Implicit Filtering when you enable Dynamic NAT. NAT Implicit
Filtering drops inbound packets for connections that did not originate
from the public IP address. If NAT Implicit Filtering is enabled —
and it is enabled by default — some of inbound packets are simply
dropped, and nothing will be seen in TCP IP DEBUG=1. (Filtering
does not discard the packets, so no DISCARD data will be seen).

In some cases, NAT Implicit Filtering might also block inbound
traffic to a static NAT address, although it is not supposed to.

Before some of the later NetWare support packs were released, only a
command entered at the server prompt (or in AUTOEXEC.NCF)
could be used to disable NAT Implicit Filtering. (See below).

Disabling NAT Implicit Filtering in INETCFG

If you have the latest NetWare Support Pack installed, you should
have an option in INETCFG, Protocols, TCP/IP for enabling or
disabling NAT Implicit Filtering.

=
& rconsole

e = Cl|Ee 8 @5 Al

TCPAIP Protocol Configuration

RIP: Enabled
QSFF: Disabled
0SPF Configuration: (Select to View or Modifyd

LAN Static Routing: Enahled
LAM Static Houting Table: (S8elect For List)

Dead Gateway Detection: Dizahbhled
Dead Gateway Detection Configuration: (Select to View or Modify2

SNMP Manager Tahle: (felect For List)
DHS Resolver Configuration: (Select to UView or Modifuy)

Filter Support: Enabled
MAT Implicit Filtering:
Expert Configuration Options: (Select to UView or Modify> ¥

Figure 2-6 - INETCFG - Option to Disable NAT Implicit Filtering

The setting shown in Figure 2-6 was taken from a NetWare 5.1
server, with TCP/IP version 5.52u and the NW51SP3 support pack
installed. The option for dead gateway detection is related to a
TCP/IP patch, and you may not see that option on your server.
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Disabling NAT Implicit Filtering at the Server Console Prompt
Add the following command to AUTOEXEC.NCF so that traffic is

SET NAT DYNAMIC MODE TO PASS THRU=ON

allowed to ‘get into’ the BorderManager server:

In general, if you have dynamic NAT enabled, and something on the
server isn’t working, try the above SET command.

CAUTION There has been at least one patch released which cause NAT
implicit filtering to always get set back to Enabled each time INETCFG is
launched. Using the SET NAT DYNAMIC MODE TO PASS THRU=ON is a
good idea to have in AUTOEXEC.NCF as it would override the INETCFG
setting upon a server reboot should an administrator not notice that setting
got changed. If you have the latest NetWare support pack installed, this
problem should no longer occur

Security Implications for Disabling NAT Implicit Filtering

In general, there are no implications for disabling NAT implicit
filtering, because if you need to disable it, you are running some
service on the BorderManager server itself, or through static NAT.
Without disabling NAT implicit filtering, you would not have access
to those services.

However, there is an alternative that makes use of how static NAT
functions. Should you need to allow access to a reverse proxy, or
generic proxy, on BorderManager, and wish to disable NAT Implicit
Filtering for just that IP address, you can static NAT the public IP
address to itself. What will happen then is that the static NAT
assignment should preempt the NAT filtering, and allow traffic
through to the service listening on that [P address.
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Static NAT - For Inbound Traffic

Static  NAT is used to allow inbound traffic through a
BorderManager firewall to a specific internal host IP address. If you
want to make an internal host available to the Internet with
BorderManager, your options are to set up static NAT (and
appropriate filter exceptions) or Reverse Proxy. Static NAT involves
pairing an address on the public side of the BorderManager server
with the IP address of any internal host on your network.

Static NAT is usually done with a secondary IP address assigned to
the public interface in a BorderManager server. Using Static NAT
with the primary public IP address on the BorderManager server will
result in almost all BorderManager services failing.

Static NAT requires filter exceptions to work. Generally, you set up
one filter exception to allow desired traffic TO the private internal IP
address, and a second filter exception to allow traffic FROM the
secondary IP address.

Note That's right - | said the filter exceptions for static NAT use the internal
IP address of the host, not the IP address assigned on the BorderManager
server!

Static NAT offers less security than Reverse Proxy does. Reverse
proxy for later versions of patches for BorderManager 3.5 and later
also provides for virus pattern detection in the PROXY.CFG file.

You can only configure one static NAT address pair for any IP
address. If you want more than one internal host to be available to the
Internet through static NAT, you will have to have more than one
public-side IP address assigned to the server.

For instance, you have two internal FTP servers you wish to get to
from the Internet, 192.168.10.100 and 192.168.10.101. You have
assigned a secondary IP address of 4.3.2.253 to your BorderManager
public IP interface. You set up a static NAT address pair of
public=4.3.2.253 and private=192.168.10.100. You cannot now
assign the 192.168.10.101 address as a static NAT pair unless you
add one more public IP address, such as 4.3.2.252.

Static NAT can be (and usually is) configured in addition to dynamic
NAT.
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Static NAT and Filtering

The reader will observe later in this book that filter exceptions for
static NAT are applied differently than filter exceptions for a reverse
proxy. Specifically, the filter exceptions for static NAT are applied to
the internal IP address of the host in the static NAT configuration,
while the filter exceptions for reverse proxy are applied to the
secondary IP address on the BorderManager server (and not the
internal IP address of the web server being reverse accelerated). The
reason for this has to do with how filtering works in relation to NAT.

When you enable static NAT on an interface, (usually the public
interface, via the public IP address binding) visualize NAT as being
on the interface, but filtering as happening in the 'middle' of the
server. When packets come into the server from the public side, they
will first be acted upon by NAT, and then by filtering. Thus, the filter
exceptions for static NAT (which is primarily used to allow inbound
traffic) have to be set up for the traffic after the address conversion
has occurred.

Conversely, for the outbound traffic, filtering happens first, and then
the NAT translation.
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Setting up Static NAT

The following instructions show how to use INETCFG.NLM at the
server console to configure a static NAT address pair. You must first
have the public IP address configured on the server.

T3
& rconsole

[ Auta =

&) & &5 A

Expert TCP-IP LAN Options
" Intevnetw[—m99--+-+—+19-2—-"77--"YV"7T"T“T"77"—- ——— ——

Metwork Interface: PUBLIC
Frame Type: Ethernet_I1

Broadcast Address: FF_FF _FF_FF
Multicast Override IP Address: (MNone Specified>

T0S Disahled
T08 Ualue a

ARP options = (Select to Uiew or Modifyl

Router Discovery Options: (Select to Uiew or Modifyl>
Metwork Address Translation: (Select to Uiew or Modifuyl

Figure 2-7 - INETCFG - Network Address Translation

At the BorderManager server console prompt, type LOAD
INETCFG, select Bindings, select <your public IP address>, select
Expert TCP/IP Bind Options, and you will be able to select the
menu entry for Network Address Translation.
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=
& rconsole

I Auto *I ] JEE: Eﬂ EEH E?IE? j&J

Expert TCP-IP LANH Options
" Internetw

Metwork Address Transzlation

Hetwork Interface: PUBLIC
Interface Group:

Network Addr (Select to Uiew or Modify2
Dizabhled

Dynamic Onl
ARP options = t to Uiew or Modify)
Router Diszcover Static Only t to Uiew or Modifyd
Metwork Address to Uiew or Modify?>

Figure 2-8 - INETCFG - Select Static and Dynamic NAT

If you have any secondary IP addresses set up, and you want to use
static NAT as well as dynamic NAT, select Static and Dynamic.
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“vrconzole.exe

Expert TCPAIP LAN Options
Network Address Translation
Network Address Translation Tahle
Public Address Private Address

192.168.10.252 192.168.1@.252
4.3.2.253 122.168.10.258

Router Discovery Options: (Select to Uiew or Modify)
Metwork Address Translation: (Select to Uiew or Modifyl

Figure 2-9 - INETCFG - Entering Static NAT Mappings

If you select static NAT, or Static and Dynamic as an option, you
must enter a public/private address pair. Enter the public IP address
you are using for static NAT and the internal IP address of the server
being accessed via static NAT. Save the changes, exit to the main
menu, and select Reinitialize System to put the new static NAT table
into effect.

You may notice that the private IP address is mapped to itself in the
example in Figure 2-9 above. This mapping was put in to work
around a NAT issue with certain versions of BorderManager and
VPN. If you can ping the private IP address of the BorderManager
server over a VPN connection, you do not need this mapping.

Note Should you at any time delete the private interface network card setting
in INETCFG and recreate it, or if you first set up the public interface before
setting up the private interface, you may find you have a problem. In at least
some versions of NetWare (4.11 and 5.0 have been seen to do this under
various patch levels), static NAT will not retain the address pairs following a
reboot. The cause is that the public interface gets loaded first, and for some
reason that wipes out the static NAT settings. The cure is to go into
INETCFG, remove the public interface definition and reinitialize system
(possibly even reboot the server). Then go back into INETCFG and re-enter
the public interface definition and bindings. An even better solution might be
to simply rename the existing SYS\ETC\NETINFO.CFG and
SYS:\ETC\TCPIP.CFG files and recreate all the settings in INETCFG.
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Static NAT versus Reverse Proxy Acceleration

All versions of BorderManager offer Reverse Proxy Acceleration,
(for HTTP), sometimes just called Acceleration. This capability can
greatly enhance the performance and security of an internal web
server by making it available to the Internet only through a proxy.
Performance enhancement comes about by using the BorderManager
HTTP caching capability to offload most/all static HTTP requests
from the actual web server and serving those requests from
disk/memory cache.

Static NAT simply passes the inbound traffic through BorderManager
directly to the internal web server, as long as filter exceptions are in
place to allow the traffic through.

Reverse proxy, if using a secondary IP address, requires a filter
exception. Reverse proxy configured to use the primary public
BorderManager IP address does not require a (custom) filter
exception because one is added for you when the default filters are set

up.

Both static NAT and reverse proxy acceleration automatically pass
CGI script data through without caching the data.

Dynamic pages are usually generated using CGI (Common Gateway
Interface) using languages such as PERL or ASP. Reverse proxy
acceleration passes CGI script data through without caching the data.
However, elements of dynamic pages, such as graphics, can still take
advantage of the reverse proxy cache.
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Viewing & Capturing TCP/IP Traffic

You will almost certainly want to debug a filter exception at some
point (or you just may be curious to see the actual IP traffic on a
NetWare server). Currently, the best tool supplied with NetWare is a
set command that allows you to see all the IP packets hitting the
server in real time. The command to enable viewing of the traffic is:

SET TCP IP DEBUG=1

And the command to turn off the viewing is:

SET TCP IP DEBUG=0

You may find it convenient to make an NCF file to turn this debug on
and off without having to type it out each time. For instance, set up a
DI1.NCF file in SYS:SYSTEM with the =1 statement and a DO.NCF
file with the =0 statement. Then simply type D1 at the console to
enable debugging, and DO at the console to disable it. You could also
add LOAD CONLOG MAX=100 at the beginning of D1.NCF and
UNLOAD CONLOG at the end of DO.NCF to more easily capture
the data changes to a log file. Remember that leaving TCP IP
DEBUG=1 on for a period of time can create huge
SYS:\ETC\console.log files if you do not use the MAX= parameter to

REM D1.NCF
LOAD CONLOG
SET TCP IP DEBUG=1

limit the size of the log file. Here are some examples:

This is a very handy method for seeing what ports and addresses are

REM DO.NCF
SET TCP IP DEBUG=0
UNLOAD CONLOG

in use and what is being filtered, but a production server can have so
much traffic on it that it can be nearly impossible to catch the traffic
of interest. Best to use this command when little or no other traffic
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exists on the server than your test traffic. You may need to set up an
isolated, non-production BorderManager server just for testing
(always a good idea when modifying filters).

You could see a great deal of extraneous data from TCP IP DEBUG,
and much of it will be normal. For example, loopback packets on
NetWare 5 servers, as well as multicast traffic, are typical, and should
be ignored. See the Odds & Ends section for a brief explanation of
the SET FILTER DEBUG=ON statement (available on
BorderManager 3.0 or later) as an alternative to SET TCP IP
DEBUG=I.

Static NAT Example Debug Trace

Here is an example of what a PING test looks like with SET TCP IP
DEBUG=1 when sent out through a static NAT connection. You will
see a packet going from the host (192.168.10.251) then being
regenerated with a new source address. The static NAT configuration
on the BorderManager server has 4.3.2.253 as the public NAT
address and 192.168.10.251 as the private NAT address. The host is
pinging IP address 4.3.2.100, and the trace is taken from the
BorderManager server.

RECEIVE:pktid:38936 192.168.10.251->4.3.2.100 ttl:128 (ICMP)Echo Request
FORWARD:pktid:38936 4.3.2.253->4.3.2.100 ttl:127 (ICMP)Echo Request

The originating host (192.168.10.251) sends a PING packet to
4.3.2.100. NAT regenerates the packet and forwards the packet as if it
came from the public side of the static NAT address (4.3.2.253).

RECEIVE:pktid:38936 4.3.2.100->4.3.2.253 ttl:255 (ICMP)Echo Reply
FORWARD:pktid:38936 4.3.2.100->192.168.10.251 ttl:254 (ICMP)Echo Reply

Here is the reply traffic. Host 4.3.2.100 sends its reply to 4.3.2.253,
and static NAT regenerates it and forwards the packet to the NAT
private address 192.168.10.251.

Note As of this writing, unpatched versions of NetWare 6.0 redirect TCP IP
DEBUG data to a special screen that cannot be captured to a file. This
problem should be fixed in a TCP patch later than NW6SP1 (which has
TCPIP version 6.03) patch. The data is supposed to be sent to the console
prompt, where it can be captured again with CONLOG. The same issue
occurred with the NW51SP4.EXE patch, and was fixed in the TCP590N.EXE
patch.
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Default BorderManager Filters

What are Default Filters?

The default packet forwarding filters (not filter exceptions) are what
stop traffic from being routed through BorderManager, whether or
not you have public IP addresses internally, static NAT, dynamic
NAT, whatever. The concept is simple: block all traffic TO the
public interface, and block all traffic FROM the public interface.

It is important to distinguish a difference between the default filters
and default filter exceptions. The default filters cover the entire
public interface, while the default filter exceptions all call out the
public IP address, as either source or destination. Because of this, the
default exceptions do not allow traffic to or from secondary public IP
addresses, while the default filters block such traffic.

Also, note that the default filters are based on the interface name, not
an [P address or interface number. If you should rename your
public interface, you will no longer be filtering any packets — until
you update the default filters using BRDCFG!

The default filters do not block traffic to or from the private
interface(s) - except from private to public interface. By cutting off
traffic between the public and private interfaces, BorderManager
controls both incoming and outgoing traffic.

Filter exceptions always override filters — you cannot override an
exception with an additional filter.

The BorderManager 3.x Default Filters

The following is a list of all of the default filters (not exceptions) set
up by BRDCFG.NLM for BorderManager versions prior to 3.7 with
VPN configured. Should you see additional filters using
FILTCFG.NLM, you may have accidentally used BRDCFG.NLM
twice - once on the public interface and once on the private interface.
(You would need to delete the incorrect entries to get BorderManager
to function). These filter definitions are based on the example
configuration shown earlier in this book. IP Network 192.168.100.0 is
the virtual IP network assigned for the VPN. The name of the
interface connected to the Internet side of the BorderManager server
is PUBLIC. No AppleTalk protocol was enabled on the
BorderManager server, or some filters pertaining to AppleTalk would
also have shown up.

Outgoing RIP Filters:

e Filtered Route: Route to Network or Host: Network, IP address of
Network/Host: 0.0.0.0, Subnetwork mask: 0.0.0.0, Do Not
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Advertise Route To: Destination Type: Interface, Destination:
VPTUNNEL

e Filtered Route: Route to Network or Host: Network, IP address
192.168.100.0, Subnetwork mask: 255.255.255.0, Do Not
Advertise Route To: Destination type: Interface, Destination:
<All Interfaces>

e Filtered Route: Route to Network or Host: Network, IP address of
Network/Host: 4.0.0.0, Subnetwork mask: 255.0.0.0, Do Not
Advertise Route To: Destination type: Interface, Destination:
VPTUNNEL

e Filtered Route: Route to Network or Host: Network, IP address of
Network/Host: 4.3.2.0, Subnetwork mask: 255.255.255.0, Do Not
Advertise Route To: Destination type: Interface, Destination:
VPTUNNEL

Incoming RIP Filters

e Filtered Route: Route to Network or Host: All Routes, IP address
of Network/Host: <blank>, Subnetwork mask: <blank>, Do Not
Accept Route From: Source Type: Interface, Source: PUBLIC

Outgoing EGP Filters:

e Filtered Route: Route to Network or Host: All Routes, IP address
of Network/Host: <blank>, Subnetwork mask: <blank>, Do Not
Advertise Route To: Destination Type: Interface, Destination:
PUBLIC

Incoming EGP Filters

e Filtered Route: Route to Network or Host: All Routes, IP address
of Network/Host: <blank>, Subnetwork mask: <blank>, Do Not
Accept Route From: Source Type: Interface, Source: PUBLIC

OSPF External Route Filters
Routes denied: All Routes
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The Default Filtering Action — All Versions of BorderManager

It is important that your filters are set up to ‘Deny Packets in Filter
List’, so that the filters block traffic and the exceptions allow traffic.

15 conzole [_ O]

e = Gl B @5 A

Filter GConfiguration Available Options

TICP-IF
[ aotor Foruanting Fiteors |
Status: Enabled

Action: Deny Packets in Filter List
(Permit Packets Mot in Filter List)

Filters: (List of Denied Packetsz)
Exceptions: (List of Packets Always Permitted)

Figure 2-10 - FILTCFG - Deny Packets in Filter List

The screenshot shown in Figure 2-10 is how you should have your
filters configured.

Note As of this writing, Novell has a patch for BorderManager 3.7
FILTSRV.NLM that will block all traffic on an interface defined as Public in
FILTCFG if NDS is not available when the filters are initialized. This action is
necessary, because if NDS is not available for some reason, the filters
cannot be read, and all traffic would be allowed.

FILTCFG Examples of the Default Filters

The following screenshots show what the default filters should look
like. It is extremely important that the interface name called out on
your BorderManager server matches the current interface name
shown in INETCFG. In my servers, I immediately delete the old
interface names and reconfigure them using PUBLIC and PRIVATE.
(PRIVATE1 and PRIVATE2 if I happen to have a server with
multiple private [P addresses). Not only does this make it much
simpler when adding custom filter exceptions, it also is more flexible
in that I can replace a network card and not be tied to its old name,
such as PRO100_1 or 3C9X5 1. I can also copy the FILTERS.CFG
file from one server to another without having to make changes,
except where public IP addresses are called out.
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Note You cannot simply change the FILTERS.CFG file between servers with
BorderManager 3.7 since the IP filtering information is stored in NDS. You
can make the changes described here, but afterwards you need to delete the
old filter exceptions in NDS, and repeat the FILSRV MIGRATE process.

| ol &5 515 Al
[Eilter Configuration 4,85 WNetWare Loadable Module

Source Interface Type:
Source Interface: <All Interfaces>
Source Circuit:

Desztination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

Packet Type: <ANY > Protocol: IP
Src Port(sd: Dest Port(s):
ACK Bit Filtering: Stateful Filtering: Disahled

Src Addr Type: Any Address

Src IP Address:

Dezt Adde Type: Any Address

Dest IP Address:

Logging: Enabled

Comment = Added by BRDCFG to block all IP packets.

Figure 2-11 - FILTCFG - Default Filter Blocking all IP Traffic to the Public Interface

The default filter shown in Figure 2-11 blocks all traffic to the public
interface, whether it comes from the Internet or a private IP address.
Without filter exceptions, BorderManager cannot receive any traffic
from the Internet.
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Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces>
Destination Circuit:

Packet Type: <ANY > Protocol: IP
Src Portdlsd: Dest Port{si:
ACK Bit Filtering: Stateful Filtering: Disahled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Enahled

Comment = Added by BRDCFG to hlock all IP packets.

Figure 2-12 - FILTCFG - Default Filter Blocking all IP Traffic from the Public Interface

The default filter shown in Figure 2-12 blocks all traffic from the
public interface. Without additional filter exceptions, the proxy
cannot send any traffic to the Internet.
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Default Filter Exceptions

With all traffic blocked both to and from the public interface, you
might as well not have an Internet connection at all — no traffic would
move in or out of the server on that interface. It is necessary to allow
at least some traffic in order to have any connectivity to the Internet.
The BorderManager proxies, gateways and VPN will not function
without having some filter exceptions in place that override the filters
for selected ports and protocols.

BorderManager 3.7 is significantly different in how the exceptions
are handled by default. BorderManager 3.7 is covered after the
sections on previous versions of BorderManager.

BorderManager 3.0, 3.5 and 3.6 Exceptions

When you install BorderManager versions prior to 3.7, one of the
steps involved is to run the BRDCFG.NLM to set up the default
filters, and several filter exceptions. By design, the default filters
block all traffic to and from the public IP address on the
BorderManager server, (and you have to specify the address).
BRDCFG sets up default filter exceptions to allow the
BorderManager proxies to work, as well as VPN connections.

You can always add the default filters and default filter exceptions
back into the BorderManager server by running BRDCFG again, for
versions prior to 3.7. It will only add filters and filter exceptions, and
it will not delete any filters or exceptions that already exists. If you
have set up a filter exception to allow too much traffic through,
adding back the default filters will not modify your exception, and
your server will still not be secure.

BorderManager 3.0, 3.5 and 3.6 have following default filter
exceptions, designed to allow the proxy services and VPN to
function. These exceptions are put into place when the
BRDCFG.NLM program is run at the server console. These are the
filter exceptions as shown in FILTCFG. Each is shown in the
following section as well as described here.

1. Allow all outbound IP packets from the BorderManager public IP
address to the public interface.

2. Allow all inbound dynamic TCP ports (1024-65535) from the
public interface to the public IP address of the BorderManager
server.

3. Allow all inbound dynamic UDP ports (1024-65535) from the
public interface to the public IP address of the BorderManager
server.
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4. Allow TCP port 213 from the public interface to the public IP
address of the BorderManager server in order to allow VPN
server-server communications.

5. Allow TCP port 353 from the public interface to the public IP
address of the BorderManager server in order to allow VPN client
authentication to the server.

6. Allow UDP port 353 from the public interface to the public IP
address of the BorderManager server in order to allow VPN client
to send periodic keep-alive packets to the server.

7. Allow the SKIP protocol (protocol 57) from the public interface
to the public IP address of the BorderManager server. The SKIP
protocol is necessary for Novell VPN to function.

8. Allow TCP port 80 (HTTP) traffic from the public interface to
the BorderManager public IP address in order for the web server
accelerator to function.

9. Allow TCP port 443 (HTTPS/SSL) traffic from the public
interface to the BorderManager public IP address in order for
proxy authentication to a reverse web proxy accelerator to
function.

FILTCFG Examples of the BorderManager 3.0, 3.5 and 3.6 Default
Filter Exceptions

A careful study of the default filters shows that all IP traffic is
blocked between the public interface and all other interfaces with two
filters. Traffic is denied FROM the public interface to other interfaces
and traffic is denied from all interfaces TO the PUBLIC interface. In
both cases, the default filters apply to any IP address. These default
filters have the effect not only of cutting off traffic between the public
and private interfaces, but also of cutting off both incoming and
outgoing traffic from the public interface to or from any external 1P
address.  Certain exceptions are required in order for the
BorderManager proxies to function as well as to allow the
BorderManager VPN to function. Without these exceptions, one
would be forced to manually add specific (or general) filter
exceptions in order for the proxies to work.

The following graphics show what FILTCFG should show for the
default filter exceptions that are produced by BRDCFG.NLM in
BorderManager 3.x.
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Source Interface Type:
Source Interface: <All Interfaces>
Source Circuit:

Desztination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

Packet Type: <ANY > Protocol: IP
Src Port(sd: Dest Port(s):
ACK Bit Filtering: Stateful Filtering: Disahled

Src Addr Type: Host

Src IP Address: 4_3.2_254

Dezt Adde Type: Any Address

Dest IP Address:

Logging: Disabled

Comment = Added by BRDCFG to allow all outgoing IP packets.

Figure 2-13 - FILTCFG - Default Filter Exception Allowing all Outbound IP Traffic from the Public IP
Address

The filter exception shown in Figure 2-13 allows all outgoing IP
packets from the public IP address of the BorderManager server. In
some cases, this may allow more traffic out than desired, such as SLP
packets that can bring up an ISDN dial-up link. Without this
exception, the BorderManager proxies would not be able to send any
packets out.
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[Eilter Configuration 4,85 WNetWare Loadable Module

Source Interface Type:
Source Interface: PUBLIC <Public?
Source Circuit:

Desztination Interface Type: Interface
Destination Interface: <All Interfaces>
Destination Circuit:

Packet Type: dynamic/tcp Protocol: ICP
Src Port(sd: <All> Dest Port(s): 1824-65535
ACK Bit Filtering: Disabhled Stateful Filtering: Disahled

Src Addr Type: Any Address

Src IP Address:

Dezt Adde Type: Host

Dest IP Address: 4.3.2.254

Logging: Disabled

Comment = Added by BRDCFG to allow incoming traffic thro ...

Figure 2-14 - FILTCFG - Default Filter Exception Allowing Dynamic TCP to the Public IP Address

The default filter exception shown in Figure 2-14 allows incoming
TCP traffic with a destination port of the 'high' TCP port numbers
into the public IP address of the BorderManager server. Without this
filter exception, the BorderManager proxies would not see a response
to their TCP requests.

Note This default exception is probably the single biggest security hole on a
typical BorderManager server. It allows inbound traffic to certain services
that might be listening on the public IP address. See the chapter on
advanced topics later in this book for ways to deal with this issue.
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Source Interface Type:
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: <All Interfaces>
Destination Circuit:

Packet Type: dynamic . udp Protocol: unpP
Src Portiz): <A1l Dest Portisi: 182465535
ACK Bit Filtering: Stateful Filtering: Disabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Host

Dest IP Address: 4.3.2.254

Logging: Disahbhled

Comment = Added by BRDCFG to allow incoming traffic thro ...

Figure 2-15 - FILTCFG - Default Filter Exception Allowing Dynamic UDP to the Public IP Address

The default filter exception shown in Figure 2-15 allows incoming
UDP traffic with a destination port of the 'high' UDP port numbers
into the public IP address of the BorderManager server. Without this
filter exception, the BorderManager proxies would not see a response
to their UDP requests
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Source Interface Type:
Source Interface:
Source Cipcuit:

Destination Interface Type:
Destination Interface:
Destination Circuit:

Packet Type: ipxstop
Src Portisd: <All>
ACK Bit Filtering: Dizabled

mlew B =jE Al
[_Filter Configuration 405 FWetlare Loadable Module
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Interface
PUBLIC <Public>

Interface
<All Interfaces?>

Protocol: TGP
Dest Portis): 213
Stateful Filtering: Disabled

Src Addr Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging: Dizabled

Comment = Added by BRDCFG to allow UPN MastersElave comm ...
Figure 2-16 - FILTCFG - Default Filter Exception Allowing VPN Master/Slave Traffic to the Public

IP Address

Any Address

Host
4.3.2.254

The default filter exception shown in Figure 2-16, and most of the
following, is used to allow VPN communications to the public IP
address of the BorderManager server. In this case, TCP destination
port 213 is allowed inbound for VPN Master/Slave communications.
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Source Interface Type:
Source Interface: PUBLIC <Public?

Source Cipcuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces?>
Destination Circuit:

Packet Type: UPM-AuthGHW Protocol: TCP
Src Portisd: <All> Dest Portis): 353
ACK Bit Filtering: Dizabled Stateful Filtering: Disabled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Host

Dest IP Address: 4.3.2.254

Logging: Dizabled

Comment = Added by BRDCFG to allow UPN Client Authentica ...
Figure 2-17 - FILTCFG - Default Filter Exception Allowing VPN Client Authentication to the Public
IP Address

The default filter exception shown in Figure 2-17 is used to allow a
VPN client to authenticate to the BorderManager VPN server using
TCP destination port 353.
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Source Interface Type:
Source Interface: PUBLIC <Public?

Source Cipcuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces?>
Destination Circuit:

Packet Type: UPHN-KeepAlive Protocol: une
Src Portisd: <All> Dest Portis): 353
ACK Bit Filtering: Stateful Filtering: Disabled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Host

Dest IP Address: 4.3.2.254

Logging: Dizabled

Comment = Added by BRDCFG to allow UPN Client HKeep—Alive ...
Figure 2-18 - FILTCFG - Default Filter Exception Allowing VPN Client Keep-Alive Traffic to the
Public IP Address

The default filter exception shown in Figure 2-18 allows a VPN client
to send periodic keep-alive packets to the VPN server using UDP
destination port 353 so that the VPN server realizes that the VPN
client is still connected.
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Source Interface Type: Interface

Source Interface:
Source Circuit:

Destination Circuit:

Src Portis):
ACK Bit Filtering:

Src Addy Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:
Comment =

Destination Interface Type: Interface
Destination Interface: <All Interfaces>

Packet Type: UPN-SKIP Protocol: 57

PUBLIC <Public>

Dest Portisd:
Stateful Filtering: Disabled

Any Address

Host
4.3.2.254
Disabhled
Added by BRDCFG to alloc SHIF Protocol for UPN.

Figure 2-19 - FILTCFG - Default Filter Exception Allowing SKIP Protocol to the Public IP Address

The default filter exception shown in Figure 2-19 allows the VPN
SKIP protocol inbound to the BorderManager VPN server public 1P
address.

Note SKIP is neither TCP nor UDP, but simply another protocol with protocol
ID 57. The protocol ID is a field in the IP header of a packet, and unlike TCP
(which has protocol ID 6) or UDP (which has protocol ID 17), SKIP has
protocol ID 57 which identifies it for a packet filtering router.
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Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Cipcuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces?>
Destination Circuit:

Packet Type: wuw—http Protocol: TCP
Src Portisd: <All> Dest Portis): 88
ACK Bit Filtering: Dizabled Stateful Filtering: Disabled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Host

Dest IP Address: 4.3.2.254

Logging: Dizabled

Comment = Added by BRDCFG to allow default Webh Proxy Cac ...
Figure 2-20 - FILTCFG - Default Filter Exception Allowing Reverse Proxy HTTP Traffic to the

Public IP Address

The default filter exception shown in Figure 2-20 allows TCP
destination port 80 (HTTP) traffic to flow from the public interface to
the BorderManager public IP address in order for a reverse HTTP
Proxy to function. You will not have a reverse HTTP Proxy set up by
default, but this exception allows you to configure one on the public
IP address without having to add a filter exception.
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Source Interface:
Source Circuit:

Destination Interface
Destination Circuit:
Ac

Packet Type:
Src Portis):

Src Addy Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:
Comment =

Destination Interface:

<All>
ACK Bit Filtering: Disabled

Define Exception

Source Interface Type:

Interface
PUBLIC <Public>

Interface
<All Interfaces>

Type:

cel-Auth Protocol: ICP
Dest Portisd: 443

Stateful Filtering: Disabled
Any Address

Host
4.3.2.254
Disabhled
Added by BRDCFG to allow accelerator authentic ...

Figure 2-21 - FILTCFG - Default Filter Exception Allowing HTTPS (SSL) Traffic to the Public IP

Address

The default filter exception show in Figure 2-21 allows TCP
destination port 443 (HTTPS/SSL) from the public interface to the
BorderManager public IP address to allow proxy authentication to
function for a reverse proxy. (It also allows any other inbound
SSL/HTTPS traffic to the public IP address). You do not have a
reverse HTTP proxy configured by default, but if you should add one
on the public IP address, and require proxy authentication on it, this
filter exception will allow it to work without you having to do more
work.
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BorderManager 3.7 Default Filter Exceptions

Novell’s default filter exceptions for BorderManager 3.7 are quite
different from previous versions, and only include those exceptions
necessary to allow outbound traffic from the proxies. Novell took
this stance in order to increase the security of a default
BorderManager installation.

A quick summary of the points described below:

1. Ifyou install BorderManager 3.7 over an existing BorderManager
installation, the old filters and exceptions will be used.

2. If you make a fresh installation of BorderManager 3.7 on a new
server, and do not select any proxies when installing, you will not
have any filters or exceptions.

3. If you make a fresh installation of BorderManager 3.7 on a new
server, and select any of the proxies, you will have filters, and
stateful outbound filter exceptions for all of the proxies.

Prior to BorderManager 3.7, BRDCFG.NLM was used to create a
known, consistent set of filter exceptions that allowed all outbound
traffic for all proxies, inbound traffic for a reverse HTTP proxy, and
VPN. With BorderManager 3.7, only the basic proxy exceptions and
a limited number of VPN exceptions will be added. That part of the
installation routine only runs if no previous version of
BorderManager has been installed on the server.

If you are upgrading a previous BorderManager server, the existing
filters and exceptions will not be changed, and you will need to
migrate them into NDS with the FILTSRV MIGRATE process.

Note This section assumes that you have a server with at least two network
interface cards. Setting up a server with a single interface (as in a dedicated
HTTP Proxy server behind an existing firewall) will not see an option to select
a proxy, nor set any default filter exceptions. You should not enable filtering
on a single interface server anyway.

When installing BorderManager 3.7, and not upgrading a previous
version in place, you will have the option to select proxies to be used.
Regardless of the proxies you select, the BorderManager 3.7
installation will configure a stateful filter exception to allow basic
outbound access for every proxy. No inbound traffic will be allowed
— if you intend to configure a reverse HTTP proxy, you must set up
your own exceptions after the BorderManager installation is
completed. Examples of these exceptions are shown later in this
book.

VPN default filter exceptions in the past relied on the BRDCFG filter
exceptions for outbound requests, and responses. Because the default
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VPN exceptions have not made allowance for the lack of these
default exceptions, you will have to add a number of additional
exceptions yourself. Examples of these exceptions are shown later in
this book.

It is very important that you understand how BorderManager 3.7
handles exceptions as they are quite different from previous versions!

Filter Exceptions for Proxies You Might Have in BorderManager 3.7

Note The HTTP Proxy may require additional custom exceptions for every
non-standard port number used by a web site that your users encounter on
the Internet. Only ports 80 and 443 will be configured for outbound traffic for
the HTTP Proxy by the BorderManager 3.7 installation routine.

Here is a list of the filter exceptions that are created by a fresh
installation of BorderManager 3.7. The source IP address in each
case is the BorderManager public IP address. The source interface is
also set to the public interface.

e HTTP Proxy — TCP destination ports 80, 443
e FTP Proxy - TCP destination port 21, with port & pasv
capabilities enabled

e DNS Proxy — TCP and UDP destination port 53
e News Proxy — TCP destination port 119

e RealAudio & RTSP Proxy — TCP destination ports 7070 &
554

e Mail Proxy — TCP destination port 25
e Transparent Telnet Proxy — TCP destination port 23
e Transparent HTTP Proxy — TCP destination port 80

An example of each of these exceptions is shown in the chapter
showing outbound filter exceptions.

Inbound exceptions are not created for any of the proxies, and so you
must manually create your own exceptions in every case (except
VPN), unlike previous versions of BorderManager, which created
exceptions for reverse HTTP Proxy AND allowed all inbound high
ports by default. Examples for inbound exceptions to proxies are
shown in this book, and will be almost the same as in previous
versions of BorderManager when configuring exceptions for proxies
listening on secondary IP addresses.

Note As of this writing, Novell is planning on releasing an updated version of
BRDCFG.NLM for BorderManager 3.7 that will add some inbound filter
exceptions for certain proxies.
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Security Considerations

This book shows how to set up specific filter exceptions for various
software programs to operate in either an outbound or an inbound
direction. This book does not delve deeply into the security aspects of
setting up these exceptions. In general, the more exceptions that are
allowed, particularly inbound, the more risk one must assume for a
break-in or a denial of service attack. Packet filters can be effective in
stopping many attempts at compromising the security of a network,
but they may not stop all attacks. Use of the BorderManager proxy
services is more secure than using packet filter exceptions to do the
same function. However, stateful filter exceptions for outbound
traffic, available in BorderManager 3.0 and later versions, are very
secure, and should not be cause for major worry.

It is always a good idea for the network administrator to monitor
Internet sites related to computer security, and keep a close eye on the
Novell Minimum Patch list for bug fixes. Some sites of interest are:

http://www.cert.org/,

http://www.nessus.org/

http://www.iss.net/

http://www.rootshell.org/

http://www.icsa.net/

The default filters applied to BorderManager by the BRDCFG.NLM
program do not restrict IP packets from being sent out from the public
interface. That is, if the server itself generates outgoing traffic on the
public interface, it will be sent out. For NetWare 5.0, this includes
SLP multicasts. The most security-conscious administrator may want
to consider deleting the default filter exceptions and manually
implementing exceptions allowing only specific outbound traffic as
needed. (See the chapter on advanced topics). This does not mean
that inbound IP traffic is allowed, only that in some cases NetWare
may be advertising its presence unnecessarily on the public LAN
side.
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CAUTION DISCLAIMER! The author has written this book with the best
of intentions and has done testing and proofreading to find typographical
errors. The filter exceptions given in this book should be workable, with
minimal security impact, given the technology available in the version of
BorderManager used. However, there are no guarantees that a filter
exception or setting shown here does not provide some means for an
intrusion or denial of service attack. On the contrary, each filter exception
used may decrease the security of a network. You must make a tradeoff
between functionality and security. You are warned to use caution, common
sense and firewall analysis techniques and tools to secure your network.
This book is provided 'as-is'. The author is not responsible for any losses,
network intrusions, or other problems resulting from using the advice or
examples in this book, whether such problems are caused by typographical
errors, or mistakes on the part of the author. In short - check your work
carefully, and do not rely 100% on this book!
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Chapter 3 - NetWare
Tools Used in Filtering

iManager

Several NLM’s that ship with NetWare are commonly used in
helping you to set up filters or filter exceptions. Some simply allow
you to see what is happening, while others help you to make changes
to the configuration. The following utilities are very useful or
essential to working with BorderManager packet filtering.

Actually, iManager is not a file, but a complete web-based
management system based on the Apache web server running Java
and XML code. With BorderManager 3.7, you can use iManager to
add, modify or delete IP filters and exceptions. You can run
iManager only from a NetWare 6.0 or later server, and you do not
have to be running iManager from the BorderManager server.

FILTSRV.NLM

FILTSRV.NLM is a module that works in conjunction with
IPFLT31.NLM to provide filtering services. For BorderManager
versions prior to 3.7, you simply don’t worry about it. For
BorderManager 3.7, there are some FILTSRV command line options
you need to use in order to migrate data into NDS, and to back up
filters to a text file.

BRDCFG.NLM

For versions prior to 3.7, when you first set up BorderManager, you
are asked at one point if you want to set up the default filters to block
all traffic to the public IP address. This is essential to set up
BorderManager as a secure firewall! If you ever need to add the
default filters again, just LOAD BRDCFG at the file server console
and follow the prompts. To reset your server to have ONLY the
default filters, you should use FILTCFG to delete every filter and
filter exception entered, and then run BRDCFG as it will not delete
exceptions already present.
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CAUTION If you accidentally apply the default filters to the private
(internal) IP address, you must manually delete the filters and filter
exceptions that are configured or BorderManager will not function. Running
the BRDCFG program will not remove those filters, and all your traffic will be
blocked.

CONFIG (Not CONFIG.NLM)

Typing CONFIG at the server console will show the configured
LAN interfaces and addresses (and default route). It is a quick way to
see what is set up on the server. It does not show secondary IP
addresses or additional non-secondary IP addresses bound to an
interface. (Typing LOAD CONFIG or LOAD CONFIG /S at the
console produces a SYS:SYSTEM/CONFIG.TXT file that helps to
document your server).

CONLOG.NLM

CONLOG is used to capture all traffic on the server console to a text
file. LOAD CONLOG starts saving data to a file in SYS:ETC called
CONSOLE.LOG. Unloading CONLOG stops the capture and allows
you to view/edit the text file. CONSOLE.LOG is very useful in
conjunction with SET TCP IP DEBUG=1 to capture IP packets when
you are testing filter exceptions.

Note As of this writing, unpatched versions of NetWare 6.0 redirect TCP IP
DEBUG data to a special screen that cannot be captured to a file. This
problem should be fixed in NW6SP1. The data is supposed to be captured to
the Logger screen, which can be saved to a file on the DOS partition with the
F2 key.

FILTCFG.NLM

To view, export or configure filters and exceptions, type LOAD
FILTCFG at the server console.

Note Until BorderManager 3.7, the filters and filter exceptions are stored in
the SYS:\ETC\FILTERS.CFG file. If you want to experiment with creating new
filter exceptions, it is a good idea to make a backup copy of this file first. The
filters are also saved in server memory, until a server reboot, and creating a
new filter exception will bring back the old filter definitions if you accidentally
delete the FILTERS.CFG file.
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FILTCFG.NLM utility has a feature called Configure Interface
Options that allows you to define one of the interfaces as public and
another as private. Once you do this, the words (public) and (private)
are added to the network interface names when applying filters to
help you remember which interface is which.

If the interface names are incorrect, select an interface, and press the
Tab key to toggle the title ‘Public’ or ‘Private’ as needed.

Note With BorderManager 3.7, it can be critical to correctly define the
interfaces as Public or Private. All data to and from the Public interface as
defined here will be blocked if NDS is not available when the filters are
initialized.
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=
& rconsole

Filter Configuration Availahbhle Options

Configure Interface Options

Interface Name Status
PRIVATE Private
PUBLIC Public
UPTUNMEL Private

Figure 3-1 - FILTCFG - Configure Interface Options

The screenshot in Figure 3-1 shows FILTCFG.NLM on a
BorderManager 3.6 server being used to conveniently define
interfaces as Public or Private so that they are more easily identified
when setting up filters and filter exceptions. Even better is to name
the interfaces as PUBLIC and PRIVATE when setting up the server!

IPFLT.NLM / IPFLT31.NLM

IPFLT31.NLM is the module used to perform IP packet filtering. It is
automatically loaded by IPFLT.NLM if filtering is enabled in
INETCFG for IP. If you wish to see immediately if a communication
problem is being caused by IP filtering, type UNLOAD IPFLT at the
server console to disable all IP packet filtering. If communications
start working, then you have a filtering issue; if not — you have at
least some other issue (and may still have a filtering issue as well).
Unloading IPFLT opens up your BorderManager server
completely to hacking, so do this only as a quick test. After testing,
remember to LOAD IPFLT again.

SET TCP IP DEBUG=1

To view all IP packets hitting the server, type SET TCP IP
DEBUG-=1 at the server console.
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To stop viewing all IP packets, type SET TCP IP DEBUG=0 at the
server console.

SET FILTER DEBUG=0ON

This command, which works at the server console on BorderManager
3.x, brings up a menu of various TCP filter debugging commands
which can then be used to see a much more specific display of
filtering activity than the SET TCP IP DEBUG=1 command. On the
other hand, you don't see all the other things going on with IP packets
that the TCP IP DEBUG command can show. It is most useful when
trying to see specific filter discards on a production server where
there is so much traffic zooming by that you cannot easily find the
packets of interest if using TCP IP DEBUG. Use SET FILTER
DEBUG=OFF to disable the filter debug function. See Figure 4-4 in
the next chapter for an example of the filter debug output.

TCPCON.NLM

While not actually a filtering tool, this utility does let you view [P
routing information. Problems thought to be filter-related often end
up being routing issues, such as lacking a proper default route. Type
LOAD TCPCON at the file server console to start this utility.

Some useful features of TCPCON:

View the current routing table
See what ports on the server are ‘open’. (Some service is
listening on the port). Look in Protocol Information, TCP,
TCP Connections. Similar for UDP.

e View the ARP table. Look in Protocol Information, IP, IP
Address Translations.

VPNCFG.NLM

VPNCFG is used at the server console to begin configuring VPN
services. One of the options in VPNCFG is to create the filter
exceptions required for both Site-to-Site and Client-to-Site VPN’s to
function.

The default filter exceptions created with VPNCFG in
BorderManager 3.7 do not create the exception needed for Client-to-
Site VPN over NAT to function. Nor do the filters necessary for the
response traffic get created, or even the VPN Site-to-Site
communications. You have to create the exception yourself.
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Chapter 4 - Working with
Filters

This book would be far less useful without real-world examples to
view. The bulk of the remainder of this book provides various
examples that can be used easily by anyone with only an address or
interface change.

Backing Up and Restoring Filters and
Exceptions Prior to BorderManager 3.7

Until BorderManager 3.7, all filters and exceptions are stored in the
SYSAETC\FILTERS.CFG file. All custom filter definitions (service
types) are also stored in that file. However, the definitions for the
built-in filter exceptions supplied by NetWare are stored in the
SYSAETC\BUILTINS.CFG file. With rare exception, one of which
is shown in the Advanced chapter, you will not need to modify the
BUILTINS.CFG file. However, it is safest to treat both the
FILTERS.CFG and BUILTINS.CFG files as a matched pair.

Before making changes to the filters or filter exceptions, make a
backup copy of the FILTERS.CFG and BUILTINS.CFG file. Should
you need to put those filters and exceptions back in place, use the
following procedure:

1. UNLOAD IPFLT (disables IP packet filtering)

2. Copy back the FILTERS.CFG and BUILTINS.CFG files to
SYS:ETC.

3. REINITIALIZE SYSTEM (assuming you have filtering enabled
in INETCFG).

Backing Up and Restoring BorderManager
3.7 IP Filters and Exceptions

Because BorderManager 3.7 stores IP filtering information in NDS,
you cannot simply make copies of the BUILTINS.CFG and
FILTERS.CFG files. You must also export the NDS filters to a text
file. Once you have the filters backed up in a text file, you can re-
import them into NDS with the FILTSRV MIGRATE command.

As of this writing, Novell is to provide a patched version of
FILTSRYV that will provide the function shown below. This patched
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version might be on the International version of the BorderManager
3.7 CD, but it was not on the US version that was released on April
17,2002.

The FILTSRV_BACKUP FILTERS command should be available
with FILTSRYV version 1.60i, April 11, 2002, or later.

FILTSRV_BACKUP_FILTERS TEST.TXT

Type the command FILTSRV BACKUP FILTERS at the server
console while FILTSRYV is loaded, and the filters will be exported to
a text file in SYS:ETC called FILTERS.BAK. If you add a filename
to the end of the command, the filters will be exported to a file by that
name. The file will always be located in the SYS:ETC directory.

In order to restore the filters, copy the backup file to
SYSAETC\FILTERS.CFG, unload IPFLT, unload IPXFLT, and
Reinitialize System. The filtering information in FILTERS.CFG will
be added back into NDS. Note that if you add a filter exception with
iManager, you specify an NDS name for the filter object. However,
if you delete that object, and then restore it with FILTSRV
MIGRATE, a new, generic name will be created for the NDS object.
(In case you are looking at the NDS objects in ConsoleOne,
NWADMN32, etc.)
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The FILTSRV MIGRATE Procedure

You must perform a FILTSRV MIGRATE procedure after you install
BorderManager 3.7 before you see any filters or filter exceptions in
FILTCFG or iManager. You may also need to perform the FILTSRV
MIGRATE procedure in order to fix filtering issues, by manually
deleting the NDS objects in the NBMRuleContainer with
NWADMN32 or ConsoleOne.

The FILTSRV MIGRATE procedure relies on having a good
SYSAETC\FILTERS.CFG file as the information in that file will be
migrated into NDS. Once the data is migrated into NDS, FILTCFG
or iManager should be able to see the filters and filter exceptions.

It is essential that FILTERS.CFG is correct. 1 suggest you back up
FILTERS.CFG each time you have modified filters in case you need
to remigrate the filters later.

1. UNLOAD IPXFLT

2. UNLOAD IPFLT. Both IPFLT.NLM and IPFLT31.NLM
should unload. If IPFLT31 does not unload automatically, you
need to patch your server, but you can work around the issue for
now by disabling filtering in INETCFG, Protocols, TCP/IP and
Reinitialize System. Do not force FILTSRV to unload if
IPFLT31 is not unloaded or you will ABEND the server.

3. UNLOAD FILTSRV

4. LOAD FILTSRV MIGRATE. There should be a slight delay
as filtering information is written into NDS. There should be no
NDS errors on the server console or Logger screen if the
procedure was successful!

5. UNLOAD FILTSRV
6. LOAD FILTSRV

7. REINITIALIZE SYSTEM. Be sure IP and IPX filtering is
enabled in INETCFG.

8. Use FILTCFG to check that your filters and exceptions look
correct. If everything looks good, back up the FILTERS.CFG
file now.
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Viewing Filters in Action (TCP IP DEBUG)

Here is an example of some filtering being applied to packets at a
BorderManager server. The data was viewed using SET TCP [P
DEBUG=1 and captured using CONLOG.NLM.

LOCAL:pktid:39517 4.3.2.100->4.3.2.255 ttl1l:128 (UDP)
UDP:Source Port:137 (NETBIOS-NS) Destination Port:137 (NETBIOS-NS)

Discard Incoming: cause (FILTERING), reason(5)

Note See Novell TID 2953403 for some explanation of the reason codes for
filtering in the TCP IP DEBUG trace. Reason 5 simply means the data was
discarded due to a filter.

The above example shows a local broadcast from a PC with a host
address of 4.3.2.100. (4.3.2.255 is the broadcast address for that
subnet). The source and destination ports are 137, and the type of
packet is a NETBIOS name search request resulting from having the
Microsoft Client for Microsoft Networks installed on the PC without
it using WINS to locate services. The packet was filtered as it came
into the public interface on the BorderManager server (‘Discard
Incoming’).
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TCP DEBUG PING & DNS Example

Following are some TCP IP DEBUG traces captured with
CONLOG.NLM showing what happens with default filters enabled
when trying to ping WWW.NOVELL.COM. This configuration
involved using dynamic NAT on BorderManager and no proxies. The
workstation at 192.168.10.114 was configured with a default gateway
pointing to the BorderManager private IP address, and a DNS server
entry of 199.182.120.203.

RECEIVE:pktid:162 192.168.10.114->199.182.120.203 ttl:128 (UDP)
UDP:Source Port:1034 Destination Port:53 (DOMAIN)

Discard Outgoing: cause (FILTERING), reason(l)

The first thing that happened was that PING needed to resolve
WWW.NOVELL.COM to an IP address, and it failed because the
default filters don’t allow DNS requests through. The DNS packets
(UDP port 53) were dropped as they left the BorderManager server
(Discard Outgoing).

FILTCFG was loaded and a stateful filter exception for DNS over
UDP was configured and applied. The test was then repeated (in this
case using two DNS server entries — 199.182.120.203 and 4.3.4.1)

RECEIVE:pktid:192 192.168.10.114->199.182.120.203 ttl1:128 (UDP)
UDP:Source Port:1039Destination Port:53 (DOMAIN)

FORWARD:pktid:192 4.3.2.254->199.182.120.203 ttl:127 (UDP)
UDP:Source Port:59878Destination Port:53 (DOMAIN)

RECEIVE:pktid:193 192.168.10.114->4.3.4.1 ttl1:128 (UDP)
UDP:Source Port:1040Destination Port:53 (DOMAIN)

FORWARD:pktid:193 4.3.2.254->4.3.4.1 ttl:127 (UDP)
UDP:Source Port:59877Destination Port:53 (DOMAIN)

RECEIVE:pktid:19565 4.3.4.1->4.3.2.254 ttl:126 (UDP)
UDP:Source Port:53 (DOMAIN) Destination Port:59877

FORWARD:pktid:19565 4.3.4.1->192.168.10.114 ttl:125 (UDP)
UDP:Source Port:53 (DOMAIN) Destination Port:1040

(The DNS server at 4.3.4.1 responded before the one at
199.182.120.203 did, and the DNS information was passed back to
the PC at 192.168.10.114. Now the PC knows that the IP address of
WWW.NOVELL.COM is 137.65.2.11, and it begins to ping it).
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RECEIVE:pktid:194 192.168.10.114->137.65.2.11 ttl:32 (ICMP)Echo Request
Discard Outgoing: cause (FILTERING), reason(l)

RECEIVE:pktid:196 192.168.10.114->137.65.2.11 ttl:32 (ICMP)Echo Request
Discard Outgoing: cause (FILTERING), reason(1l)

RECEIVE:pktid:197 192.168.10.114->137.65.2.11 ttl:32 (ICMP)Echo Request
Discard Outgoing: cause (FILTERING), reason(l)

RECEIVE:pktid:198 192.168.10.114->137.65.2.11 ttl:32 (ICMP)Echo Request
Discard Outgoing: cause (FILTERING), reason(l)

ICMP (PING) packets now go to the BorderManager server, but they
are filtered on the way out of the private interface because there is no
filter exception for ICMP packets with the default filters in place.

Next, a filter exception was set up to allow ICMP through, and the
test was repeated. Multiple PING packets were sent to a host at
4.3.2.1. Only some of the traffic is shown.

RECEIVE:pktid:296 192.168.10.114->4.3.2.1 ttl:32 (ICMP)Echo Request
FORWARD:pktid:296 4.3.2.254->4.3.2.1 ttl:31 (ICMP)Echo Request

>4.3.2.254 ttl1:255 (ICMP)Echo Reply

RECEIVE:pktid:296 4. 1-
4. 1->192.168.10.114 ttl:254 (ICMP)Echo Reply

3.2.
FORWARD:pktid:296 3.2.

After adding a filter exception for ICMP, the PING traffic looks
normal. The PC at 192.168.10.114 sends an ICMP packet to 4.3.2.1.
Dynamic NAT regenerates the packet as coming from its public IP
address 4.3.2.254 and sends it on. The host at 4.3.2.1 responds and
sends a reply to 4.3.2.254, and dynamic NAT returns that response to
the original requester by regenerating the packet with the destination
address of 192.168.10.114.
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Browsing Example — No Proxy Configured

Preferences

LCategaony:

Here is an example of what the default filters do when someone tries
to browse the Internet without using the HTTP Proxy. The (Netscape)
browser at host 192.168.10.114 was configured for a “Direct
connection to Internet” (no proxy) as shown in Figure 4-1.

]|

=

- Mavigatar

Languages

Applications

Smart Browszing

- M ail & Mewszgroupsz
- Roaming Access

- Composger

- Offline

Configure prosies o access the Internet

A nebwork, prosy 1z used to provide additional securty between pour
computer and the [nternet [uzually along with a firewall] and/or to
increase performance between netwaorks by reducing redundant braffic
wia caching.

* Direct connection to the Intemet

" Manual prowy configuration = |

" Automatic prosy configuration

Configuration location [UBL]: I

Helmad |

| ] I Cancel Help

Figure 4-1 - Netscape Configured without Proxy settings

The same output could have been generated using any other browser
set for direct connection to the Internet, as long as Transparent Proxy
was disabled on the BorderManager server.
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FORWARD:pktid:247 4.3.2.254->4.3.4.1 ttl:127 (UDP)
UDP:Source Port:59873Destination Port:53 (DOMAIN)

RECEIVE:pktid:24136 4.3.4.1->4.3.2.254 ttl:126 (UDP)
UDP:Source Port:53 (DOMAIN) Destination Port:59873

FORWARD:pktid:24136 4.3.4.1->192.168.10.114 ttl:125 (UDP)
UDP:Source Port:53 (DOMAIN) Destination Port:1049

RECEIVE:pktid:248 192.168.10.114->137.65.2.118 ttl:128 (TCP)

TCP:SYN Source Port:1050,

UrgPtr:0
Discard Outgoing:

Dest Port:80 Sequence No.:3202996 Ack No:0 Window:8192

cause (FILTERING), reason(l)

The DNS exception set up earlier allows WWW.NOVELL.COM to
be resolved to an IP address, but then the browser times out because
the default filters block HTTP (port 80). The default filters do not
allow traffic to automatically go from the private IP address to the
public IP address.

The HTTP Proxy works differently by regenerating its HTTP port 80
traffic directly onto the public IP address, where it is allowed out by
the default filter exceptions.
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Browsing Example — Proxy Configured, Default Filter Exceptions

In this example, the proxy is configured to use the HTTP Proxy,
instead of trying to bypass it.

M anual Proxy Configuration |

— Servers
Type Addrezs of proxy server to uze Fart
HTTP:  [19216810.252 3 EEN
Secuity:  [1392168.10.252 :[Bos0
ETF: |1 92.168.10.252 : |snen
Socks: | :[1080
Gopher:  [192.168.10.253 3 B
wals: | [0

— Erceptionz
Do not use proRy zervers for domaing beaginning with:
127.00.1,192.168.10.252 ﬂ
Ilze commas [.] to separate entries.

ITI Cancel |

Figure 4-2 - Netscape Configured to Use HTTP Proxy

The screenshot shown in Figure 4-2 shows the browser proxy settings
used for the following trace.
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RECEIVE:pktid:254 192.168.10.114->192.168.10.252 ttl1:128 (TCP)
TCP:ACK Source Port:1046, Dest Port:8080 Sequence No.:3185555 Ack No:2873913276

Window:8208 UrgPtr:0

LOCAL:pktid:254 192.168.10.114->192.168.10.252 ttl1l:128 (TCP)
TCP:ACK Source Port:1046, Dest Port:8080 Sequence No.:3185555 Ack No0:2873913276

Window:8208 UrgPtr:0

RECEIVE:pktid:9490 137.
TCP:ACK Source Port:80,
Window:64494 UrgPtr:0

<some text deleted>

65.2.118->4.3.2.254 ttl:114 (TCP)
Dest Port:2422 Sequence No.:727352340 Ack No:2878541653

LOCAL:pktid:9490 137.65.2.118->4.3.2.254 ttl:114 (TCP)

TCP:ACK Source Port:80,
Window:64494 UrgPtr:0

Dest Port:2422 Sequence No.:727352340 Ack No:2878541653

The browser makes requests to the HTTP Proxy at 192.168.10.252
using port 8080. The HTTP Proxy regenerates the requests on its
public IP address of 4.3.2.254 and receives responses on that port.
Eventually it builds up a complete ‘node’ (HTTP entity) in its cache
and then sends all that data back to the browser on port 8080 (not
shown). Alternatively, the data is not retrieved from the origin host
and is instead retrieved from cache.

Notice in the example above how there is no routing of port 8080 to
the Internet. Traffic between the originating PC is using port 8080,
but the HTTP Proxy uses standard HTTP port 80 when it talks to the
web server at 137.65.2.118.
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Filter Debug
DEBUG

- An Alternative to TCP IP

If you have ever used SET TCP IP DEBUG=1 on a production server
with a lot of traffic crossing it, you know how much information can
fly by in a few seconds, obscuring the packet or two of interest to
you. There is a way to view individual packets being filtered as they
occur without seeing all the non-filtered traffic. Use the following
command to enable the filter debug options, and choose the option of
interest. As with any debug option, this option should not be left
enabled on a production server.

SET FILTER DEBUG=0ON

Note The Filter Debug setting is a feature of the IPFLT31.NLM filtering
module, and therefore filtering must be enabled to use the command.
BorderManager 2.1 servers did not contain a version of IPFLT31.NLM that
provided this capability.
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"% rconsole _ (O] %]

Warning: Do
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set

one

ipf 1t_debug_help (Display help messages)
ipflt_debug_off (Disahle all filter debug
ipflt_debug_on CEnahle packet forwarding filter debug?
ipf 1t _route_debug CEnahle routing filter debug?

Filter Debug set to ON

BORDERL :

MOT enable debug on production server ...
Filter Debug=on~off

IPF Forward Filter Debug=1-8

IPF Digscard Filter Debug=1-8

TCP Forward Filter Debug=1-8
TCP Discard Filter Debug=1-8
UDP Forward Filter Debug=1-0
UDP Discard Filter Debug=1-8
ICHF Forward Filter Debug=1-8
ICHP Discard Filter Debug=1-8
SKIP Forward Filter Debug=1-8
SHKIP Discawrd Filter Debug=1-8
Othersz Forward Filter Dehug=1-8
Others Discard Filter Debug=1-8
Route Filter Debug=1-8

Route Allow Filter Debug=1-8
Route Deny Filter Debug=1-8

theze keywords helow at the server console:

Figure 4-3 - SET FILTER DEBUG=0ON

This command should bring up a list of options as shown in Figure
4-3. Enable the option of interest with the command shown. With
these commands, you can have more control over debug traffic
reported. 1 personally found the SET TCP DISCARD FILTER
DEBUG=1 to be the most useful of the options, though occasionally
it is useful to use the ICMP discard or forward option.

You can turn several options on at the same time.

The value of the FILTER DEBUG output is that you have a chance of
concentrating on a particular type of discard, while being able to
ignore all the rest of the traffic flowing through a busy server. This
value is also a potential problem — you can miss other traffic that
might be useful for troubleshooting. Still, if you must debug a new
filter exception during production hours on a busy server, this option
may be the only reasonable way to see what the filters are stopping.

Be sure to disable the command when done using the SET FILTER
DEBUG=0OFF command.

Some experimentation will be necessary to understand the Filter
Debug options.
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Filter Debug Example Output

The following example was generated by trying to FTP from an
internal host to an FTP server at 4.3.2.2, without having a filter
exception to allow FTP outbound.

"% rconsole [ _ O]

=1 Cllel B 5/5 A

QUTBOUND packet to 'Discard™

Protocol Type=C(TCP>» Protocol Flag=(SYHN>

Source Address=<192.168.10.254> Destination Address=C4_.3.2.2>

Source Port=(2281> Destination Port=<21>
TOS={(Dynamic Destination TOS={ftp-—controll
Interface=(2> Destination Interface={3>
Circuit=(22569> Destination GCircuit={16474>

Source GrouplD={-713807882> Destination GrouplD=<{-712316874>

Dizscard filter rule from "Filters" li=t

Filter Protocol Type=<IF»

Source Interface Type={Any> Destination Interface Type=C{BOARD}
Source Address=<{Any Address? Destination Address=C(Any Address>
Source Interface Humber=C(B8)> Destination Interface Humhewr={3>
Source Port Range=(@-0)> Destination Port Range=C(@8-@)
Source TOS5=(Rezerved> Destination TOS=CRezerved>

Source Group Hame={Monel Destination Group Hame={Nonel
Source Group ID={(@% Destination Group I1D=C{B@>

Source RHemote System ID=C(Mone} Destination Remote System [D={Honel
Source Civcuit=(@> Destination Ciprcuit=(@>

BORDER1 :

Figure 4-4 - FILTER DEBUG Capture Example

The example shown in Figure 4-4 shows a single TCP packet being
filtered, after using the commands

SET FILTER DEBUG=0ON
SET TCP DISCARD FILTER DEBUG=1

This example shows an FTP request (note destination port
number=21), being filtered in the outbound direction (Note source IP
address of 192.168.10.254 is inside the LAN, while destination IP
address 4.3.2.2 is outside the LAN). The source port was 2201,
which is ‘randomly’ assigned as a high port. The source interface
was 2, (which is the private interface), and the destination interface
was 3, (which is the public interface).
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NCF Files To Use With SET FILTER
DEBUG=ON

I have provided these examples for your use. I think you will find
them useful to capture filter debug information and display it easily.

T1.NCF (Turn On Debugging and Capture the Results)

Rem This NCF file starts IP filter debugging and logs the screen results
Rem to a file with CONLOG. Type in Tl to start the debug and TO to stop it.
Rem Uncomment the lines below to start the desired debug options.

Unload CONLOG

LOAD CONLOG MAX=100

SET FILTER DEBUG=ON

SET TCP DISCARD FILTER DEBUG=1

rem SET UDP DISCARD FILTER DEBUG=1

rem SET ICMP DISCARD FILTER DEBUG=1

TO.NCF (Turn Off Debugging and Display the Results)

Rem This NCF file stops IP filter debugging and displays the logged results
Rem by using EDIT. Type in Tl to start the debug and TO to stop it.

Rem If you want to use CONLOG after running this NCF file, you must

Rem restart it manually. (LOAD CONLOG MAX=100)

Unload CONLOG

SET FILTER DEBUG=0ff

SET TCP DISCARD FILTER DEBUG=0

SET UDP DISCARD FILTER DEBUG=0

SET ICMP DISCARD FILTER DEBUG=0

LOAD EDIT SYS:ETC\CONSOLE.LOG

Be sure to remember to reload CONLOG after using the TO.NCF
commands if you normally use CONLOG and wish to continue
console logging.

Note NetWare 6.0 redirects FILTER DEBUG data to the Logger screen, and
the Logger screen cannot be captured with Conlog. However, the Logger
screen can be captured to a DOS file (C:\NWSERVER\LOGGER.TXT) use
the F2 key. The Logger screen can also be scrolled with the PageUp and
PageDown keys. Press F1 while viewing the Logger screen for help with the
Logger screen options. If you need to copy the LOGGER.TXT file, you can
use TOOLBOX.NLM. You could even view the file (and cut-and-paste the
contents to another file) with EDIT.NLM. TOOLBOX is a utility supplied by
Novell, and it can be downloaded from http://support.novell.com.
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Making a Custom Filter Exception in
FILTCFG.NLM

Part 1, Starting To Make A Filter Exception

This example shows how to set up a custom filter definition. For the
purpose of this book, the example shows a meaningless stateful TCP
filter exception being defined for all source ports 1024 through 65535
and destination port 999. This exception is simply being used as an
example of how to create a filter exception where you also have to
define a custom filter definition because it doesn’t exist in the list of
predefined filters supplied by Novell with BorderManager.

-
5 rconsole

e = Gl|El@| B EfE Al

Filter Configuration Available Options

onf igure TCPA/IP Filters

Configure IPH Filters

Configure AppleTalk Filters

Configure Source Route Bridge Filters
Save Filters To A Text File

Configure Interface Options

Figure 4-5 - FILTCFG - Main Menu

At the server console, type LOAD FILTCFG.
Select Configure TCP/IP Filters
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-
5 rconsole

e = L@ B Al

Filter Configuration Available Options

TCP/IP

Globhal IP Logging Enabhled
Outgoing RIP Filters Enabhled
Incoming RIP Filters Enabhled
Outgoing EGP Filters Enabled
Incoming EGPF Filters Enabled
0SPF External Route Filters Enabhled

Packet Forwarding Filters Enabhled

Figure 4-6 - FILTCFG - Select Packet Forwarding Filters

Select Packet Forwarding Filters

=
& rconsole

TCP/IP

Packet Forwarding Filters

Status: Enabled

Action: Deny Packets in Filter List
{Permit Packets Mot in Filter List>

Filtewrs: (List of Denied Packets>
G S LLIEEC Lict of Packets Alwaysz Permitted>

Figure 4-7 - FILTCFG - Select List of Packets Always Permitted

Select List of Packets Always Permitted to create a new filter
exception.
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m%rcunsnk

The Highlighted Filter Will Forward The Following TCPAIP Packets:

Packet Type: <ANY> (Protocol - IP>
Source: Interface — {All Interfaces>
All Circuits
Host Address — 4_.3.2_254
Destination: Interface — PUBLIC
All Circuits
Any Address
Logging: Disabled

Exceptions: Packets Always Permitted

Source Circuit Dezstination Circuit
KAll Interfaces>

Accel—Auth <All Interfacesz>
dynamicAtcp <A1l Interfaces>
dynamic/udp <A1l Interfaces>
ipxs/top <All Interfaces>
UPN-AuthGY <A1l Interfaces>

Figure 4-8 - FILTCFG - Filter Exception Menu

The screenshot shown in Figure 4-8 shows the first of several filter
exceptions. From this menu, you can create, delete and modify
existing filter exceptions, except that you cannot directly modify the
definitions for the ‘built-in’ definitions.

Press the Insert key to create a new filter exception.
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'15 rconsole _ (O] %]

[aue =l CI|E || ) Al

Source Interface Type: Interface

Source Interface: All Interfaces?

Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: <All Interfaces>
Destination Circuit:

Packet Type: <ANY > Protocol: IP
Src Portiz): Dest Portizi:
ACK Bit Filtering: Stateful Filtering: Disabled

Src Adder Type: Any Address
Src IP Address:

Dest Addr Tupe: Any Address
Dest IP Address:

Logging: Disahbhled
Comment =

Figure 4-9 - FILTCFG - Select Source Interface

Select Source Interface, and choose your internal (private) network
interface card. (Stateful filter exceptions for outbound traffic are best
applied from the internal network interface to the external network
interface).
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'15 rconsole _ (O] %]

[aue =l CI|E || ) Al

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface

Destination Intewrface: All Interfaces>

Destination Circuit:

Packet Type: <ANY > Protocol: IP
Src Portiz): Dest Portizi:
ACK Bit Filtering: Stateful Filtering: Disabled

Src Adder Type: Any Address
Src IP Address:

Dest Addr Tupe: Any Address
Dest IP Address:

Logging: Disahbhled
Comment =

Figure 4-10 - FILTCFG - Select Destination Interface

Next, select Destination Interface, and choose your external (public)
network interface card
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'15 rconsole _ (O] %]

e = L@ B Al

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Define Exception

Packet Type:
Src Portiz):
ACK Bit Filtering:

Src Adder Type:

Src IP Address:
Dest Addr Tupe:
Dest IP Address:

ANY > Protocol: IP
Dest Portizi:
Stateful Filtering: Disabled
Any Address
Any Address

Disahled

Figure 4-11 - FILTCFG - Define Exception Packet Type

You should now have your private and public interfaces configured
and are ready to define the type of exception to apply to them.

Note The steps for selecting source and destination interface are important
for stateful Filters. What this example does is set up the filter exception to be
applied to any packets coming from the private network interface card to the
public network interface card. This way you don’t have to worry about IP
address changes on the interfaces themselves, and the filter (in this case a
filter exception) will only function in the outbound direction. Because the filter
exception is to be defined as stateful, BorderManager will automatically keep
track of the return traffic and allow it in, without having to set up an additional
filter exception to allow Dynamic TCP or Dynamic UDP ports (essentially any
port number from 1024 up) through the firewall.

Select Packet Type and press Enter.
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'15 rconsole M=l E

e o ClEe 3 2fF Al
Defined TCP-IP Packet Types

Mame Protocol 8prc Port{s> Dst Portdsz) Comment
ANY > I1F A1l TCPAIP Services
Accel—Auth TCP <Al1l> 443 Accelerator Authenticati
aurp uDp <All> AppleTalk AURP
hootpec UuDp <Al1l> Bootstrap Protocol Clien
hootps UuDpP <All> Bootstrap Protocol Serve
bordergu UDP <All> Border Gateway Protocol
chargen TICP <A1l Character Generator
chargen udp Unp <A11> Character Generator Ouer
cm TCP <Al1l> Remote Command Execution
DHCP Client ST UDP <All:
discard ICP
discard-udp UuDp Discard Over UDFP
dns tcp—st TICP Stateful DNS Over TCP
dnz. udp UDp Domain Hame Server
dnssudp—=st uDp Stateful DNS Ouer UDP
domain Uupp Domain Mame Server

¥ |domainstcp TCP Domain Mame Server Quer

Figure 4-12 - FILTCFG - Create a New Packet Type

The figure above shows the point where you should not find any pre-
defined filter definitions matching your requirements, and so you
must create your own definition.

Note Your list of packet types will probably not match the one shown in
Figure 4-12. The example shown is from a test server where many custom
exceptions have already been added.

It is at this point that you have the choices seen at the bottom of the
FILTCFG menu — Select an existing packet type, Create a new one,
or Modify an existing packet type. Note that you are not allowed to
modify the pre-defined packet types (‘built-ins’) supplied with
BorderManager. (However, you can manually modify the
SYSAETC\BUILTINS.CFG file if you need to).
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Part 2, Defining a New Filter Definition

Starting from the last point in Part 1 above (Figure 4-12), you should
be at the list of defined TCP/IP packet types in FILTCFG.NLM.

Press the Insert key to add a new filter definition.

'15 rconsole _ (O] x|

[ao = DiE|@| B @fE Al
Defined TCP~/IF Packet Types

Protocol Src Port<s> Dst Portis> Comment

Hame :
Protocol: {lUnspecified?
Source Portis):

Destination Port(s):

ACK Bit Filtering:

Stateful Filtering: Disabled
Comment : (Unspecified?

di
discard udp Discard Ouer UDFP
dnsstcp—st Stateful DNS OQuer TCP
dns udp Domain Name Server
dnsudp—st Stateful DNE Over UDP
domain Domain Name Server

¥ |domainstcp Domain Mame Server Quer

Figure 4-13 - FILTCFG - Enter Packet Type Name

The menu for defining your own filter definition comes up. Select
Name, and enter a descriptive title. (You can edit this name later by
re-selecting the filter definition and pressing F3).

Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 99
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 4 - Working with Filters November 27, 2002

'15 rconsole M=l E

e o ClEe 3 2fF Al
Defined TCP-IF Packet Types

Protocel 8Spc Port{s> Dst Portdz> Comment

Name = test—tcp—st—
Protocol: CUnspecified>
Source Portisd:

Destination Portis):

ACK Bit Filtering:

Stateful Filtering: Disabled
Comment = (Unspecified?

di
discard-udp Discard Over UDFP
dns tcp—st Stateful DNS Over TCP
dnz. udp Domain Hame Server
dnssudp—=st Stateful DNS Ouer UDP
domain Domain Mame Server

¥ |domainstcp Domain Mame Server Quer

Figure 4-14 - FILTCFG - Enter Packet Type Protocol

After entering a descriptive name for the filter definition, select
Protocol and press Insert.
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'15 rconsole _ (O] %]

[aue =l CI|E || ) Al

Protocol Src Portdsd Dst Portis> Comment

Define TCPAIF Packet Tuype

IP<@A>
ICHP{1 >
IGHP {2

CP<{6>
uDpP<1?s

i
discard udp Discard Ouver UDFP
dns tcp—st Stateful DNE Over TCP
dnsudp Domain Hame Server
dnssudp—=st Stateful DNS OQuer UDP
domain Domain Name Server

¥ |domain~tcp Domain Mame Server Quepr

Figure 4-15 - FILTCFG - Select Protocol

Select the desired protocol, in this case TCP(6) and press Enter.
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15 rconsole Hi=] E3

= clle ) 515 Al

Protocol Src Portd(s) D=t Port(s> Comment

Mame =

Protocol:

Source Portdsh: 1824-65535
Destination Portd{s)>: <{All>

ACK Bit Filtering: Dizabled
Stateful Filtering: Diszabled
Comment = CUnspecified>

discardsudp Discard Ouer UDP
dnsstcp—=st Stateful DNS Ouver TCP
dnssudp Domain Hame Server
dnsAudp—st Stateful DNS Over UDFP
domain Domain Hame Server

¥ |domainstcp Domain NHame Server Quer

Figure 4-16 - FILTCFG - Enter Source Port

Select Source Port(s), and enter one port number or a range of port
numbers. In this example, all the port numbers between 1024 and
65535 are to be allowed as source ports, so enter 1024-65535.
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'15 rconsole _ (O] %]

= el @ )5 Al

Protocol Src Portdsd Dst Portis> Comment

Mame = test—tcp—st
Protocol: ICP

Source Portisd: 1824-65535
Destination Portisd: ¢

ACK Bit Filtering: Disahled
Stateful Filtering: Disabhled
Comment : (Unspecified?

i
discard udp Discard Ouver UDFP
dns tcp—st Stateful DNE Over TCP
dnsudp Domain Hame Server
dnssudp—=st Stateful DNS OQuer UDP
domain Domain Name Server

¥ |domain~tcp Domain Mame Server Quepr

Figure 4-17 - FILTCFG - Enter Destination Port

After entering the source port or port range, select Destination
Port(s) and enter a value of 999.
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'15 rconsole M=l E

e =1 cileley B 505 Al

Protocel 8Spc Port{s> Dst Portdz> Comment

Define TCP-IF Packet Type

Name = test—tcp—=st

Protocol:
Source Portd(s Stateful Filtering:

Destination P

ACK Bit Filte Disahled

Stateful Filt L

Comment = Enabled for Active FIP only <FPORT>
di Enabled for Passive FIP only <PASU)>
discard-udp u ard Over UDP
dns tcp—st TICP Stateful DNS Over TCP
dnz. udp UDp Domain Hame Server
dnssudp—=st uDp Stateful DNS Ouer UDP
domain Uupp Domain Mame Server

<A
Ac

¥ |domainstcp TCP <A1l 53 Domain Mame Server Quer

Figure 4-18 - FILTCFG - Specify Stateful Filtering

Next, select Stateful Filtering, and then select Enabled from the
menu option.
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'15 rconsole M=l E

e =1 cileley B 505 Al

Protocel 8Spc Port{s> Dst Portdz> Comment

Name = test—tcocp—=st

Protocol: TCP

Source Portisd: 1824-65535

Destination Portis>: 999

ACK Bit Filtering: Disahled

Stateful Filtering: Enabled

Comment = Btateful Test Filter for TCPF Protocol

di
discard-udp Discard Over UDFP
dns tcp—st Stateful DNS Over TCP
dnz. udp Domain Hame Server
dnssudp—=st Stateful DNS Ouer UDP
domain Domain Mame Server

¥ |domainstcp Domain Mame Server Quer

Figure 4-19 - FILTCFG - Comment the New Definition

Finally, select Comment, and enter a good description of the filter
definition. It might be a good idea to enter a date and your initials to
make custom filter definitions easier to track. You can edit a
definition later by selecting it and pressing the F3 key.

Press Escape to save the new definition.
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'15 rconsole _ (O] %]

= el @ )5 Al

Mame Protocol Src Portdsd Dst Portis> Comment

smtp TCP <A1l 25 Simple Mail Transfer Pro

smtp—st TCP <All> 25 Stateful SMIP

snmp uDpe <All> Simple Metwork Managemen

snmp—trap UDe <A1l

tcp TCP <All> Transmission Control Pro

telnet TCP <All>

telnet—st TCP <All> Stateful Telnet

termaeru—ot TCP (Hll) Stateful Termlnal Servic

tftp <Hll> Trivial File Transfer Pr

timesync <Al1l> timesync

udp <All> User Datagram Protocol

uucp <All> Unix Te Unix Copy Protoc

uucp—path <All> UUCP Path Service

vnc—st conB 182465535 Stateful UNC for screen

UPN-AuthGY TICP <All> UPN Client Authenticatio
¥ |UPN-KeepAlive UDe <A1l UPN Client Keep Alive an

Figure 4-20 - FILTCFG - Updated Packet Type List

The new definition appears in the list of available filter definitions.

Press Enter to select this new definition to insert it into your filter
exception.
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Part 3, Finishing the Filter Exception

After creating the new filter definition in Part 2 above, pressing Enter
actually applies it to the filter exception being created. All you need
to do now is to set source and destination IP addresses, and, if
desired, add a useful comment, and save the changes. In this example,
no source or destination IP address is used.

'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: test—tcp—st Protocol: TCP
Src Portis): 182465535 Dest Portisi: 299
ACK Bit Filtering:- Disabled Stateful Filtering: Enabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = ezt stateful exception for outhound tcp port 999

Figure 4-21 - FILTCFG - Add Comment for New Exception

Select Comment, and add as descriptive a comment for this filter
exception as possible. This is important as you can easily lose track
of what an exception was intended to accomplish. Be sure to press
Enter when done typing.

Note Unfortunately, FILTCFG does not let you specify a range of IP
addresses for source or destination IP address. If you cannot use a subnet
to define a range, you need to set up individual filter exceptions for each IP
address you need.

Press Enter to save the comment.
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Press Escape.

'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface

Destination Intewrface: FU

Destination Circuit: Save Filter?

Packet Type: test—tcp—st TGP

Src Portis): 182465535 LES H 9299
ACK Bit Filtering:- Disabled Filtering:= Enabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = ezt stateful exception for outhound TGP port 999

Figure 4-22 - FILTCFG - Save New Filter Option

If you want to save this filter exception, select Yes at the Save
Filter? Prompt.
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The Highlighted Filter Will Forward The Following TCP~IF Packets:

Packet Type: test—tcp—-st (Protocol — TCP, Dest Port — 2972, Src P __.
Source: Interface — PRIUATE
All Circuits
Any Address
Destination: Interface — PUBLIC
All Circuits
Any Address
Logging: Dizabhled

Exceptions: Packets Always Permitted

Source Circuit Packet Type Destination Circuit
<All Interfaces> > PUBLIC
UATE

dynamic/tcp <A1l Interfaces>
dynamicudp <All Interfaces>
ipxstep <A1l Interfaces>

= Accel—Auth <All Interfaces>

Figure 4-23 - FILTCFG - New Filter Active in List of Packet Filter Exceptions

The new filter exception should appear in the filter exception list, and
should go into effect immediately.

Note It might sometimes be necessary to reinitialize system, or possibly
UNLOAD IPFLT, and then LOAD IPFLT, but this is not normally needed.

Should you wish to make changes to this custom exception, select it,
select Packet Type, and press F3 to modify the definition.
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Making a Custom Filter Exception in

iManager

BorderManager 3.7 can make use of the iManager browser-based
GUI interface, available on NetWare 6.0 or later server, to manage
filters. Only IP (not IPX or Appletalk) filtering information can be
managed with iManager, because only IP filtering information is
migrated into NDS in BorderManager 3.7.

A BorderManager 3.7 installation should automatically extend the
NDS schema and produce a new NDS container called
NBMRuleContainer. After installing BorderManager 3.7, you should
use the following command (once) at the server console to migrate
existing filters and filter definitions from the FILTERS.CFG and
BUILTINS.CFG files into NDS, into the NBMRuleContainer
c

LOAD FILTSRV MIGRATE

t
ainer.

T

When BorderManager is installed on a NetWare 6 server, iManager
should show a new option called NBM Access Management.

Note Troubleshooting and configuring iManager if you do not see the option
for is not within the scope of this book, but is covered in my book “A
Beginner's Guide to BorderManager 3.x". See details at
http://nscsysop.hypermart.net or http://www.caledonia.net. That book
also describes how to configure a non-BorderManager NetWare 6.0 server to
show the new filter management interface.
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Start iManager

Go into the iManager interface by pointing your browser at the
NetWare 6 server and entering the following URL. Substitute your
BorderManager server’s private IP address for the one shown in the
example below.

https://192.168.10.3:2200

Note 2200 is the default iManager port number. Yours could be different.

4} Novell® Web Manager - Microsoft Internet Explorer i ] 4
J File  Edit “iew Favorites Toolz  Help | ;1.'

J @ Back - \_/l - \ﬂ @ _;\J | /._-j Search ‘i"\'\/ Favirites @Media {:‘3‘ )~ "f oo _.J @ ‘3

| Address [i&] hips://192.168.10.3:2200 | B Go | [Links | | Norton antivins £ -

NetWare, Web Manager

[E Novell.

Select a service to administer

Movell® eDirectory™

BMEIREWALL

NetWare® Remote Manager
EMEIREWALL

eDirectory™ iManager
BMFIREWSLL

[&] Done [ |2 [ inemet v
Figure 4-24 - NetWare Web Manager Main Menu

You should have the option to enter iManager on the server. Select
that option.
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Next, you should be prompted to log in to iManager.

a Movell iIManager - Microzoft Internet Explorer - |EI|5|
J Fle Edit “iew Favortes Tools  Help | ﬁ'
J @Back - -'\J - @ @ \'_;j|p58arch '-E:\?‘Favorites eMedia @ D}E- .,:__;,, E - |_.J @ .ﬂ
J.-’-‘«eressl@ https:.f.n"ISZ'I88.1D.3:22DDJBMFrame;"webacc?taskld=fw..ﬁ.uthenticateFolm&mej Go JLinks » JNortonAntNilus Q -
Novell iManager — =
Novell.
e ™
User Mame:
Iadmin
Fassword:
I......
Context:
Insc:
Tree:
|sysop
Login
e S M —
[~
[&] Dore [ & [ Inemet v

Figure 4-25 - iManager Login Screen

Log into the server, and you should then see various iManager
options.
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If the BorderManager Java files were correctly installed on the server,

and the schema was properly extended, you should see an option for
NBM Access Management.

a https:/£192.168.10.3:2200/eMFrame/webacc ?taskld=dev_E mptykmerge=fw.Mainkll s

=101 ]

| &
[ @ rack - () - %] B] 0| D seanh ¢ Fawies @PMeda €| 02 o @ - @ B
| #ress [ €] ramewebacc Taskld=dev Emplytmerge=tw Maintlser contest=amihinnesi = | (69 Go || Links
Novell iManager

= gEE: @ @ Novell.

Iz=r aamn pas.awop.

J Ele Edit Miew Favortes Tools  Help

JNortonAntNirus -

DHCP Manag: t \.II we ]
[+ DHS Managelllent

® W WL N
Wardond. A

eDirectory Administration
iPrint Management

License Manage ment You are currently logged in a5 user admin.nsc

1 NBM Access Management in the Movell Directory Services tree sysop
FilterConfiguration
Please select a task on the left,

4 |
[&] I_I_E|ﬂ Internet
Figure 4-26 - iManager Main Menu, with NBM Access Management Option

alz

Select the NBM Access Management link on the left to expand it.
You should have a link called FilterConfiguration.

Select the FilterConfiguration option to begin using iManager to
configure IP filters in BorderManager 3.7.
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You will have to browse to a BorderManager 3.7 server and select it
to continue.

a eDirectory Object Selector - Microzoft Internet Explorer - |EI|5|

Browse Search

Contents: (click name to select)

Look in:
InS': LS {up one lewel)
(Exampla: nowell) E BMF | REMALL
Look for name: ¥ 2 Nowell+BorderivBnager Access Control+370
I* ¥ ' HNowell+BordervBnager Authentication Services+370
(Evample: A7, Lar®, Bob) ¥ & Nowell+Barderhanager Client WP N+370
¥ & Nowell+BordervBnager Gateways+370
Look for type: ¥ 2 MNowell+BordervBnager Proxy+370
Senver £

2 MNowell+BorderivBnager Site to Site WPHN+370

a
¥ 959 Role Based Service
Browse

¥ ﬁ MBMFuUle Container

Figure 4-27 - iManager Browse Screen for BorderManager Server Object

The screenshot shown in Figure 4-27 above shows the browser applet
being used in Browse mode to find a BorderManager server. In this
example, a server called BMFIREWALL will be selected in a
container called NSC.

You can choose any BorderManager 3.7 server in your NDS tree.
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a https://192.168.10.3: 2200/eMFrame/webacc ?taskld=dey.E mptykmerge=fw_M ainklser co - | Ellil
J File Edit “iew Favortes Tool: Help | -,'

J e Back - \_) 4 |ﬂ @ \-_;j | /':\J Search ‘:,'i'(\-‘ Favorites eMedia {:‘3‘ [-':v :; E - _J (@ ﬁ

J.&eress I@ rame!webacc?task|d=dev.Empt_l,l&melge=fw.Main&User.context=r_l,lquhiwne.i‘-.ij Go |J Liriks »|J Martan Anthinus E -

_Novell jManageL

@ @ Novell.

Iz=r aamin.pacsiwsep.

DHCP Management % Border Manager Filter Configuration

DNS Management

eDirectory Administration Select the server for filter configuration

iPrint Management BorderManager server:
License Management BMFIREWALLnsC
=] NBM Access Manage ment oK | cancel Help |
FitterConfiguration
|@ I_I_E|ﬂ Internet 4

Figure 4-28 - BorderManager Server Selection in FilterConfiguration Menu

Once you have browsed to a BorderManager 3.7 server, it should
show up in the selection menu as shown above in Figure 4-28.

Click on OK to continue.
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Once you have selected a BorderManager 3.7 server, you should see a

menu option allowing you to configure various types of filters or
exceptions.

4} https://192_168.10.3:2200/eMFrame/webacc ?taskld=dev. Emptykmerge=fw. Main&ll's -0l x|
J File Edit “iew Favortes Tool:  Help | :,'
J @ Back - _/J - \ﬂ |EL| _:_\J ‘ /-.-\' Search \;1:7:’ Favorites wMedia @:{‘ - L.:_;'_ - Q f‘
| Address [&] hitps://132 168,10 3:2200/eMFrame/webace Naskld=dey Emplytmerge=fw Maint, ¥ | (£ Go || Links || Norton Antivis &) -
Novell iManager
=] [@ Novell

Is=r aamin.psc. e, -
DHCP Management % Border danager Filter Configuration
DHNS Manage ment

; inistrati ALERT S

eDirectory Administration
iPrint Management Filters added will not be active if TCP/IP Filtering Support is not enabled. Use
License Management IMETCFG.MLM to enable TCP/IP Filtering Support in casze it is dizabled.

=] NBM Access Manage ment

FitterConfiguration
[T Global IF Logging

Select the operation vou would like to perform:

Configure Packet Forwarding Filter
Configure Service Type

Configure Incoming RIP Filter
Configure Outgoing RIF Filter
Configure Incoming EGP Filter
Configure Outgoing EGP Filter
Configure OSPF Filter

Next == | Done Cancel Help |

|&] Done [ |5 [ ntemet v
Figure 4-29 - BorderManager Filter Configuration Main Menu

Normally you will work within only two of the choices shown on the
main menu:

o Configure Packet Forwarding Filter
e Configure Service Type

Configure Service Type is the only place within iManager that you
can add, delete or modify packet type definitions. You MUST
configure custom exceptions here BEFORE you can select them
when adding a new filter exception. This is much different from
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FILTCFG, which will allow you enter a service type definition menu
as you are configuring a new filter exception.

Configure Packet Forwarding Filter is the option to select when you
want to view, modify, add or delete either a filter or an exception.
Adding a New Service Type

In the example which follows, a filter exception will be added using
iManager to allow a fictitious application that wants to use TCP
destination port 666 in order to function.

Because iManager only allows you to select a service type (packet
filter definition) already defined when configuring a new exception,
you must first add the service type.

Select Configure Service Type and click on Next>>.
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Note The screenshot shown in Figure 4-30 contains some custom filter
exceptions not included in BorderManager 3.7. Your Service Type
Configuration list should look similar, but not exactly the same.

a https:/#192.168.10_3: 2200/eMFrame/webacc ?taskld=de¥. Emptykmerge=fw_Mainkll ser. context=qovul hjgoj - Micro = 1[
J File  Edit “iew Favoites Tools Help | .#
. = o ) ) . ~ T e ;
J e Back - (> B |ﬂ @ _Ij | /_j Search \/\( Favorites @Medla €‘3| =" - _J @ '3
JAQC"ESS Iﬁj https:##192.168.10.3: 2200/ M Frame/webacc Mrask|d=dev. Emptyémerge=fie. M aintl) ser. context=qovubl higojdg j Go |J Links * |J Mortan Antiinss E' -

_oH =] Novell

Iser aamin.nsc.spep.

I |exec [ Y -V P Hernote Lommand Execution I
DHCP Manage ment [ |login TCP Al |513 Remote Login
DNS Management [T |wha uop Al (513 Login query service
eDirectory Administration I~ |emd TCP Al 514 Remote Command Execution
fRUnMana2enenk [T |printer TCP sl |51 spoaler
Biceicliiagazenent I~ |aurp uop sl |as7 appleTalk AURP
= Nli’f:l::::::': A:::;i:ment [T |kerberos DR |all |88 Kerberos
[T |nettimep upp o jall o 123 Metwaork Time Protocol
[T |bordergw upop Al (179 Border Gateway Protocol
[T |relaychat TCP Al 194 Internet Relay Chat Protocol
[T |idiraccp upop  |all (389 Lightweight Directory Access Protocol
T |pop3-st TCP Al 110 Stateful POP3 Service
[T |rtsp-st TCP  |all  |554
[T |realaudio-st TCP Al [Fovo
[T |nttp-st TCP|all 119
[T |pop3-st TCP fall 110
Add | Modity | Delete | Done Help |
&1 B

Figure 4-30 - List of Configured Service Types (Filter Definitions)

Some service types cannot be modified, and the check boxes for them
will be grayed out.

Click on Add to add a new service type.
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_Tbe. T13: ] |
J File  Edit Wiew Favortes Toolz Help | -:,'
Ll — . . . . ~ 5 = ey
J @ Back - \_) - |ﬂ @ _ﬂ ‘ /.j Search ‘}\( Favorites @Medla €}| = -
| Address [{&] hitps://192168.10.3: 2200/ eMFrames/webace Haskld=dev Empty »] [E] Go || Links > | | Horton antivinss L1 ~
= (g Nov
Iz=r 2amin.pac.ovep. -
% Service Type Configuration ;I
DHCP Manage ment
DH$ Manage ment Add New Service Type:
eDirectory Administration
i} :
iPrint Manage ment il
IEEEapp-st
License Management
=l HBM Access Management Pratacal:
FitterConfiguration % Salect from list
[ TCP(8) =]
o Specify protocal id
Source Port:
[1024-65535
Destination Port:
(556
ACKE Eit Filtering:
% Disabled
" Enabled
Stateful Filtering:
|Enabled =
Comment:
[Steteful 665 Application
oK cancel | Help |
|&] l_l_Elﬂ Internet v

Figure 4-31 - Service Type Definition Menu

The Add Service Type form appears. In this example, we want to
configure a stateful filter exception for outbound TCP destination port
666, so we enter the following data into the HTML form.
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Name: 666app-st — This is the name of the service type that will
appear later when we select it when creating a filter exception.

Protocol: TCP — This protocol is selected from a list.

Source Port: 1024-65535 — The range of source ports includes the
high port range, and is typical for many, but not all, TCP applications.
(Some types of FTP and NTP exceptions are notable exceptions).
Y ou must know the proper source port range for an application before
defining the service type. If you do not know the source ports that the
application makes use of, you can leave the selection blank, and all
source ports will be enabled.

Destination Port: 666 — The destination port typically defines the
application when making a connection to a server. You must know
the destination port before configuring the service type.

ACK Bit Filtering: disabled — For this example, we will not enable
ACK Bit Filtering.

Stateful Filtering: enabled — For this example, we will enable
stateful filtering.

Comment: Stateful 666 Application — Always add some sort of
descriptive comment for the service type.

Click on OK to add the definition.
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] e |

J File Edt “iew Favortes Tools Help | -,'

J G Back - ,\_‘J - \ﬂ @ _;] ‘ f'__j Search ‘:,.i‘(‘ Favarites @‘Media £‘3| - ; - _J @ ﬁ

J.t’-‘-.gdless I@ hittps: #41 92.158.1D.3:EEDDHBMFramefwebacc?laskld=dev.Empt}l&merge=fw_Mj Go “ Links ** Jantnn Antivirug E -

Novell iManage

_ oI @] Novell

Iz=r aamin nacigop.

DHCP Management The Add Service Type Request succeeded

DNS Manage ment

The Service Type was added:666app-st
eDirectory Administration

iPrint Manage ment #
License Management

=l HBM Access Manage ment
FitterConfiguration

|€| I_I_E|ﬂ Internet i
Figure 4-32 - Add Service Type Request Succeeded Menu

You should see a web page indicating that the add service type
request succeeded. Click on OK to return to the main menu.

Tee. 10T ? LX)
J File Edit %“iew Favortes Tools Help | -:f

J @Back - L) - |ﬂ @ ,_h ‘ /__j Search “in:( Favorites @Media {3}‘ <] ; - _J @ ﬁ

Jﬂgdress Ifgh[ httpz 441 92.188.1D.3:22DDJBMFramex’webacc?taskld=dev.Empty&merge:fw.Main&User.context:qj Gao |J Links * J Morton Antivins E' -

_Novell iManage|

@ [@ Novell.

Iz=r aamin.nac.arep.

0 i ] ) : i - o g
[T |pop3-st TCP Al 110 Stateful POP3 Service L
DHCP Manage ment
DNS Management [ |rtsp-st TCP Al 554
eDirectory Administration I |realaudio-st TCR All 7070
iPrint Management [T |nttp-st TCP  lall 119
License Management [T |pop3-st TCP Al 110
=l NBM Access Manage ment [T |é6éapp-st TCP |[1024-65535 666 Stateful 666 Application
FitterConfiguration
Add | Modify | Delete | Done | Help |
1 | ;I:i
[&] l_’_ré_lﬂ Intemet 4

Figure 4-33 - New Service Type Added to List

The new service type definition should show up at the bottom of the
list of defined service types.

Click on Done to return to the main menu.
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Adding a Filter Exception with the New Service Type Definition

Now that the new service type definition for our 666 application has
been added, you can begin to use it in a filter exception.

Tee. 10T ? LX)
J File Edit %“iew Favortes Tools Help | :,'
J G Back ~ _/J ™ |£| \ELI !\J /.._ ) Gearch “;'\T—’ Farvorites w Media {‘:{ ‘ A= - Q ‘f‘
Jﬂgdress Ifg'] httpz 441 92.188.1D.3:22DDJBMFramex’webacc?taskld=dev.Empty&merge:fw.Main&User.context:qj Gao |J Links * J Morton Antivins E' -
Novell iManager
(=] [q Novell.
Iz=r aamin.nic.avep. -
Select the operation vou would like to perform: ;I
DHCP Manage ment
Hi
¥
DH$ Management Co
eDirectory Administration Configure Incorming RIF Filter
iPrint Management Conf!gure Outgo!ng RIF Fllter
Canfigure Incaming EGF Filter
License Management Configure Outgaing EGP Filter
El NBM Access Management Configure OSPF Filter
FitterConfiguration
Next >> | Done Cancel Help |
|$Ej l_’_ré_lﬂ Intemet 4

Figure 4-34 - Select Packet Forwarding Filter

From the FilterConfiguration main menu, select Configure Packet
Forwarding Filter and then click on Next>> to begin adding a new
filter exception.
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o ] eS|
J File Edit Miew Favortez Tool:  Help | 1'!
Na I . . : 0w
[ Qs - © - 6] @] ] D semen Tp rovir @ese @3- L B - @D 3
| Addess [ ] ritps:/192.158.10.3:2200/eMFrame/webace Aaskld=dev. Empiytmerge=fw Mairtlser.contert=o | [ Go || Links 2| | Norton antivius [ -
Novell iManager
(=]l [@ Novell.
Iz=r aamin.nic.oep. -
DHCP Management % Packet Forwarding Filter Configuration
DHNS Manage ment
- 9.4 q Status
eDirectory Administration
[Enabled =l
iPrint Management
License Management Action
= NBM Access Management |Deny Fackets in Filter list j
FitterConfiguration . . .
Select a list of filters to be configured:
Filter List
ntion List
Next == Done Cancel Help |
[&] Done ’_ ’_ E |4 Intemet v

Figure 4-35 - Select Exception List

Select Exception List and then click on Next>> to configure a filter

exception.
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- o0 103" ? =1 X
J File Edit “iew Favorites Tool: Help | -:,'
J @ Back - \) - \ﬂ @ ;h | /i__j Search *Favorites eMedia €}| [_':v :\ﬁ E - _J @ ﬁ
JAereSS I@ hittps:#4192.168.10.3: 2200 /et Frame/webacc ?taskld=dev. Emptyimerge=fu. M ainkL ser context=govulhigojhg j Go |J Links * JNorton Antivinug Q -
Novell iManager =
(=] @ Novell.
Is=r aamin.nsc.swep.
I FUBLIC - nttp-st Al Interraces - ;I
DHCP Management [ PUBLIC - smtp-st &l Interfaces
DNS Management r PUBLIC - ftp-port-pasv-st  |all Interfaces
eDirectory Administration [~ |pUBLIC - weww-hittps-st all Interfaces
iPrint Management r |puBLic - ware-http-st 2l Interfaces
REcEEflaasshe r  |pusLic - WPN-SKIP all Interfaces
I NBM Access Management r |puBLic - WPN-Keepalive  |all Interfaces
FitterConfiguration
r PRIVATE - telnet-st PUELIC
r FUELIC - realaudio-st All Interfaces
r all Interfaces - icmp All Interfaces
[~ |PUBLIC - dns/ tep-st all Interfaces
<< Previous | Add Modify | Delete | Done | Cancel | Help
4 | ©il
] [ B enemest

Figure 4-36 - List of Existing Filter Exceptions

A list of filter exceptions currently in place should appear.

Scroll to the bottom of the page, and click on Add to add a new filter
exception.
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a https://192.168.10.3: 2200/eMFrame/webacc ?taskl d=dev_E mptykmerge=fw. - | Ellil
J File Edit “iew Fawortes Toolz  Help | :,’

J @ Back - _fl G |£| \ELI _:\J /._-.j Search M::':(-‘ Favarites wMedia {:‘3 <] = "_f - >

| Addvess [&] hitps://132.158.10.3:2200/eMFrame/webacc askld=dev Empyt v | [ G || Links 2| | Norton antivius 1] -

_Novell iManager

- OEEE Nove

Is=r aamin picswep.

DHCP Management % Packet Forwarding Filter ConFiguration
DS Manage ment
Filter Name:
eDirectory Administration ooy eme
|EEEap—st
iPrint Management
License Management Service Type:
=] NBM Access Manage ment IANY
FitterConfiguration
Comment:
Logging:
| Disabled a
Next == Cancel Help |
|@ |_|_|E_|ﬂ Internet 4

Figure 4-37 — Configure Filter Exception - Add NDS Name

The first entry to be made in the Packet Forwarding Filter
Configuration dialog is Filter Name.

The Filter Name is the name of the NDS object that will be created in
the NBMRuleContainer container that will hold the filter definition
data in NDS. If you create a filter exception using FILTCFG, a name
will be created automatically. You cannot enter a name for a filter or
exception that already exists in the current NBMRuleContainer
object.

In this example, a name of 666ap-st was chosen.

Select the browse button for the Service Type entry to choose from
the list of defined service types. This will take you to a list where
you can choose the service type definition set up previously.
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You cannot add a new service type at this point!
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You must have

already made your service type definitions before getting to this menu
option.

; Packet Forwarding Filter Configuration - Microsoft Internet Explorer ;|g|5|
pop3-st ateftu arvice ;|
| SN |LIDF' |ﬁ-‘«ll |1 61 |Simple Metwark Management Protocal
| snmp-trap  |UDP |all 162
| EBHEC |TCF' |ﬁ-‘«ll |512 |Remnte Command Execution
| login [TcR jall 513 Rernote Login
| who |UDF' |ﬂll |513 |L|:|g1'n query service
| cmd |TCF' |ﬁ-‘«ll |514 |Remnte Command Execution
| printer [TcP |all 515 |spooler
| aurp |UDR |l 387 appleT alk AURR
| kerberos |LIDF' |ﬂll |88 |Ker|:|er|:|5
| nettimep |UDF' |ﬂll |123 |Netwnrk Time Protocol
| bordergow |LIDF' |ﬂll |1}'9 |B|:|rder Gateway Praotocal
| relaychat |TCF' |£\ll |1 94 |Internet Relay Chat Protocal
| |diraccp |LIDF' |ﬁ-‘«ll |389 |Lighhﬁxeight Directory Access Protocol
| popi-st [TCP fall 110 |stateful POP3 Service
| rtspest  [TCR O |all 554 |
| realaudio-st [TCP  |all 7070 |
| onttpest  [TCR fall 119 |
| pop3-st  [TCR |l 110 |
| &

G66app-st  |TCP

1024-65535 |666

|Stateful g66 Application

4]

-

ol

Figure 4-38 — Configure Filter Exception — Choose Custom Service Type Defined Earlier from List
of Available Service Types

You should now see a list of all available Service Types available for
use in a filter or filter exception.

Scroll to the 666ap-st Service Type created early, and click on the
link to select it.
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a https://192.168.10.3:2200/eMFrame/webacc ?taskld=dey_E mptykmerge=fw.Ma - | Ellil
J File Edit “iew Fawortes Toolz  Help | -:,’

J @ Back - \_/] - |ﬂ @ _;j | /-__j Search ‘-:,:':':f Fawarites @Media QE - [ :ﬁ . »

| Addvess [&] hitps://132.158.10.3:2200/eMFrame/webacc askld=dev Empyt v | [ G || Links 2| | Norton antivius 1] -

L iManager

@ @ NOV¢

Is=r aamin picswep.

DHCP Management % Packet Forwarding Filter ConFiguration
DS Manage ment
Filter Name:
eDirectory Administration ooy eme
|EEEap—st
iPrint Management
License Management Service Type:
=] NBM Access Manage ment |EEEapp—st
FitterConfiguration
Comment:

IAIIDW outbound BEE application

Logging:
| Disabled =
Next == Cancel Help |
|@ |_|_|E_|ﬂ Internet 4

Figure 4-39 - Configure Filter Exception - Add Descriptive Comment

The 666app-st Service Type appears in the configuration menu.
Add a description comment for the filter exception.

NEVER ADD A FILTER OR FILTER EXCEPTION WITHOUT
ADDING SOME DESCRIPTIVE COMMENT!

Click Next>> to continue.
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a hitps: /7192 168.10_3:2200/eMFrame/webacc ?tazkld=dey_E mpiykmerge=fw_Maink - | Ellﬁl
J File Edit “iew Favaortes Toolz  Help | :,'
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| Avess [{] https://192.168.10.3:2200/eMFrame/webace taskld=dev. Emptybmera v | (g Go || Links 2| | Norton Aniivius F1 -

Novell iManager

HERGE Novell

Iz=r aamm.picawep.

DHCP Manage ment % Packet Forwarding Filter ConFiguration
DNS Manage ment

eDirectory Administration Source Interface Type:

iPrint Management |Inter1ace j

License Management

Source Address Type:
= HBM Access Manage ment IA J
1y -

FitterConfiguration

<< Previous Mext == Cancel Help |

[&] I_I_E|ﬂ Internet 4
Figure 4-40 - Configure Filter Exception - Choose Source Type (Interface and/or Address)

The first of several pages appears which define the direction of the
filter exception. On the page shown in Figure 4-40, leave the choices
at the default in order to create a filter exception with a source that
will be the Private interface.

You cannot select the actual source interface or address on this menu.
That has to be done on the following menu. (FILTCFG is much
faster and more intuitive...)

Click on Next>> to continue.
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a hitpz://192.168.10.3:2200/eM Frame/webacc ?taskl d=de¥_E mptykmerge=fw_M ai - | EI|5|
‘ ¥
L

! 3
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-2 B -

JNnrtnnAntNirus E, -

J File  Edit iew Fawaortes Tool:  Help

J e Back - ‘,_,) - \ﬂ @ _:\J ‘ /-_-'\] Search Mj“\'(-‘ Favorites w‘h’ledia QE

| Address |&] https://132.168.10.3.2200/eMFrame /webacc Hask|d=dev Emptytmerg = | £ Go |J Links *

Novell iManager

@ [@ Novell.

Iz2r aamip.pac.oep.

DHCP Manage ment % Packet Forwarding Filter Configuration

DHS Management
eDirectory Administration Source Interface Type: Interface

iPrint Management Source Interface:

PEIVATE

License Management

=l HBM Access Management
FitterConfiguration

Source Circuit:

_NA_
Source Address Type: Ay
<< Previous Next >> Cancel | Help |
|&] Done I_ I_ E |4 Intemet 4

Figure 4-41 - Configure Filter Exception - Select Source Interface
Select the Private interface in order for the filter exception to allow
an outbound filter exception from the internal LAN to the Internet.

(You might select a source interface of Public to allow only a proxy
to make a connection to the Internet).

Click on Next>> to continue.
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a hitpz://192.168.10.3:2200/eM Frame/webacc ?taskl d=de¥_E mptykmerge=fw_M ai - | EI|5|
J File  Edit iew Fawaortes Tool:  Help ‘ ‘.'
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| Address |&] https://132.168.10.3.2200/eMFrame /webacc Hask|d=dev Emptytmerg = | £ Go |J Links | | Morton Anfivins 5 ~

Novell iManager

Iz2r aamip.pac.oep.

DHCP Management

DHS Management
eDirectory Administration
iPrint Management
License Management

=l HBM Access Management
FitterConfiguration

@ [@ Novell.

% Packet Forwarding Filter Configuration

Destination Interface Type:
|Inter1au:e j

Destination Address Type:

|Any j

=< Previous Mext == Cancel Help |

|€| Cione

I_ I_ E |4 Intemet 4

Figure 4-42 - Configure Filter Exception - Choose Destination Type (Interface and/or Address)

A menu selection allowing you to choose a destination type of
interface or address. For this example (outbound stateful filter for our
mythical 666 application), leave the entry at the default, which will
allow you to specify a destination interface of Public on the next
menu.

(If you never liked FILTCFG, you may be changing your mind at this
point...)

Click Next>> to continue.
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a hitpz://192.168.10.3:2200/eM Frame/webacc ?taskl d=de¥_E mptykmerge=fw_M aink - | EI|5|
J File  Edit iew Fawaortes Tool:  Help ‘ 11.'
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| Address |&] https://132.168.10.3.2200/eMFrame /webacc Hask|d=dev Emptytmerg = | £ Go |JLinks | | Norton Antiis b+

Novell iManager

@ @ Novell.

Iz2r aamip.pac.oep.

DHCP Manage ment % Packet Forwarding Filter Configuration

DHS Management
eDirectory Administration Destination Interface Type: Interface

iPrint Management Destination Interface:

License Management FUBLIC j

=l HBM Access Management

FitterConfiguration . ) . )
Destination Circuit:

_NA_
Destination Address Type: Ay
<< Previous Done Cancel | Help |
[
|&] Done I_ I_ E |4 Intemet 4
Figure 4-43 - Configure Filter Exception - Select Public Interface as Destination
Choose the Public destination interface.
Click Done to save the new filter exception.
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J File Edit Wiew Favortes  Tool:  Help ‘ ,|1.'
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‘Novell iManager
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Iz=r aamin pac.iep.

DHCP Management The Add Filter Request succeeded
DHS Management

. . . The Packet Forwarding Filter was added:é66ap-st
eDirectory Administration

iPrint Management M

License Management

=l HBM Access Management
FitterConfiguration j

|€| l_ l_ E |ﬂ Internet G
Figure 4-44 - Configure Filter Exception - Add Filter Request Succeeded Menu

You should see a page telling you that the add filter request
succeeded.

Click on OK to return to the Packet Forwarding Filter
Configuration menu.
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Figure 4-45 - Configure Filter Exception - New Exception Appears in List

You should see your new filter exception in the list of filter
exceptions. Click Done to exit the filter configuration menus.
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ConsoleOne View of BorderManager 3.7
Filters

BorderManager 3.7 stores filters and filter exceptions as NDS objects.
The following screenshot shows what the filter objects configured in
the BMFIREWALL server looked like following the addition of the
666app-st filter exception shown in the last section.

=0l x]
File Edit Wiew Wizards Tools Help
Halr =8| al Szl M| 2| wl|®|a [ u|s
@ iy Wiarld A | é? BeBap-st E® _PF_31164
r—nﬂ NDS ¥ DMNE-UDP-ST &7 _PF_32360
- gk SYSOP €® _PF_10113 €@ _PF_32521
=8 NEC €2 _PF_10171 €7 _PF_3954
-] ADMIN_BMFIREVWALL E? _PF_11373 €® _PF_5758
------ & BMFIREWALL R _PF_12345 €@ RTSP-5T
- [2 BMFIREWALL_CACHE! €@ _PF_15034 €@ TELMET-ST
- [g) BMFIREWALL_CACHE2 £? PF 16838 ¥ INEGP 8780
-2 BMFIREWSLL_LOG X _PF_16926 € _INRIP_2835
...... &% BMFIREWALL_LOG_POOL 62 PF 1783 EZ _OSPF_10719
- [ BMFIREWALL MAIL & _PF_21608 R _OUTEGP_27791
-2 BMFIREWALL_SYS X _PF_21675 €3 _OUTRIP_22857
------ &5 BMFIREWALL_SYS_POOL €2 PF_23393
[,El[g BMFIREWVALL WOL1 i::? _PF_23385
@24 BMRUle Container| €7 PF_24208
: Movell+BorderManager Acces EF _PF_ 28024
: Movell+BorderManager Auther 7 _PF_28958
-2 Novell+BorderManager Client o
K - | L|_I 29 items 3]
|User: admin.nsc [Tree: SYSOP

Figure 4-46 - ConsoleOne View of Filter Objects in NBMRuleContainer Object

The exceptions configured either in FILTCFG or by the
BorderManager installation process all start with an underscore
character.

You can manually edit selected characteristics of the filter exceptions
within ConsoleOne, though it is not advisable due to the critical
nature of the syntax used.

Selecting the 666ap-st object leads to the following screenshot.
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Properties of 66bap-st 5'

NDS Rights = | Other | Rights to Files and Falders |
Ecit

Leftover aftributes that are not handled by custom pages:

=%+ Common Name

@ Description I dify
=@ Allow outhound B86 application ——
4, Object Class

@ fwsDstAddrType

=% fwsDstinterface

i b9 g PUBLICE

@ fwsDstinterfaceType

4 fwsEnableLogging

% fwsService

- GEGapp-stTCP,1024-65535,666,0,1,1, Stateful 666 Application
@ fwsSrcAddrType

% fwsSrcinterface

=@ [0, PRIVATE.D

- fsSrcinterfaceType

Add..

Delete

[ Show read anly

Page Options... ]34 I Cancell Arply | Help |

Figure 4-47 - ConsoleOne View of BorderManager 3.7 Filter Object Attributes

The screenshot shown in Figure 4-47 above shows some of the new
666app-st filter exception attributes in ConsoleOne.
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Chapter 5 Example
Outbound Filter
Exceptions

All of the examples in this chapter are for connections initiated by a
client on the internal LAN. The first packet is sent from the inside of
the BorderManager server to the outside, hence the term ‘outbound’.

The examples shown show only how the filter exceptions appear in
FILTCFG, since it is so much more efficient at displaying the
information than iManager.

BorderManager 3.7 filters configured as part of a fresh installation are
also shown.
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AIM (AOL Instant Messenger) / AOL

AOL Instant Messenger is something like ICQ, but more limited in
features. As you don't really use 'real-time' chat with AOL, you do
not have to set up inbound TCP connectivity for a range of listening
ports. All you have to do is to set up a stateful filter exception that
opens up TCP port 5190 as shown. The same exception will work to
allow AOL as well.

15 rconsole =l _

= lole] 5] )5 Al

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC ¢<Public?
Destination Circuit:

Packet Type: AIM-AOL-/ICQ Protocol: TCP
Src Portisi: 1A24-65535 Dest Portdisd: 5198
ACK Bit Filtering: Diszabled Stateful Filtering: Enabled

Src Addr Type: Any Address

Src IP Address:

Dest Addy Type: Any Address

Deszt IP Address:

Logging: Disabhled

Comment = illow outbhound AOL ~ AOL Instant Messenger

Figure 5-1 - Filter Exception for Outbound AOL / AOL Instant Messenger /1CQ

Figure 5-1 shows a stateful filter exception that will allow AIM or
AOL. Later versions of ICQ can also be configured to use destination
port 5190.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 5190
Stateful filtering: Enabled

Note DNS must also be functional for AIM to work, whether by a DNS filter
exception, internal DNS server, or DNS proxy on BorderManager.
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Cisco VPN Client

Cisco has a fairly new (as of this writing) version of their VPN client
that does work behind a NAT connection. Older versions of the
Cisco VPN client do not work through NAT, and I am not sure what
Cisco components are required to make it work. (You might try a test
of the client with filters disabled — if the client VPN doesn’t work
then, filter exceptions won’t help you!)

The Cisco VPN client that does work over NAT uses only two ports —
UDP port 10000 and UDP port 500.

cl-le) £ 515 ]
[ btmemwetn

Source Interface Type: Interface
Source Interface: PRIVATE <(Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

Packet Type: cisco vpnl—st Frotocol: uDe
Src Portis): Lan Dest Port(si: Laa
ACK Bit Filtering: Stateful Filtering: Enahled

grc Addr Type: Any Address

Src IP Address:

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outhound Cisco UPN client connection.l of 2

Figure 5-2 - Filter Exception for Cisco VPN Client Connection, Part 1 of 2

The filter exception shown in Figure 5-2 is one of two filter
exceptions necessary to allow Cisco’s VPN client to work through a
dynamic NAT connection behind a BorderManager firewall.

Source interface: Private
Destination Interface: Public
Protocol: UDP

Source port: 500
Destination port: 500
Stateful filtering: Enabled
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'15 rconsole _ (O] %]

Source Interface Type:
Source Interface:
Source Circuit:

Destination Intewrface:
Destination Circuit:
Packet Type:

Src Portiz):

ACK Bit Filtering:

Src Adde Type:

188848

e ENEEEN
I N 4 e o R O E

Destination Interface Type:

cisco vpn2-st

November 27, 2002

Interface
PRIUVATE <Privatel

Interface
PUBLIC <Public>

unp
1A868A
Enabled

Protocol:
Dest Portisi:
Stateful Filtering:

Any Address

Src IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging: Dizahled

Comment = Allow outbound CGisco UPN client connection.Z2 of 2

Figure 5-3 - Filter Exception for Cisco VPN Client Connection, Part 2 of 2

Any Address

The filter exception shown in Figure 5-3 is the second of two filter
exceptions required to allow a Cisco VPN client to connect through a
dynamic NAT connection behind a BorderManager firewall.

Source interface: Private
Destination Interface: Public
Protocol: UDP

Source port: 10000
Destination port: 10000
Stateful filtering: Enabled
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Citrix WinFrame / MetaFrame

These filter exceptions will allow the Citrix ICA client traffic and the
Citrix browser-based client traffic out of the BorderManager firewall.

Because Citrix has used two different client technologies, one a
stand-alone based client (ICA) and the other a snap-in component of a
web browser, different filter exceptions may be required.

ozl 5 =5 Al

Source Interface Type: Interface
Source Interface: PRIVATE <(Privatel
Source Circuit:

Destination Interface Type: Interface

Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: ica—=st Protocol: TCP
Src Portdsd: 1824-65535 Dest Port{si: 1494
ACK Bit Filtering:= Disahled Stateful Filtering: Enahled

Src Addr Type: Any Address

grc IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment :

Figure 5-4 - Filter Exception for Outbound Citrix ICA Client

The filter exception shown in Figure 5-4 allows the stand-alone ICA
client to communicate with a remote Citrix WinFrame / MetaFrame
host outside the BorderManager firewall.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 1494
Stateful filtering: Enabled
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'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: citrix—st Protocol: TCP
Src Portis): 182465535 Dest Portisi: 1684
ACK Bit Filtering:- Disabled Stateful Filtering: Enabled

Src Adder Type: Any Address
Src IP Address:

Dest Addr Tupe: Any Address
Dest IP Address:

Logging: Dizabled

Comment = Etateful outhound Citrix browser client-—

November 27, 2002

Figure 5-5 - Filter Exception for Outbound Citrix Browser Client

The filter exception shown in Figure 5-5 allows the browser-based
(and later versions of the stand-alone ICA) client to communicate
with a remote Citrix WinFrame / MetaFrame host outside the

BorderManager firewall.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 1604
Stateful filtering: Enabled
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Client-to-Site VPN over NAT

Source Interface:
Source Circuit:

Packet Type:
Src Portis):

grc Addr Type:
Src IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging:
Comment =

These filter exceptions are needed to allow a host to make an
outbound Novell BorderManager Client-to-Site VPN connection over
dynamic NAT.

Note Only BorderManager version 3.6 (or later) can accept a VPN client
connection when the client is behind a NAT router hop. This will not work for
BorderManager 2.1, 3.0 or 3.5 Client-to-Site VPN, or BorderManager 3.6 if an
earlier VPN client is installed on the remote PC.

ﬁrcunsuh

Define Exception

Source Interface Type: Interface

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

UPM-authgu—=st Frotocol: TCP

182465535 Dest Port{sl: 353
ACK Bit Filtering: Disabled Stateful Filtering: Enahled

The BorderManager VPN server must allow inbound UDP port 2010
to the public IP address, in addition to the filter exceptions configured
by VPNCFG.NLM.

PRIVATE <Privatel

Any Address
Any Address

Dizahled
Allow outhound Client—5ite UPN authentication

Figure 5-6 - Filter Exception for Initial BorderManager Client-to-Site VPN Authentication over NAT

The filter exception shown in Figure 5-6 allows the initial Client-to-
Site VPN connection to be made by allowing the authentication
information to pass through.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 353
Stateful filtering: Enabled
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"5 rconsole M=l E

3 vl B 575 Al
O S L i S RN L

Source Interface Type: Interface
Source Interface: PRIVATE <(Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

Packet Type: vpn over nat—st Frotocol: uDpe
Src Portis): 1824-65535 Dest Port(si: 2810
ACK Bit Filtering: Stateful Filtering: Enahled

grc Addr Type: Any Address

Src IP Address:

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outhound Client—Site UPN over dynamic NAT

Figure 5-7 - Filter Exception for Outbound BorderManager Client-Site VPN over NAT

The filter exception shown in Figure 5-7 allows the Client-to-Site
VPN data to be passed through NAT using UDP port 2010.

Source interface: Private
Destination Interface: Public
Protocol: UDP

Source ports: 1024-65535
Destination port: 2010
Stateful filtering: Enabled
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rrcunsuh

Source Interface Type:
Source Interface:
Source Circuit:

Destination Interface:
Destination Circuit:

Packet Type:
Src Portis):
ACK Bit Filtering:

grc Addr Type:
Src IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging:
Comment =

353

Define Exception

Destination Interface Type:

UPMEeepAlive—5ST

November 27, 2002

Interface
PRIUVATE <Private>

Interface
PUBLIC {PublicX

Protocol: uDp
Dest Port(si: 353
Stateful Filtering: Enahled
Any Address

Any Address

Dizahled
Allow outhound VPN Client—Site KeepAlive packets-—

Figure 5-8 - Filter Exception for BorderManager Client-to-Site VPN KeepAlive Packets over

Dynamic NAT

The filter exception shown in Figure 5-8 allows for the VPN keep-
alive packets necessary to maintain a BorderManager Client-to-Site
VPN connection, once established.

Source interface: Private
Destination Interface: Public
Protocol: UDP

Source ports: 353
Destination port: 353
Stateful filtering: Enabled
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CLNTRUST

The CLNTRUST utility supplied with BorderManager 3.x is
extremely useful when you have enabled Proxy Authentication.
Unfortunately, it sometimes tries to communicate with the
BorderManager public IP address, where it is then blocked by the
default filters.

The following filter exception allowing TCP port 524 to the public IP
address seems to allow CLNTRUST to work more reliably.

= el @ )5 Al

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface

Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: clntrust—st Protocol: TCP
Src Portis): 182465535 Dest Portisi: L24
ACK Bit Filtering:- Disabled Stateful Filtering: Enabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Host

Dest IP Address: 4.3.2.254

Logging: Dizabled

Comment = Etateful CLNIRUST exception to public IPF address

Figure 5-9 - Filter Exception for Internal CLNTRUST Traffic to Public IP Address

The filter exception shown in Figure 5-9 allows often fixes random
problems with CLNTRUST not working.

Source interface: Private

Destination Interface: Public

Protocol: TCP

Source ports: 1024-65535

Destination port: 524

Stateful filtering: Enabled

Destination IP Address: <your BorderManager server public
IP Address>
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This problem may be prevented in the first place by doing one of the
following:

1) In Monitor, Server Parameters, NCP, put the
BorderManager private I[P address(es) in the NCP
Include IP Address field. The NCP parameters may not
be present until you apply the latest NetWare patch.

2) In SYSAETC\TCPIP.CFG, the first TCP/IP binding
should always be the private IP address.
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DNS

Outbound DNS Filter Exceptions for Internal Hosts

You can also use the DNS proxy in BorderManager 3.x, but if you
simply want to pass DNS port 53 requests out through the
BorderManager servers so that internal hosts can access external DNS
servers, here is how to do it with a stateful filter exception. (I do not
recommend using the DNS Proxy if you have an internal DNS
server.)

You want to create a filter definition called new dns/udp-st, and then
possibly another one called new dns/tcp-st. The first exception will be
to allow DNS queries over UDP (commonly used), and the second
will be to allow DNS queries over TCP (not so commonly used).

You should be aware that DNS zone transfers are done using TCP,
while (most) DNS lookup queries are done using UDP.

MS
& rconsole

e o l|Eel 8 @[5 Al

Define Exception

Source Interface Type: Interface
Source Interface: PRIVATE <Private’
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public)
Destination Circuit:

Packet Type: new dnssudp—st Protocol: uDp
Src Portis): 1824-65535 Dest Porti(si: 53
ACK Bit Filtering: Stateful Filtering: Enabled

Src Addr Tupe: Any Address
Src IP Address:

Dest Addr Tupe: Any Address
Dest IP Address:

Logging: Disabhled

Comment = Etateful outbhound DNE over UDF with source ports—

Figure 5-10- Filter Exception for Outbound DNS Queries over UDP with Source Ports Specified

The filter exception shown in Figure 5-10 allows typical outbound
DNS lookup queries, over UDP.

Source interface: Private
Destination Interface: Public
Protocol: UDP

Source ports: 1024-65535
Destination port: 53

Stateful filtering: Enabled
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MS
& rcongole

e N = =Y
[Eilter Configuration 485 Weclare Loadoble Module

Source Interface Type:

Source Interface:
Source Circuit:

Packet Type:
Src Portd(sd:

Src Addr Type:
grc IP Address:
Dest Addr Type:
Dest IP Address:
Logging:
Comment =

Destination Interface Type:
Destination Interface:
Destination Circuit:

ACK Bit Filtering: Disabled

November 27, 2002

Interface
PRIUVATE «{Private?l

Interface
PUBLIC <Public>

Protocol: TICP
Dest Portdis): 53
Stateful Filtering: Enabhled
Any Address

Any Address

Dizabled
Dutbound DNE over TCP with source ports specified

new dnsAtcp—st
1824-65535

Figure 5-11 - Filter Exception for Outbound DNS Queries over TCP

The filter exception shown in Figure 5-11 allows outbound DNS
lookup queries over TCP, which is not generally done. DNS
responses may be required to use TCP if the data in the response does
not fit within a single UDP packet. However, a more typical use of
DNS over TCP for lookup queries is within NSLOOKUP tools (such
as Cyberkit), which can specify UDP or TCP protocol to be used.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 53

Stateful filtering: Enabled
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Outbound DNS Filter Exceptions for BorderManager 3.7 DNS Proxy
(and Other Proxies)

The following two stateful exceptions should be created during a
BorderManager 3.7 installation. This filter exception would also be
used by any of the other BorderManager proxies that require DNS
services.

The first exception shown allows DNS queries using TCP protocol.
The second exception shown allows DNS queries using UDP
protocol. BorderManager will use the DNS servers configured in
INETCFG, Protocols, TCP/IP, DNS Resolver Configuration, and will
use the protocol (TCP or UDP) specified in NWADMN32,
BorderManager Setup, DNS.

ot T:\rcongzole exe

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC <Public)
Source Circuit:

Destination Interface Type: Interface
Destination Interface: {<All Interfaces>
Destination Circuit:

Packet Type: dnss/tcp—st Frotocol: TCP
Src Poprtis): <All> Dest Port(sd: L3
ACK Bit Filtering: Dizabhled Stateful Filtering: Enahled

Src Addr Type: Host

Src IP Address: 4.3.2.254

Dest Addr Tuype: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Added by Movell BorderManager 3.7 Install

Figure 5-12 — Filter Exception for DNS over TCP from BorderManager 3.7 Proxies

The filter exception shown in Figure 5-12 allows any of the
BorderManager proxies to make DNS requests using the TCP
protocol.

Source interface: Public

Destination Interface: All interfaces

Protocol: TCP

Source ports: All

Destination port: 53

Stateful filtering: Enabled

Source [P Address: <BorderManager public IP address>
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e T:-\rconzole_exe

Define Exception

Source Interface Type:
Source Interface: PUBLIC (Public?

Source Circuit:

Destination Interface Type: Interface

Destination Interface: <All Interfaces>
Destination CGircuit:

Packet Type: dnssudp—=st Protocol: UDP
Src Portdsi: <All> Dest Portdso: 53
ACK Bit Filtering: Stateful Filtering: Enabled

Src Addr Type: Host

Src IP Address: 4.3.2.254

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment : Added by Movell BorderManager 3.7 Install

Figure 5-13 - Filter Exception for DNS over UDP from BorderManager 3.7 Proxies

The filter exception shown in Figure 5-13 allows any of the
BorderManager proxies to make DNS requests using the UDP
protocol.

Source interface: Public

Destination Interface: All interfaces

Protocol: UDP

Source ports: All

Destination port: 53

Stateful filtering: Enabled

Source [P Address: <BorderManager public IP address>

Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 150
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 5 - Example Outbound Filter Exceptions November 27, 2002

FTP

FTP filter exceptions are also a bit tricky. If you use a browser to go
to an FTP server, you may actually be using the HTTP protocol to
retrieve a file, and this filter exception isn’t required. (That occurs
when the FTP server is being proxied). You definitely will need an
FTP filter exception when trying to download FTP files using a true
FTP client. You also need to be aware that an FTP client (and server)
may allow only Active or Passive FTP requests.

In Passive mode the FTP server tells the client to initiate the FTP
request to the FTP server at a specific high port number. In Active
mode, the client selects the high port number and tells the FTP server
to respond on that port.

BorderManager 3.x contains a number of additional filtering features
for FTP that are not available in BorderManager 2.1. Thus, it is
possible that you will be able to accomplish some FTP-related tasks
using BorderManager 3.0 and later versions that are simply not
possible with BorderManager 2.1.

FTP itself uses two well-known port numbers. FTP control is done on
port 21 to establish sessions, change directories, etc. Port 20 is used
when transferring data. A stateful exception for both ports will be
required to make FTP file transfers functional.
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Outbound FTP Filter Exception for Internal Hosts

A number of different FTP filter exceptions might be required, but
using the Novell-supplied ftp-port-pasv-st filter is a good one to try.

EEBDHDEHI-FMEIENﬂ@umHDn

IEH:'F”:'I':F"| j - I b Filter Configuration ﬂ 1rZ-& 0
) A7 T 2 e T T - 30 o0 P L T4 G T (|

Source Interface Type: Interface
Source Interface: PRIUATE <(Private>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

Packet Type: ftp—port—pasv—st Protocol: TCP
Src Portisi: <All> Dest Port{s>: 21
ACK Bit Filtering: Diszahbhled Stateful Filtering: Enabled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment = illow outbound FTP
|E0nneded

Figure 5-14 - Filter Exception for Outbound FTP

The filter exception shown in Figure 5-14 should allow FTP clients to
establish an FTP session with an external host.

Source interface: Private

Destination Interface: Public

Protocol: TCP

Source ports: <All>

Destination port: 21

Stateful filtering: Enabled. For port and pasv modes

Note When using the ftp-port-pasv-st filter definition, port 20 traffic (used for
FTP data transfers) is automatically allowed, and a separate filter exception
for port 20 is not required. (A very smart filter exception, that ftp-port-pasv-st!)
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Outbound FTP Filter Exception for BorderManager 3.7 FTP Proxy

The following example shows the stateful filter exception that a fresh
BorderManager 3.7 installation provides.

c T vrconsole_exe

Define Exception

Source Interface Type:
Source Interface:
Source Circuit:

Interface Type:
Interface:
Circuit:

Destination
Destination

Destination

Packet Type:
Src Portdsl:
ACK Bit Filtering: Disabled

Src Addr Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:

ftp—port—pazv—=st
<A1l

PUBLIC (Public>

Interface
<All Interfaces>

Protocol: TCP
Dest Portdsi: 21
Stateful Filtering: Enabled

Host
4.3.2.254
Any Address

Dizabled

Comment :

Added by Novell BorderManager 3.7 Install

Figure 5-15 - Filter Exception for Outbound FTP from BorderManager 3.7 FTP Proxy

The filter exception shown in Figure 5-15 allows the FTP proxy to
establish an FTP session with an external host.

Source interface: Public

Destination Interface: All interfaces

Protocol: TCP

Source ports: All

Destination port: 21

Stateful filtering: Enabled, for port and pasv modes
Source IP Address: <BorderManager public IP address>
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GroupWise Remote Client

November 27, 2002

Should you need to connect to a GroupWise server on the Internet,

you can set up the following stateful filter exception.

(It is more

likely that you will need to set up inbound capability for GroupWise
remote, and an example of that is shown in the section on inbound

exceptions for static NAT).

The standard GroupWise client port number is 1677, though any port

number could be configured by the GroupWise administrator.

'15 rconsole _ (O] %]

e o GE(e| & Al

Define Exception

Source Interface Type:
Source Interface:
Source Circuit:

Interface Type:
Interface:
Circuit:

Destination

Destination
Destination

Packet Type:
Src Portis):
ACK Bit Filtering:- Disabled

Src Adder Type:
Src IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging:
Comment =

GRPUISE-ST
182465535

Allow outbhound GroupWize remote client—

Interface
PRIUVATE <Privatel

Interface
PUBLIC <Public>

Protocol: TCP
Dest Portisi: 1677
Stateful Filtering: Enabled
Any Address

Any Address

Disahled

Figure 5-16 - Filter Exception for Outbound GroupWise Remote Client

The filter exception shown in Figure 5-16 allows internal hosts to
access a GroupWise on the Internet using the standard GroupWise
port number.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 1677
Stateful filtering: Enabled
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ICQ (Version 2000b)

ICQ 2000b, (and I assume later versions), might default to using the
same port number as AOL (TCP destination port 5190). If in ICQ,
Preferences, Server, you see port 5190 entered for the server
login.icq.com, use the filter exception for AOL Instant Messenger.

Ef Owner Preferences For: phxazcraig !EE

Cortact List Connections
éﬂ Mizcellaneous
qg Status Made General Server | Firewall | ser |
Telephory/D ata/Games SErIEEéSS arver
E;T] Connections Hast: |Iugin.icq.cnm Auta Configure. .. |
& Events
Q Shortcut B ar Sl |51 30 fiese! I
Security & Privacy — Prawy Settings
& |0 Email Import £+ Mot using Firewall
Phone Book " Uszing Firewsall Rz
Greeting Card {1 Wit wsitig praey |7 HTTFS j
g, Email Preferences ) Wsirg Fiamy
Picture Sarme HIMES servers may discanme st veu fran [EE withoubwarmmg,
78 Irvvite OId Friends [ Keep connection alive
@ ICOphone

H S5 Messages
Add | Eenmmwe | %ﬁ Web Information Restare [CE Defaults | Cancel | Apply I D

Figure 5-17 - ICQ 2000b Settings for AOL Port Number

Figure 5-17 shows settings for ICQ 2000b, set up for the same port
number as for AOL Instant Messenger.
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'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: AIMAAOL-ICQ Protocol: TCP
Src Portis): 182465535 Dest Portisi: 5178
ACK Bit Filtering:- Disabled Stateful Filtering: Enabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound AQL ~ AQL Instant Messenger

Figure 5-18 - Filter Exception for Outbound ICQ 2000b

The filter exception shown in Figure 5-18 allows in an internal ICQ
2000b client configured for port 5190 to establish an ICQ connection.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 5190
Stateful filtering: Enabled

If you want to BLOCK Chat programs like this, refer to the
discussion “Blocking Chat Programs”, Page 280.
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HTTP

Should you wish to bypass the HTTP Proxy, you can set up the
following stateful filter exception to allow the standard web browsing
port 80 through the filters. This will not allow bypass of the
Transparent HTTP Proxy unless you also configure exceptions within
the Transparent HTTP Proxy settings.

Outbound HTTP Filter Exception for Internal Hosts

c Yo vrconsole exe

Define Exception

Source Interface Type:
Source Interface: PRIVATE <(Privatel

Source Circuit:

Facket Type:
Src Portds):
ACK Bit Filtering: Disabhled Stateful Filtering: Enabled

Src Addr Type:
Src IP Address
Dest Addr Type
Dest IP Addres
Logging:
Comment =

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>
Destination Circuit:

http—=st Frotocol: TCP
1824-65535 Dest Portdsi: 86
Any Address
Any Address

Dizahled
Allow outhound HITP

Figure 5-19 - Filter Exception for Outbound HTTP

The example shown in Figure 5-19 allows internal hosts to bypass the
HTTP Proxy for web browsing to most web sites. This exception
tends to make more sense when allowing proxy bypass only for
specific web sites, since bypassing the HTTP Proxy also allows
bypassing Access Rules.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 80

Stateful filtering: Enabled.
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Outbound HTTP Filter Exception for BorderManager 3.7 HTTP and
Transparent HTTP Proxy

The following example shows the stateful HTTP filter exception that
a fresh BorderManager 3.7 installation.

c T vrconsole_exe

Define Exception

Source Interface Type:
Source Interface: PUBLIC <Puhlic?>»

Source Circuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces>

Destination Circuit:

Packet Type: wuu—http—=st Protocol: TCP
Src Portds): <All> Dest Port{sd: 84
ACK Bit Filtering: Disahled Stateful Filtering:= Enahled

Src Addr Type: Host

Src IP Address: 4.3.2.254

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment : Added by Novell BorderManager 3.7 Install

Figure 5-20 - Filter Exception for Outbound HTTP from BorderManager 3.7 HTTP Proxy

The example shown in Figure 5-20 allows the HTTP Proxy and
HTTP Transparent Proxy to establish connections with most web
servers on the Internet. This exception does not allow connections to
be made on non-standard port numbers.

Source interface: Public

Destination Interface: All Interfaces

Protocol: TCP

Source ports: All

Destination port: 80

Stateful filtering: Enabled

Source IP Address: <BorderManager Public IP address>
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IMAP

IMAP is a mail protocol that might be used instead of POP3. This
filter exception allows an internal host to check mail on an Internet
host using IMAP protocol.

MS
& rconsole

vi|elm| B @[5 Al
[ _Eilter Configuration 4.8 NetWare Toadable Wodule

Source Interface Type: Interface
Source Interface: PRIVATE <Private’
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public)
Destination Circuit:

Packet Type: imap—st Protocol: TICP
Src Portis): 1824-65535 Dest Porti(si: 143
ACK Bit Filterding:- Disabled Stateful Filtering: Enabled

Src Addr Tupe: Any Address

Src IP Address:

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Disahled

Comment = Allow outbound IMAF mail protocol

Figure 5-21 - Filter Exception for Outbound IMAP

This filter exception shown in Figure 5-21 allows an internal host to
check email on an Internet host using IMAP.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 143
Stateful filtering: Enabled
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Microsoft MSN Messenger

Microsoft MSN Messenger, (version 3.6.0039 tested for this
example), has an option to work through an HTTP Proxy. However,
even when the application is configured to use HTTP Proxy, it still
attempted to make a direct connection on TCP destination port 1863.
Only after timing out on port 1863 did MSN Messenger try to use the
HTTP Proxy settings. If you want to simply allow this application to
work without using the HTTP Proxy, you can use the following
stateful filter exception.

'15 rconzole H=] E3

o = wilzl@| B @fF Al
[Eiler Configuration 405 Netiore Toadoble Todule

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Desztination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

Packet Type: mEn meEgr—st Protocol: ICFP
Src Portis): 1824-65535 Dest Portisd: 1863
ACK Bit Filtering: Disabled Stateful Filtering: Enabled

Src Addy Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment: :

Figure 5-22 - Filter Exception for Outbound MSN Messenger

The filter exception shown in Figure 5-22 allows an internal host
using Microsoft MSN Messenger to directly access MSN messaging
services without configuring a proxy.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 1863
Stateful filtering: Enabled
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Microsoft Windows Media Player

Microsoft Windows Media Player can connect to the Internet to
access files in MMS format. Most Internet connections can make use
of the HTTP Proxy, if set in Media Player, but the MMS streaming
format should be configured to use TCP destination port 1755.

Configure Protocol E |

Thiz dialog allows pou to customize the plaver's prose settings for the
kS protocol.

— Proxy Settings

O Autodetect proxy zetings

£ Uze Brawser proqy settings

o i
+ Do not use a proxy server

™ Uze the following proxy server:

Address: I Port: I'I 7l

™ | Bvpass prosysener for [oed addresses

Do not use proxy gerver for addrezses beginning with:

Ilze semicolons [ ; ] to separate entries

] I Cancel

Figure 5-23 - Windows Media Player MMS Protocol Settings

The screenshot shown in Figure 5-23 shows Media Player configured
not to use a proxy server for the MMS Protocol.
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'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: mediaplayer—st Protocol: TCP
Src Portis): 182465535 Dest Portisi: 1755
ACK Bit Filtering:- Disabled Stateful Filtering: Enabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbhound Windows Media Plaver MME Protocol

Figure 5-24 - Filter Exception for Outbound Windows Media Player MMS Protocol

The filter exception shown in Figure 5-24 allows an internal host
using Windows Media Player to access MMS streaming sources on
the Internet.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 1755
Stateful filtering: Enabled
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NNTP

Outbound NNTP Filter Exception for Internal Hosts

Since the BorderManager 3.x NNTP Proxy service only allows you to
proxy one NNTP server for port 119, it is often much easier to just set
up a stateful filter exception to allow any NNTP server to be accessed
across BorderManager from inside the network.

ozl 5 =5 Al

Source Interface Type: Interface
Source Interface: PRIVATE <(Privatel
Source Circuit:

Destination Interface Type: Interface

Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: MNTP-TCP Protocol: TCP
Src Portdsd: 1824-65535 Dest Port{si: 119
ACK Bit Filtering:= Disahled Stateful Filtering: Enahled

Src Addr Type: Any Address

grc IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment :

Figure 5-25- Filter Exception for Outbound NNTP

The filter exception shown in Figure 5-25 allows internal hosts to
make NNTP connections to a Usenet server on the Internet.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 119
Stateful filtering: Enabled
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Outbound NNTP Filter Exception for BorderManager 3.7 News Proxy

The following example shows the filter exception that a fresh
BorderManager 3.7 installation.

c T vrconsole_exe

Define Exception

Source Interface Type:
Source Interface: PUBLIC <Puhlic?>»

Source Circuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces>

Destination Circuit:

Packet Type: nttp—=st Protocol: TCP
Src Portds): <All> Dest Port{sd: 119
ACK Bit Filtering: Disahled Stateful Filtering:= Enahled

Src Addr Type: Host

Src IP Address: 4.3.2.254

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment : Added by Novell BorderManager 3.7 Install

Figure 5-26 - Filter Exception for NNTP from BorderManager 3.7 News Proxy

Note the misspelled packet type (nttp instead of NNTP), which is a
holdover from a misspelling in the BorderManager 3.6
BUILTINS.CFG file.

Source interface: Public

Destination Interface: All Interfaces

Protocol: TCP

Source ports: All

Destination port: 119

Stateful filtering: Enabled

Source IP Address: <BorderManager Public IP address>
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NTP/SNTP

You may have internal hosts that wish to use NTP (Network Time
Protocol) or SNTP (Simple Network Time Protocol) to set a clock to
an Internet-based time reference server. For example, a UNIX host or
NetWare 5 server might use SNTP. A PC using the D4Time program
also would use SNTP. In these cases, set up a stateful filter exception
to allow port 123 through BorderManager. (It is also easy to set up a
Generic UDP Proxy for NTP/SNTP).

;EJ_.'_.'_-;BDHDEH1 - Filter Configuration

IBDHDEFH j - I b Filter Configuration j 1r71~-& 0
mator Configuratfon 4 0 o —Tctlare Loadable Module

Source Interface Type: Interface
Source Interface: FRIUATE (Private>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PFUBLIC <Public?
Destination Circuit:

Packet Type: ntp—st Protocol: uDp

Src Poptisd: 123 Dezt Portis): 123
ACK Bit Filtering: Stateful Filtering: Enabhled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Disabled

Comment = Allow outhound SNIF ~ NIP time protocol

|Eunneded

Figure 5-27 - Filter Exception for Outbound NTP, Source Port=123

The filter exception shown in Figure 5-27 allows NTP/SNTP via
protocol UDP, with the source port set to 123.

Note that some NTP clients use port 123 for both source and
destination ports, but others might use UDP high ports (1024-
65535) for the source ports. Novell’s TIMESYNC.NLM has used
both, depending on the version. Using <All> for source ports here
would be more flexible, at a slightly increased security risk.

Source interface: Private

Destination Interface: Public

Protocol: UDP

Source ports: 123 (or 1025-65535, or All)
Destination port: 123

Stateful filtering: Enabled
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3 ORDER1 - MPR Filter Configuration -10] x|
| Console Edit Screen Tool: Help

J SewerIBDHDEm

j @ - J Su:reenl ¥ MPR Filter Configuration j L | E‘{ Q

Comment:

Define Exception

PRIVATE ([(Priwate)

PUELIC (Public)

Protocaol:
Ie Portis):

Allow outhound NTP (high =ource ports)

|E1| | Connected [MLKM werzion: 4.66a]

Figure 5-28 - Filter Exception for Outbound NTP, Source Ports=1024-65535

The filter exception shown in Figure 5-28 allows NTP/SNTP via
protocol UDP, with the high ports specified for the source ports. This
filter exception will allow a NetWare 6.0 server ,patched to NW6Sp1
or later, to send outbound NTP requests from behind a
BorderManager server.

Note that some NTP clients use port 123 for both source and
destination ports, but others might use UDP high ports (1024-
65535) for the source ports. Novell’s TIMESYNC.NLM has used
both, depending on the version. Using <All> for source ports here
would be more flexible, at a slightly increased security risk.

Source interface: Private

Destination Interface: Public

Protocol: UDP

Source ports: 123 (or 1025-65535, or All)
Destination port: 123

Stateful filtering: Enabled
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The filter exceptions shown in Figure 5-27 and Figure 5-29 will not
work if BorderManager is the NTP time server making the request. If
the BorderManager server is the single reference or reference time
server, it will try to send requests from the public IP address. You
would need to change the exception above to call out a source
interface of Public, and add a source IP address of your public IP
address to modify the filter exception for best results.

Note More information on using NTP in your LAN can be found in the Novell
AppNote "Using Network Time Protocol (NTP) with NetWare 5", July 1999
http://developer.novell.com/research/appnotes/1999/a9907.htm
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pcANYWHERE

The pcANYWHERE (versions 8, 9 and 10, at least) program uses one
of two different UDP ports to locate a pcANYWHERE host, then a
particular TCP port to exchange data. Three stateful filter exceptions
are needed to allow outbound connectivity for pcANY WHERE.

e UDP destination port 22, source ports 1024-65535 is used to
locate another pcANYWHERE host, and may be the only port
used to locate an older version of pcANYWHERE.

e UDP destination port 5632, source ports 1024-65535 is also used
to locate another pcANYWHERE host.

e TCP destination port 5631, source ports 1024-65535 is used to
exchange data between pcANYWHERE hosts once the two hosts
have located each other using UDP.

Q}BDHDEH1-FmeIEmﬂ@umHun

|BORDERT =l%55 - | b Fiter Corfiguration x| 4 » Fl~ & O
—tiiter Configuration 4.8 ___________________ Nec¥are Loadable Module

Source Interface Type: Interface
Source Interface: PRIUATE {(Private?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC ¢Puhbhlic?
Destination Circuit:

Packet Type: pcaw22—st Frotocol: uDp
Src Portis): 1824-65535 Dest Portisd: 22
ACK Bit Filtering: Stateful Filtering: Enabled

Src Addr Type: Any Address
Src IP Address:

Dest Addr Type: Any Address
Dest IP Address:

Logging: Dizabled

Comment = Allow outhound old pcANYWHERE location protocol
|Eunneded

Figure 5-29 - Filter Exception for Outbound pcANYWHERE Location Protocol (Old)

The filter exception shown in Figure 5-29 allows the old (obsolete)
pcANYWHERE location protocol.

Source interface: Private
Destination Interface: Public
Protocol: UDP

Source ports: 1024-65535
Destination port: 22

Stateful filtering: Enabled
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iBDHDEH1

Source Interface Type:
Source Interface:
Source Circuit:

Destination Interface Tuype:
Destination Interface:
Destination Circuit:

Packet Type:
Src Poptisd:
ACK Bit Filtering:

Src Addr Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:

j - I ¥ Filker Canfiguration

Define Exception

pcaw loc—st
1824-65535

o E-€ 0

Interface
PRIUVATE <{Private>

Interface
PUBLIC <PublicX

Protocol: upp
Dezt Portis): L6322
Stateful Filtering: Enabhled
Any Address

Any Address

Dizabled

Comment = Allow outhound pcANYWHERE location protocol
|Eunneded

Figure 5-30 - Filter Exception for Outbound pcANYWHERE Location Protocol

The filter exception shown in Figure 5-30 allows the newer
pcANY WHERE location protocol.

Source interface: Private
Destination Interface: Public
Protocol: UDP

Source ports: 1024-65535
Destination port: 5632
Stateful filtering: Enabled
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-;BDHDEH1-—ﬁ“erEunﬁgmaﬁun

IBDHDEFH j - I b Filter Configuration j 1r71~-& 0
mator Configuratfon 4 0 o —Tctlare Loadable Module

Source Interface Type: Interface
Source Interface: FRIUATE (Private>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PFUBLIC <Public?
Destination Circuit:

Packet Type: pcaw data—st Protocol: TCP
Src Poptisd: 1824-65535 Dezt Portis): Le3l
ACK Bit Filtering: Disahled Stateful Filtering: Enabhled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Disabled

Comment = Allow outhound pcANYWHERE data

|Eunneded

Figure 5-31 - Filter Exception for Outbound pcANYWHERE Data

The filter exception shown in Figure 5-31 allows pcANYWHERE
data connections from an internal PC to a pcANYWHERE host on
the Internet.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 5631
Stateful filtering: Enabled
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PING (ICMP)

It is often desirable to be able to PING remote hosts to test basic
connectivity. However, the BorderManager default filters will block
ICMP packets, and PING tests, which rely on ICMP, will fail. This
example shows how to set up a stateful filter exception to allow PING
testing outbound, while still restricting PING packets from coming
back in.

CAUTION ICMP is much more than just PING, and it is important from a
security standpoint not to just allow all ICMP to your network! The stateful
filter exception shown is secure, but it will not allow your server to be pinged
from the public side or allow you to ping from the server console itself.

EEBDHDEHI-FMEIENﬂ@umHDn

IEH:'F”:'I':F"| j - I b Filter Configuration ﬂ 1rZ-& 0
) A7 T 2 e T T - 30 o0 P L T4 G T (|

Source Interface Type: Interface
Source Interface: PRIUATE <(Private>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

Packet Type: icmp—=st Protocol: ICHP
Src Port{si: Dest Port{s>:
ACK Bit Filtering: Stateful Filtering: Enabled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabhled

Comment = Etateful ICHMP to allow outhound PING .~ TRACERT
|E0nneded

Figure 5-32 - Filter Exception for Outbound ICMP (PING & TRACERT)

The filter exception shown in Figure 5-32 allows protocol ICMP from
an internal host to any IP address. It will not allow the
BorderManager server itself to ping because it requires the ICMP
packets to come across the private interface.

e Source interface: Private
e Destination Interface: Public
e Protocol: ICMP
o Stateful filtering: Enabled
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POP3

Outbound POP3 Filter Exception for Internal Hosts

If you want to allow any host on your network to simply check their
email at an ISP’s POP3 server, set up the following stateful filter
exception to allow outbound TCP destination port 110.

;E_—;BDHDEH1 - Filter Configuration

IEH:IFIDEFH j - I ¥ Filter Configuration j 1» Bl & 7
mbilter Configuration 4.0 o088 ———TC M are_Loadable Module

Source Interface Type: Interface
Source Interface: FRIUATE (Private>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PFUBLIC <Public)
Destination Circuit:

Packet Type: popd—=st Protocol: TCP

Src Portisi: <All> Dest Port{s>: 11A
ACK Bit Filtering: Disahled Stateful Filtering: Enahbhled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment :
|Eu:unnected

Figure 5-33 - Filter Exception for Outbound POP3

The filter exception shown in Figure 5-33 allows outbound POP3
requests.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 110
Stateful filtering: Enabled

The alternative to this exception, for BorderManager 3.x, is to use the
Mail Proxy.

CAUTION The built-in filter exception for POP3-ST in BorderManager 3.5
is NOT stateful. Either create a new exception, called POP3a-ST or similar,
or follow the instructions on page 315 to fix the definition.
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Outbound POP3 Filter Exception for BorderManager 3.7 Mail Proxy

The following example shows the filter exception that a fresh
BorderManager 3.7 installation.

e T:-\rconzole_exe

Define Exception

Source Interface Type:
Source Interface: PUBLIC (Public?

Source Circuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces>
Destination CGircuit:

Packet Type: popl—=st Protocol: TCP
Src Portdsi: <All> Dest Portdso: 118
ACK Bit Filtering: Disahled Stateful Filtering: Enabled

Src Addr Type: Host

Src IP Address 4.3.2.254

Dest Addr Type Any Address

Dest IP Addres

Logging: Dizabled

Comment : Added by Movell BorderManager 3.7 Install

Figure 5-34 - Filter Exception for POP3 from BorderManager 3.7 Mail Proxy

The example shown in Figure 5-34 allows the Mail Proxy to make
POP3 requests to a POP3 mail server on the Internet.

Source interface: Public

Destination Interface: All Interfaces

Protocol: TCP

Source ports: All

Destination port: 110

Stateful filtering: Enabled

Source IP Address: <BorderManager 3.7 Public IP address>
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RDATE

NetWare 3.1x, 4.x and 5.x servers can use a (free) program from
http://www.murkworks.com/ called RDATE.NLM to set their clocks
to a time server on the Internet. RDATE uses port 37, so you might
want to set up a stateful filter exception to allow UDP port 37 through
BorderManager. (It is also easy to set up a Generic UDP proxy for
RDATE).

M3
& rconsole

e o i@ B @fF Al
[Eilter Configuration 4,05 NetWare Toadable Module

Source Interface Type: Interface
Source Interface: PRIUATE (Private>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: rdate—st Protocol: une
Src Portisd: 182465535 Dest Portisd: 37
ACK Bit Filtering: Stateful Filtering: Enabled

Src Addr Type: Any Address

Src IP Address:

Dest Addyr Type: Any Address

Dest IP Address:

Logging:= Disabled

Comment = illow outhound RDATE time protocol

Figure 5-35 - Filter Exception for Outbound RDATE Time Protocol

The filter exception shown in Figure 5-35 allows outbound RDATE
requests via protocol UDP, from an internal host.

Source interface: Private
Destination Interface: Public
Protocol: UDP

Source ports: 1024-65535
Destination port: 37

Stateful filtering: Enabled

If the BorderManager server itself is running RDATE, you will need
to change the source interface to Public, and make the source IP
address equal to your public IP address.

Should you wish to use RDATE on your time reference server, you
can use these settings, but read the RDATE documentation so that
you thoroughly understand the ramifications of the /M option.
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The IP address shown in the example below belongs to a time server
in Boulder, Colorado. You may find a list of NTP time servers on the
Internet, and some of those may support RDATE using either UDP or
TCP protocol.

LOAD RDATE /U /V 2 /P 240 /M 9999999 171.64.7.77

e /U=UDP

e /V2=Allow up to 2 second drift

e /P 240 = Check time every 240 minutes

e /M <large number> = Maximum number of seconds time
can be off and RDATE will change it.

e 171.64.7.77 = IP Address of a time server at Stanford
University
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RealAudio

Outbound RealAudio Filter Exception for Internal Hosts

RealAudio streams may come in two formats — PNA (RealAudio) and
RTSP. RealPlayer should have two different options to proxy each of
these protocols. An exception to allow outbound RTSP proxy is
shown in this book on page 180. An exception to allow outbound
PNA / RealAudio traffic is shown here.

In BorderManager 3.x, it is possible to use the built in RealAudio
Proxy by configuring the RealPlayer settings properly, but if you
need to allow RealPlayer G2 traffic using only packet filter
exceptions, you can get it working in by opening up TCP port 7070 in
both directions. If you have BorderManager 3.x, use a stateful filter to
allow TCP port 7070 outbound. If you have BorderManager 2.1, you
need to configure two exceptions to allow TCP port 7070 inbound
and outbound.

Preferences E |

General I Digplay | Content | Upgrade I Connection
Tranzport Prasy I Performance | Support
Frosy optiohs

Far securty, pour netwark. may receive data through a proxy. Specify ang
proxies below. [Conzult your nebwork, administrator, ]

Pra and BTSP Options Port:
7 1921880252 [7070
[T Use BTSF prosy: |1E|2.1EB.1EI.254 |anan

HTTF Optionz

& Use my web browser's HTTF praosy
" NoHTTP Prosy

" Manually configure HTTP proxy Port:
Frogy Server: a0
E xcephonz

Do ot wze prowy for: [host], host2, host3, ..

(1] I Cancel

Figure 5-36 - RealPlayer G2 Settings to Bypass PNA & RTSP

Proxy
Do not configure RealPlayer to use a PNA Proxy if you wish to
bypass the BorderManager 3.x RealAudio proxy.
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RealPlayer G2 first uses HTTP to locate a RealAudio site. You must
therefore have both DNS and HTTP allowed in some manner for
RealPlayer G2 to connect to a site. Once the site has been found, TCP
port 7070 carries the data. In the example shown, RealPlayer G2 is
configured to use the same proxy settings as the default browser
(which means Internet Explorer), which should be port 8080 and the
BorderManager private IP address. (BorderManager in this case was
set up with HTTP Proxy enabled). DNS in this case was already
allowed by a stateful filter exception.

This filter exception was tested using RealPlayer version G2.

At the workstation, first configure RealPlayer G2 under Options,
Preferences, Proxy to use your (Internet Explorer) browser’s proxy
settings, or manually configure the BorderManager private IP address
and proxy port number in use (if any). If you are not using the
BorderManager HTTP proxy, you must have filter exceptions
allowing HTTP port 80 through or RealPlayer G2 will not work.
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'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: realand-st Protocol: TCP
Src Portis): 182465535 Dest Portisi: 7878
ACK Bit Filtering:- Disabled Stateful Filtering: Enabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbhound RealAudio

Figure 5-37 - Filter Exception for Outbound RealAudio (PNA)

The stateful filter exception shown in Figure 5-37 allows internal
hosts not configured for a RealAudio proxy to access RealAudio
(PNA) sources.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 7070
Stateful filtering: Enabled
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Outbound RealAudio Filter Exception for BorderManager 3.7
RealAudio/RTSP Proxy

The following example shows the filter exception that a fresh

BorderManager 3.7 installation provides.

c T vrconsole_exe

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC <Puhlic?>»
Source Circuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces>

Destination Circuit:

Packet Type: realandio—=st Protocol: TCP
Src Portds): <All> Dest Port{sd: 7878
ACK Bit Filtering: Disahled Stateful Filtering:= Enahled

Src Addr Type: Host

Src IP Address: 4.3.2.254

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment : Added by Novell BorderManager 3.7 Install

Figure 5-38 - Filter Exception for RealAudio from BorderManager 3.7 RealAudio/RTSP Proxy

The example shown in Figure 5-38 allows the RealAudio/RTSP
Proxy to make RealAudio (PNA) requests to a RealAudio on the

Internet.

Source interface: Public
Destination Interface: All Interfaces
Protocol: TCP

Source ports: All

Destination port: 7070

Stateful filtering: Enabled

Source IP Address: <BorderManager 3.7 Public IP address>
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RTSP (Real Time Streaming Protocol)

Outbound RTSP Filter Exception for Internal Hosts

This exception is useful if you have problems with the RTSP Proxy in
BorderManager 3.5 or 3.6, or are using BorderManager 3.0, which
doesn’t have an RTSP Proxy.

;E_—;BDHDEH1 - Filter Configuration

IEH:IFIDEFH j - I ¥ Filter Configuration j 1» Bl & 7
mbilter Configuration 4.0 o088 ———TC M are_Loadable Module

Source Interface Type: Interface
Source Interface: FRIUATE (Private>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PFUBLIC <Public)
Destination Circuit:

Packet Type: rtsp—=st Protocol: TCP

Src Portisi: 1A24-65535 Dest Port{s>: 554
ACK Bit Filtering: Disahled Stateful Filtering: Enahbhled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment :
|Eu:unnected

Figure 5-39 - Filter Exception for Outbound RTSP

The filter exception shown in Figure 5-39 should be used when
RealPlayer is not configured to use an RTSP Proxy.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 554
Stateful filtering: Enabled

Note A number of versions of PROXY.NLM in BorderManager 3.5 and 3.6
have had problems with RTSP Proxy. The problems should be solved using
PROXY.NLM version 022 or later.

Apple’s Quicktime program can also be configured to use RTSP
protocol, and would use the same filter exception.
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Outbound RTSP Filter Exception for BorderManager 3.7
RealAudio/RTSP Proxy

The following example shows the filter exception that a fresh
BorderManager 3.7 installation provides.

e T:-\rconzole_exe

Define Exception

Source Interface Type:
Source Interface: PUBLIC (Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces>
Destination CGircuit:

Packet Type: rtsp—=st Protocol: TCP
Src Portdsi: <All> Dest Portdso: 554
ACK Bit Filtering: Disahled Stateful Filtering: Enabled

Src Addr Type: Host

Src IP Address 4.3.2.254
Dest Addr Type Any Address

Dest IP Addres

Logging: Dizabled

Comment : Added by Movell BorderManager 3.7 Install

Figure 5-40 - Filter Exception for RTSP from BorderManager RealAudio/RTSP Proxy

o=
5=

The example shown in Figure 5-40 allows the RealAudio/RTSP
Proxy to make RTSP requests to a RTSP server on the Internet.

Source interface: Public

Destination Interface: All Interfaces

Protocol: TCP

Source ports: All

Destination port: 554

Stateful filtering: Enabled

Source IP Address: <BorderManager 3.7 Public IP address>

Note While RTSP uses TCP destination port 554 between clients, in this
case RTSP Proxy and RTSP server, the PC client software (e.g. RealAudio)
connecting to the RTSP Proxy needs to specify TCP port 9090 for RTSP
transport.
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SMTP

Outbound SMTP Filter Exception for Internal Hosts

MS
& rconsole

vi|elm| B @[5 Al
[ _Eilter Configuration 4.8 NetWare Toadable Wodule

Source Interface Type: Interface
Source Interface: PRIVATE <Private’
Source Circuit:

Destination
Destination
Destination

Logging:
Comment =

Packet Type:
Src Portis):
ACK Bit Filterding:- Disabled Stateful Filtering: Enabled

Src Addr Tupe: Any Address
Src IP Address:
Dest Addr Tupe: Any Address
Dest IP Address:

Since the BorderManager 3.x mail proxy has had a history of various
problems and limitations, it can be useful to set up an SMTP filter
exception. The exception shown will simply allow outbound SMTP,
so that any host can send mail to an ISP’s mail server by allowing
port 25 traffic. Note that many ISP’s may not allow SMTP relaying
off their mail servers unless the SMTP source address originates
within the ISP’s network.

Interface Type: Interface
Interface: PUBLIC <Public)
Circuit:

smtp—stateful Protocol: TICP
182465535 Dest Port{si: 25

Dizahled
Allow outbound SHMTE

Figure 5-41 - Filter Exception for Outbound SMTP

The filter exception shown in Figure 5-41 allows internal hosts to
send email to any external SMTP host that will accept it from your [P
address. (Spam relay controls generally applied usually means that
you can send SMTP only to an SMTP server at your ISP).

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 25

Stateful filtering: Enabled
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Outbound SMTP Filter Exception for BorderManager 3.7 Mail Proxy

The following example shows the filter exception that a fresh
BorderManager 3.7 installation provides.

c T vrconsole_exe

Define Exception

Source Interface Type:
Source Interface: PUBLIC <Puhlic?>»

Source Circuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces>

Destination Circuit:

Packet Type: smtp—=st Protocol: TCP
Src Portds): <All> Dest Port{sd: 25
ACK Bit Filtering: Disahled Stateful Filtering:= Enahled

Src Addr Type: Host

Src IP Address: 4.3.2.254

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment : Added by Novell BorderManager 3.7 Install

Figure 5-42 - Filter Exception for SMTP from BorderManager 3.7 Mail Proxy

The example shown in Figure 5-42 allows the Mail Proxy to make
outbound SMTP requests to a SMTP server on the Internet. It does
not allow inbound traffic to the Mail Proxy, so additional exceptions
(shown later in this book) are needed for inbound SMTP so that the
Mail Proxy can receive email.

Source interface: Public

Destination Interface: All Interfaces

Protocol: TCP

Source ports: All

Destination port: 25

Stateful filtering: Enabled

Source IP Address: <BorderManager 3.7 Public IP address>
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SSL (HTTPS)

Outbound SSL Filter Exception for Internal Hosts

Even though you may be using the HTTP proxy to allow outbound
web browsing, you may wish to allow SSL traffic to bypass the
HTTP proxy. If so, you might also want to set up a stateful filter to
allow port 443 out through the BorderManager server.

ozl 5 =5 Al

Source Interface Type: Interface
Source Interface: PRIVATE <(Privatel
Source Circuit:

Destination Interface Type: Interface

Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: ssl—=st Protocol: TICP
Src Portdsd: 1824-65535 Dest Port{si: 4473
ACK Bit Filtering:= Disahled Stateful Filtering: Enahled

Src Addr Type: Any Address

grc IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment :

Figure 5-43 - Filter Exception for Outbound SSL / HTTPS

The filter exception shown in Figure 5-43 allows internal hosts to
make HTTPS/SSL connections.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 443
Stateful filtering: Enabled
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Outbound SSL Filter Exception for BorderManager 3.7 HTTP Proxy

The following example shows the filter exception that a fresh
BorderManager 3.7 installation provides.

e T:-\rconzole_exe

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC (Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: <All Interfaces>
Destination CGircuit:

Packet Type: wwu—https—=st Protocol: TCP
Src Portdsi: <All> Dest Portdso: 443
ACK Bit Filtering: Disahled Stateful Filtering: Enabled

Src Addr Type: Host

Src IP Address 4.3.2.254

Dest Addr Type Any Address

Dest IP Addres

Logging: Dizabled

Comment : Added by Movell BorderManager 3.7 Install

Figure 5-44 - Filter Exception for SSL (HTTPS) from BorderManager 3.7 HTTP Proxy

The example shown in Figure 5-44 allows the HTTP Proxy to make
SSL (HTTPS) requests to web servers on the Internet.

Source interface: Public

Destination Interface: All Interfaces

Protocol: TCP

Source ports: All

Destination port: 443

Stateful filtering: Enabled

Source IP Address: <BorderManager 3.7 Public IP address>
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TELNET

Outbound TELNET Filter Exception for Internal Hosts

This example will allow any user in your LAN to establish a
TELNET session to an external host.

ME
& rcongole

e = cil@® B @5 Al

Define Exception

Source Interface Type: Interface
Source Interface: PRIVATE (Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: telnet—stateful FProtocol: TCP
Src Poprtis): 1824—-65535 Dest Port(si: 23
ACK Bit Filtering: Disabled Stateful Filtering: Enabled

Src Adde Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound Telnet

Figure 5-45 - Filter Exception for Outbound TELNET

The filter exception shown in Figure 5-45 allows internal hosts to
make outbound TELNET connections on the standard TELNET port
number.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 23

Stateful filtering: Enabled

Note This filter exception is not strictly necessary for BorderManager 3.5 or
3.6, which provides a Transparent TELNET proxy, but the Transparent Telnet
proxy there has had some history of causing problems with the server, such
as ABENDS.
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Outbound TELNET Filter Exception for BorderManager 3.7
Transparent Telnet Proxy

November 27, 2002

The following example shows the filter exception that a fresh

BorderManager 3.7 installation provides.

¢ T:vrconsole exe

Define Exception

Source Interface Type:
Source Interface:
Source GCircuit:

Destination
Deztination
Destination

Interface:
Circuit:

Packet Type:

Src Portis): <Al1l1>

Src Addr Type:
Src IP Address
Dezt Addr Type
Dest IP Addres
Logging:
Comment :

5=

Interface Type:

telnet—=st
ACK Bit Filtering: Disahled

Interface
PUBLIC (Public?>

Interface
<All Interfaces>

Protocol: TCP
Dest Portis): 23
Stateful Filtering:= Enabled

Host
4.3.2.254
Any Address

Dizahled
Added by MNovell BorderManager 3.7 Install

Figure 5-46 - Filter Exception for TELNET from BorderManager 3.7 Transparent Telnet Proxy

The example shown in Figure 5-46 allows the Transparent Telnet
Proxy to make TELNET connections to a host on the Internet.

Source interface: Public

Destination Interface: All Interfaces

Protocol: TCP

Source ports: All

Destination port: 23

Stateful filtering: Enabled

Source IP Address: <BorderManager 3.7 Public IP address>
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Terminal Server

In case you need to access a Microsoft Terminal Server outside your
network, use the following filter exception. Should you need to make
an internal Terminal Server available to the Internet via Static NAT,
see the example later in this book on page 240.

ME
& rcongole

e e ENENEEN
[Filter Configuration 485 Wetllare Loadable Fodule _

Source Interface Type: Interface
Source Interface: PRIVATE (Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: termseprv—st FProtocol: TCP
Src Poprtis): 1824—-65535 Dest Port(si: 3389
ACK Bit Filtering: Disabled Stateful Filtering: Enabled

Src Adde Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound terminal server—

Figure 5-47 - Filter Exception for Outbound Microsoft Terminal Server

The filter exception shown in Figure 5-47 allows an internal host to
access a Microsoft Terminal Server on the Internet.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 3389
Stateful filtering: Enabled
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VNC Viewer

VNC is a free, open-source remote control program that can run on
Windows. You can use it as an alternative to a program like
pcANYWHERE, though it does not have the features or speed of
pcANYWHERE. See the following URL to download VNC.

http://www.uk.research.att.com/vnc/download.html

VNC allows multiple sessions to be run at the same time, up to 10, at
the time of this writing. Each session requires a different port
number, starting at 5900 and going up to 5909. The example shown
opens the entire range for the maximum number of simultaneous
sessions.

An example for inbound usage through static NAT is shown later.

'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type:
Source Interface:
Source Circuit:

Interface Type:
Interface:
Circuit:

Destination
Destination
Destination

Packet Type:
Src Portis):
ACK Bit Filtering:- Disabled

Src Adder Type:
Src IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging:
Comment =

vnc—st all
182465535

Duthound UNC viewer for console ports 1-18

Interface
PRIUVATE <Privatel

Interface
PUBLIC <Public>

Protocol: TCP

Dest Portisi: L988-57487
Stateful Filtering: Enabled
Any Address

Any Address

Disahled

Figure 5-48 - Filter Exception for Outbound VNC Viewer for 10 Console Sessions

The filter exception shown in Figure 5-48 allows an internal host to
use the VNC Viewer program to access a VNC server on the Internet.

Source interface: Private
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination ports: 5900-5909
Stateful filtering: Enabled
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VNC Browser Interface

= el @ )5 Al

Source Interface Type: Interface

Source Interface:
Source Circuit:

Destination Circuit:

Src Adder Type:
Src IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging:
Comment =

Destination Interface Type: Interface

Destination Intewrface: PUBLIC <Public>

Packet Type: vncwebhall—=t Protocol: TCP
Src Portis): 182465535 Dest Portisi: L8BBR-5807
ACK Bit Filtering:- Disabled Stateful Filtering: Enabled

VNC can also be accessed via a browser on ports 5800 through 5809.
Similar to the VNC Viewer, up to 10 sessions can be opened, with
session 1 using port 5800, session 2 using 5801, etc.

In addition to the ports shown in this example, TCP destination
ports 5900-5909 must also be opened, as in the previous example for
VNC Viewer, and TCP destination port 80 (HTTP) will be used. If
the browser is using HTTP Proxy, you do not need to open TCP
destination port 80 through BorderManager.

PRIVATE {(Privatel

Any Address
Any Address

Disahled
Allow outbound UNC weh console

Figure 5-49 - Filter Exception for Outbound VNC through a Web Browser for 10 Console

Sessions

The filter exception shown in Figure 5-49 allows an internal host to
use a web browser to connect to a VNC host on the Internet, as long
as the browser is also able to make an HTTP connection to the host,
and as long as the VNC Viewer ports are opened.

Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination ports: 5800-5809
Stateful filtering: Enabled
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Chapter 6 - Example
Inbound Filter
Exceptions

This chapter describes certain filter exceptions designed to allow
traffic to services listening on the BorderManager server public
interface, including Reverse HTTP, Reverse FTP and Generic
Proxies, as well as services like DHCP that may be running on the
server.

The following chapter covers inbound exceptions for Static NAT.

The main difference between filter exceptions in this chapter and
filter exceptions for static NAT is that the source and destination IP
addresses for Static NAT call out internal IP addresses, not addresses
bound on the BorderManager server itself.

Note Many of the filter exception examples shown here are specifically for
BorderManager 3.7, which does not allow all inbound high ports for TCP and
UDP as previous versions did. However, if you have customized your
BorderManager 3.0, 3.5 or 3.6 server by removing the default exceptions as
shown in the Advanced chapter, you will find these examples useful.
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DHCP to a PC on the Public Subnet

It can be useful to set up filter exceptions to allow DHCP clients to
receive addresses on the public network. Why? I find it useful to
configure a single DHCP address to be delivered so that I can easily
move a laptop PC from the private side to the public side for testing.
This is much quicker than manually resetting the IP address. All I
have to do is release the old address, plug the laptop into a hub on the
public side of the BorderManager server, and renew the address. 1
get a new IP address, run my tests (which might be checking reverse
proxy or static NAT access through new filter exceptions).

Three exceptions are required — one for BOOTPC (BootP Client) and
two for BOOTPS (BootP Server).

Glele| B @E Al

Define Exception

Source Interface Type:
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: bootps Protocol: UDP
Src Portdsd: <All> Dest Port{si: 67
ACK Bit Filtering: Stateful Filtering: Disahled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Multicast

Dest IP Address: 255 255 _255 255

Logging: Dizahled

Comment = Inbound DHCP client requests (BOOTP broadcasts)
Figure 6-1 - Filter Exception for Initial DHCP Client Request to Broadcast Address on Public
Interface

The filter exception shown in Figure 6-1 allows the DHCP requests in
to the BorderManager server on the public interface.

Source interface: Public

Destination Interface: Public

Protocol: UDP

Source ports: <all>

Destination port: 67

Destination IP Address: Multicast, 255.255.255.255
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'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: hootpc Protocol: UDpP
Src Portiz): <A1l Dest Portisi: 68
ACK Bit Filtering: Stateful Filtering: Disabled

Src Adder Type: Host

grc IP Address: 4_3.2_254

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Disahbhled

Comment = Outbound DHCE <BOOTPC) client responses

Figure 6-2 - Filter Exception for DHCP Client Responses from Public IP Address

The filter exception shown in Figure 6-2 allows the BorderManager
server to respond to DHCP requests

Source interface: Public

Destination Interface: Public

Protocol: UDP

Source ports: <All>

Destination port: 68

Source IP Address: <your public IP address>
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e o Cl|E|e| B SfE Al

Source Interface Type:
Source Interface:
Source Circuit:

Destination Interface Type:

Destination Intewrface:

Interface
PUBLIC {PublicX

Interface
PUBLIC <Public>

Destination Circuit:

unp
67
Dizahbhled

Protocol:
Dest Portisi:
Stateful Filtering:

Any Address

hootps
<A1l

Packet Type:
Src Portiz):
ACK Bit Filtering:

Src Adder Type:
Src IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging: Dizabled

Comment = Allow inbound DHCF renewals

Figure 6-3 - Filter Exception for Inbound DHCP Renewal Requests

Host
4.3.2.254

The third filter exception, shown in Figure 6-3, allows BOOTPS
requests to the public IP address of the BorderManager server. This
exception is necessary if you wish to allow DHCP renewal requests
from the client.

Source interface: Public
Destination Interface: Public
Protocol: UDP

Source ports: <all>

Destination port: 67

Destination IP Address: 4.3.2.254
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DHCP to the BorderManager Server

This example is for a BorderManager server receiving its public IP
address from a DHCP server, for a cable modem connection
primarily.

The initial request for a DHCP address is made using a UDP
broadcast, and the reply will use a broadcast address, since there is no
initial IP address. Once a DHCP lease has been obtained, there will
be periodic lease renewals, using UDP unicast addressing. Because
of the requirement for using broadcasts, the filter exceptions required
cannot limit DHCP traffic to a specific IP address. In fact, because of
the nature of DHCP, the filter exceptions shown here will allow
inbound DHCP requests to the public interface as well as outbound
DHCP requests from the public interface.

DHCP requests are sent out using BOOTPS (UDP destination port
67) and received (by a DHCP client) using BOOTPC. Therefore, the
outgoing traffic must include an exception to allow BOOTPS, if you
are not using the default filter exceptions. (The default filter
exceptions for BorderManager allow ALL outbound IP.) Inbound
replies should be limited to broadcast and unicast BOOTPC packets,
which use UDP destination port 68. This is different from the
previous example, where inbound BOOTPS must be allowed.
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rrcnnsuh

Source Interface:
Source Circuit:

Destination Circuit:

ACK Bit Filtering:

Src Addr Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:
Comment =

Define Exception

Source Interface Type: Interface

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>

Packet Type: bootpc Protocol: UuDp
Src Portds): <All> Dest Portdsli: 68

PUBLIC <Public>

Stateful Filtering: Disahled
Any Address
Any Address

Dizahled
Allow outhound <Cand inbound DHCF client requests)

Figure 6-4 - Filter Exception for Public Interface to get DHCP Address

The filter exception shown in Figure 6-4 above shows BOOTPC
allowed on the public interface. This filter exception allows the
server to send and received broadcast DHCP address requests, and
send and receive DHCP lease renewals.

Source interface: Public
Destination Interface: Public
Protocol: UDP

Source ports: <all>
Destination port: 68
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Novell Remote Manager (NRM) on Generic
TCP Proxy (on Secondary IP Address)

Novell Remote Manager (NRM) is very nice utility included with
NetWare 5.1 and later servers that allows a great deal of management
and troubleshooting to be done through a web interface. NRM used
to be called portal, because it is launched with PORTAL.NLM.
Because of the way it works when a user logs in, changing from one
port to another and making a new connection, it doesn’t work via
static NAT. It will work fine through a generic TCP proxy
configured for port 8008 and port 8009 (the default ports, which can
be changed).

This example allows the inbound traffic for both standard NRM ports.
It is possible that you could configure several different generic TCP
proxies for different internal NRM servers on a single public IP
address, as long as each NRM has been configured to listen on
different port numbers. Different port numbers would require another
set of custom filter exceptions.

'15 rconzole H=] E3

o = wilzl@| B @fF Al
[Eiler Configuration 405 Netiore Toadoble Todule

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Desztination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

Packet Type: portal Protocol: ICFE
Src Portis): 1824-65535 Dest Portisd: 8088 -8009
ACK Bit Filtering: Disabled Stateful Filtering: Disabled

Src Addy Type: Any Address

Src IP Address:

Dest Addr Type: Host

Dest IP Address: 4.3.2.249

Logging: Dizabled

Comment = Allow inhound Portal to generic TCP prox

Figure 6-5 - Filter Exception for Inbound NRM to Generic TCP Proxy on Secondary IP Address

The filter exception show in Figure 6-5 allows a web browser on the
Internet to send inbound traffic to access NRM via a Generic TCP
Proxy listing on the specified public IP address.

e Source interface: Public
e Destination Interface: Public
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Protocol: TCP

Source ports: 1024-65535

Destination ports: 8008-8009

Destination IP Address: <your generic TCP proxy public IP
address>

The following exception allows the outbound return traffic from the
Generic TCP Proxy for Portal Web Manager traffic.

2 rconsole Hi=1E3

e o G2 @] Bl 2]E Al
[Eilter Configuration 405 Netlore Toadoble Todule

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC ¢Public?
Destination Circuit:

Packet Type: portal response Protocol: TCFE
Src Portis): 8868888089 Dest Portis): 182465535
ACK Bit Filtering: Enabled Stateful Filtering: Disabled

Src Addr Type: Host

Src IP Address: 4.3.2.249

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment : illow outbound Portal from Generic TCP Prox

Figure 6-6 - Filter Exception for Portal Responses from Generic TCP Proxy on Secondary Public IP
Address

The filter exception shown in Figure 6-6 allows a Generic TCP Proxy
on IP address 4.3.2.249 to respond to inbound requests.

Source interface: Public

Destination Interface: Public

Protocol: TCP

Source ports: 8008-8009

Destination ports: 1024-65535

ACK Bit Filtering: enabled

Source IP Address: <your generic TCP proxy public IP
address>
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Reverse HTTP Proxy (on Secondary IP

Address)

Reverse proxy acceleration of an internal web server to the outside is
generally preferred. (Examples for accessing web servers through
Static NAT are shown in the next chapter). The default filter
exceptions allow HTTP and SSL to the main public IP address of the
server for reverse HTTP Proxy. However, reverse proxy is often
done using a secondary IP address, and the BorderManager default
filters will block not only the requests to the secondary IP address,
but also the responses from the secondary IP address (from the Proxy
server). Therefore, set up the following two filter exceptions to allow
HTTP traffic to and from the Reverse Proxy.

'15 rconzole H=] E3

[ Auwa 3 | |2

EEERN

Source Interface:
Source Circuit:

Packet Type:
Src Portis):

Src Addy Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:
Comment =

Define Exception

Source Interface Type:

Destination Interface Type:
Destination Interface:
Destination Circuit:

ACK Bit Filtering: Disabled

Interface
PUBLIC <Public?

Interface
PUBLIC <Public?

Protocol: ICFP
Dest Portisd: 8a
Stateful Filtering: Disabled

http
1824-65535

Any Address

Host
4.3.2.249
Dizabled

Allow inbhound HTTP to »eversze proxy I[P Address-—

Figure 6-7 - Filter Exception for HTTP to Reverse HTTP Proxy on Secondary Public IP Address

The filter exception shown in Figure 6-7 will allow inbound HTTP
requests to a reverse proxy on the specified destination IP address..

Source interface: Public

Destination Interface: Public

Protocol: TCP

Source ports: 1024-65535

Destination port: 80

Destination IP Address: <your reverse HTTP proxy public IP
address>
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15 rconsole Hi=] E3

oo = G2 @] B 2|5 Al
[Eilter Configuration 485 _ WNetWare Loadable Module

Source Interface Type: Interface
Source Interface: PUBLIC (Public>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC (Public>
Destination Circuit:

Packet Type: dynsack-tcp Protocol: TCP
Src Portisd: <All> Dest Portis): 182465535
ACK Bit Filtering: Enahled Stateful Filtering: Disahled

Src Addr Type: Host

Src IP Address: 4.3.2_.249

Dest Addr Type: Any Address

Dest IP Address:

Logging: Disabled

Comment :

Figure 6-8 - Filter Exception for Reverse HTTP Proxy Responses from Reverse HTTP Proxy on
Secondary Public IP Address

The filter exception shown in Figure 6-8 allows the reverse HTTP
proxy to respond to inbound requests.

Source interface: Public

Destination Interface: Public

Protocol: TCP

Source port: <All> (see text below)

Destination ports: 1024-65535

ACK Bit Filtering: enabled

Source IP Address: <your reverse HTTP proxy public IP
address>

This exception shown in Figure 6-8 bears some explanation. Why
was the source port left at Any? Why was the default Dynamic/TCP
definition not used, with the source IP address called out? Why is the
ACK bit set? First, if the web server is configured such that ONLY
standard HTTP port 80 is used, a custom definition HTTP Response
could be created, as above, except specifying a source port 80.
However, some web servers have content that require HTTPS / SSL
(port 443) to log in or receive a certificate and encrypt data. Other
content might redirect the browser to non-standard HTTP ports (ports
other 80 or 443). The exception shown should allow the web server
to communicate in those situations, while still disallowing inbound
connections to be made on the high ports (because the ACK bit is
set). The requirement that the ACK bit be set ensures that the high
ports are only used when the web server initiates the TCP connection.
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SSL to Reverse HTTP Proxy (on Secondary
IP Address)

If your internal web server being reverse accelerated requires SSL
(HTTPS), you also need to allow SSL port 443 traffic to the
secondary IP address of the reverse proxy.

This filter exception also allows SSL Proxy Authentication to a
reverse proxy should that option be enabled.

2 rconsole Hi=1E3

e o G2 @] Bl 2]E Al
[Eilter Configuration 405 Netlore Toadoble Todule

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC ¢Public?
Destination Circuit:

Packet Type: https Protocol: TCE
Src Portis): 182465535 Dest Portis): 443
ACK Bit Filtering: Disabled Stateful Filtering: Disabled

Src Addr Type: Any Address
Src IP Address:

Dest Addr Type: Host

Dest IP Address: 4.3.2_249
Logging: Dizahled

Comment :
Figure 6-9 - Filter Exception for Inbound HTTPS/SSL to Reverse HTTP Proxy on Secondary Public
IP Address

The filter exception shown in Figure 6-9 allows SSL (HTTPS) to the
reverse proxy by allowing protocol TCP, any source port, and a
destination port equal to 443 to a destination IP address set to the
secondary IP address configured for reverse proxy acceleration. A
custom exception has been defined that specifies the source ports for
improved security.

Source interface: Public

Destination Interface: Public

Protocol: TCP

Source ports: 1024-65535

Destination port: 443

Destination IP Address: <your reverse HTTP proxy public IP
address>
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B S
& rconsole

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC ¢Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC ¢Public?
Destination Circuit:

Packet Type: https response Protocol: TCP
Src Portis): 443 Dest Portis): 1824-65535
ACK Bit Filtering: Enabled Stateful Filtering: Disabled

Src Addy Type: Host

Src IP Address: 4.3.2.249

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment :

Figure 6-10 - Filter Exception for Outbound HTTPS / SSL Responses from Reverse HTTP Proxy on
Secondary Public IP Address

The filter exception shown in Figure 6-10 allows outbound HTTPS /
SSL responses from a reverse HTTP proxy on the specified source
public IP address.

Source interface: Public

Destination Interface: Public

Protocol: TCP

Source port: 443

Destination ports: 1024-65535

ACK Bit Filtering: enabled

Source IP Address: <your reverse HTTP proxy public IP
address>

Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 202
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 6 - Example Inbound Filter Exceptions November 27, 2002

FTP to Reverse FTP Proxy

¢ T:vrconsole exe

Define Exception

Source Interface Type: Interface

Source Interface:
Source GCircuit:

Destination Circuit:

Src Addr Type:

Dezt Addr Typ
Dest IP Addre
Logging:
Comment :

Destination Interface Type: Interface
Deztination Interface: PUBLIC <Public>

Packet Type: ftp ports Protocol: TCP
Src Portis): 182465535 Dest Portis): 2821
ACK Bit Filtering: Disahled Stateful Filtering:= Disabhled

FTP to the Reverse FTP Proxy is similar to FTP for a Static NAT
connection. Inbound connections should be done with an inbound
non-stateful exception (for ports 20 and 21) and one or two outbound
non-stateful exceptions to allow the response packets. The IP
addresses called out in these exceptions should be the public IP
address of the Reverse FTP Proxy, whether that is the primary public
IP address or a secondary.

PUBLIC <Public?

Any Address

Host
4.3.2_254
Dizabhled
Allow inbound FTIP requests to FTP Reversze Proxy

Figure 6-11 - Filter Exception for Inbound FTP Control and Data Ports to Reverse FTP Proxy

The filter exception shown in Figure 6-11 is all that was needed for
CuteFTP, and command line FTP to make inbound connections and
transfer data.

This custom filter exception uses a source and destination interface of
the BorderManager public interface, any source IP address, and a
destination IP address of the public IP address of the Reverse FTRP
Proxy.

Source Interface: Public

Destination Interface: Public

Protocol: TCP

Source Ports: 1024-65535

Destination Ports: 20-21

Destination I[P Address: <BorderManager public IP address
assigned for Reverse FTP Proxy>
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c T vrconsole_exe

Define Exception

Source Interface Type:
Source Interface: PUBLIC <Puhlic?>»
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <(Public>

Destination Circuit:

Packet Type: ftp ctrl resp Protocol: TCP
Src Portds): 21 Dest Port{sd: 1824-65535
ACK Bit Filtering: Enahled Stateful Filtering:= Disahled

Src Addr Type: Host

Src IP Address: 4.3.2.254

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment : Outhound FTIP control port from FIP Reverse Proxy
Figure 6-12 - Filter Exception for Outbound FTP Control Port Responses from Reverse FTP
Proxy

The filter exception shown in Figure 6-12 allows outbound FTP
control port responses from the Reverse FTP Proxy.

Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source ports: 21

Destination port: 1024-65535

ACK Bit Filtering: Enabled

Source [P Address: <BorderManager Reverse FTP Proxy
public IP address>

This exception would not normally be needed for BorderManager 3.x
servers prior to version 3.7, if the default filter exceptions are in
place, and the proxy is listening on the primary public IP address.
The default filter exceptions in those cases allow all outbound IP
traffic from the public IP address (though not from a secondary IP
address).
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¢ T:vrconsole exe

Define Exception

Source Interface Type:

Source Interface:
Source GCircuit:

Packet Type:
Src Portis):

Src Addr Type:

Dezt Addr Typ
Dest IP Addre
Logging:
Comment :

Destination Interface Type: Interface
Deztination Interface: PUBLIC <Public>
Destination Circuit:

ftp data resp Protocol: TCP
28 Dest Portds): 1824-65535
ACK Bit Filtering: Disahled Stateful Filtering:= Disabhled

PUBLIC <Public?

Host
4.3.2.254
Any Address

Dizabhled
Outbound FTP data response from FTP Reverse FProxy

Figure 6-13 - Filter Exception for Outbound FTP Data Port Responses from FTP Reverse Proxy

The filter exception shown in Figure 6-13 allows outbound FTP data
responses from the Reverse FTP proxy.

Note that ACK bit filtering has NOT been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source ports: 20

Destination port: 1024-65535

Source IP Address: <BorderManager Reverse FTP Proxy
public IP Address>

An alternative to having two filter exceptions for outbound ports 20
and 21 would be to have a single exception for source ports 20-21,
but not enable ACK bit filtering on it. If you enabled ACK bit
filtering on outbound source port 20, your FTP data connections will
fail.

This exception would not normally be needed for BorderManager 3.x
servers prior to version 3.7, if the default filter exceptions are in
place, and the proxy is listening on the primary public IP address.
The default filter exceptions in those cases allow all outbound IP
traffic from the public IP address (though not from a secondary IP
address).
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SMTP to Mail Proxy or GWIA

¢ Y:irconsole exe

Define Exception

Source Interface Type: Interface

Source Interface:
Source GCircuit:

Destination Circuit:

Src Addr Type:
Src IP Address:
Dezt Addr Type:
Dest IP Address:
Logging:
Comment :

Destination Interface Type: Interface
Deztination Interface: PUBLIC <Public>

Packet Type: smtp protocol Protocol: TCP
Src Portis): 182465535 Dest Portis): 25
ACK Bit Filtering: Disahled Stateful Filtering:= Disabhled

The filter exceptions shown in this example allow inbound SMTP
mail to be received by the Mail Proxy (or GroupWise GWIA running
on the BorderManager server). Inbound connections should be done
with an inbound non-stateful exception for port 25 and an outbound
non-stateful exception to allow the response packets. The IP
addresses called out in these exceptions should be the public IP
address of the Mail Proxy, whether that is the primary public IP
address or a secondary.

PUBLIC <Public?

Any Address

Host
4.3.2_254
Dizabhled
Allow inbound SMIP to Mail Proxy public IP addre

Figure 6-14 - Filter Exception for SMTP to Mail Proxy or GWIA

This custom filter exception uses a source interface and destination
interface of the BorderManager public interface, any source IP
address, and a destination IP address of the Mail Proxy public IP
address

Source Interface: Public

Destination Interface: Public

Protocol: TCP

Source Ports: 1024-65535

Destination Ports: 25

Destination [P Address: <BorderManager public IP address
assigned for Mail Proxy>
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¢ T:vrconsole exe

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC <(Public>
Source GCircuit:

Destination Interface Type: Interface
Deztination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: smtp response Protocol: TCP
Src Portis): 25 Dest Portis): 182465535
ACK Bit Filtering: Enabled Stateful Filtering:= Disabhled

Src Addr Type:

Host

4.3.2.25%4

Dezt Addr Typ Any Address

Dest IP Addre

Logging: Dizahbled

Comment : Outbound SMIP responses from Mail ProxysGUIA

Figure 6-15 - Filter Exception for SMTP Responses from Mail Proxy or GWIA

This filter exception shown in Figure 6-15 uses a source interface and
destination interface of the BorderManager public interface, a source
IP address of the Mail Proxy public IP address, and any destination IP
address.

Source Interface: Public

Destination Interface: Public

Protocol: TCP

Source Port: 25

Destination Ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <BorderManager public IP address
assigned for Mail Proxy>

This exception would not normally be needed for BorderManager 3.x
servers prior to version 3.7, if the default filter exceptions are in
place, and the proxy is listening on the primary public IP address.
The default filter exceptions in those cases allow all outbound IP
traffic from the public IP address (though not from a secondary IP
address).
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POP3 to Mail Proxy

¢ T:vrconsole exe

Define Exception

Source Interface Type:

Source Interface:
Source GCircuit:

Destination
Deztination
Destination

Packet Type:
Src Portis):

Src Addr Type:

Dezt Addr Typ
Dest IP Addre
Logging:
Comment :

Interface Type:
Interface:
Circuit:

ACK Bit Filtering: Disahled

The filter exceptions shown in this example allow inbound POP3
requests from a host on the Internet to the Mail Proxy. Inbound
connections should be done with an inbound non-stateful exception
for port 110 and an outbound non-stateful exception to allow the
response packets. The IP addresses called out in these exceptions
should be the public IP address of the Mail Proxy, whether that is the
primary public IP address or a secondary.

Interface
PUBLIC (Public?>

Interface
PUBLIC (Public>

Protocol: TCP
Dest Portis): 118
Stateful Filtering:= Disabhled

pop3
1A24-65535

Any Address

Host
4.3.2_254
Dizabhled
Allow inbound POP3 requests to Mail Proxy/GUWIA

Figure 6-16 - Filter Exception for POP3 to Mail Proxy or GWIA

The filter exception shown in Figure 6-16 uses a source interface and
destination interface of the BorderManager public interface, any
source [P address, and a destination IP address of the Mail Proxy
public IP address

Source Interface: Public

Destination Interface: Public

Protocol: TCP

Source Ports: 1024-65535

Destination Port: 110

Destination I[P Address: <BorderManager public IP address
assigned for Mail Proxy>
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¢ T:vrconsole exe

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC <(Public>
Source GCircuit:

Destination Interface Type: Interface
Deztination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: popd response Protocol: TCP
Src Portis): 118 Dest Portis): 182465535
ACK Bit Filtering: Enabled Stateful Filtering:= Disabhled

Src Addr Type:

Host

4.3.2.25%4

Dezt Addr Typ Any Address

Dest IP Addre

Logging: Dizabled

Comment : Outbound POP3 responses from Mail Proxy ~ GUWIA

Figure 6-17 - Filter Exception for POP3 Responses from Mail Proxy or GWIA

The filter exception shown in Figure 6-17 uses a source interface and
destination interface of the BorderManager public interface, a source
IP address of the Mail Proxy public IP address, and any destination IP
address.

Source Interface: Public

Destination Interface: Public

Protocol: TCP

Source Port: 110

Destination Ports: 1024-65535

ACK Bit Filtering: Enabled

Source I[P Address: <BorderManager public IP address
assigned for Mail Proxy>

This exception would not normally be needed for BorderManager 3.x
servers prior to version 3.7, if the default filter exceptions are in
place, and the proxy is listening on the primary public IP address.
The default filter exceptions in those cases allow all outbound IP
traffic from the public IP address (though not from a secondary IP
address).
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NNTP to News Proxy

e T:-\rconzole_exe

Define Exception

Source Interface Type: Interface

Source Interface:
Source Circuit:

Packet Type:
Src Portds):
ACK Bit Filtering: Disahled Stateful Filtering: Enabled

Src Addr Type:
Src IP Address
Dest Addr Type
Dest IP Addres
Logging:
Comment :

Destination Interface Type: Interface
Destination Interface: PUBLIC <(Public?
Destination CGircuit:

NNTP-TCP Protocol: TCP
182465535 Dest Portisi: 119

The filter exceptions shown in this example allow inbound NNTP
traffic from a Usenet server on the Internet to the News Proxy. This
example would only be used if the News Proxy is connecting an
internal NNTP server to the Usenet hierarchy on the Internet, not for
outbound NNTP requests from internal NNTP clients. Inbound
connections should be done with an inbound non-stateful exception
for port 110 and an outbound non-stateful exception to allow the
response packets. The IP addresses called out in these exceptions
should be the public IP address of the News Proxy, whether that is the
primary public IP address or a secondary.

PUBLIC <(Public>

Host
4.3.2.25%4
Any Address

Dizabled
Inbound MNTPF to Mews FProxy

Figure 6-18 - Filter Exception for NNTP to News Proxy

The filter exception shown in Figure 6-18 uses a source interface and
destination interface of the BorderManager public interface, any
source IP address, and a destination IP address of the Mail Proxy
public IP address

Source Interface: Public

Destination Interface: Public

Protocol: TCP

Source Ports: 1024-65535

Destination Port: 119

Destination IP Address: <BorderManager public IP address
assigned for Mail Proxy>
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¢ T:vrconsole exe

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC <(Public>
Source GCircuit:

Destination Interface Type: Interface
Deztination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: nntp FESpONses Protocol: TCP
Src Portis): 119 Dest Portis): 182465535
ACK Bit Filtering: Enabled Stateful Filtering:= Disabhled

Src Addr Type:

Host

4.3.2.25%4

Dezt Addr Typ Any Address

Dest IP Addre

Logging: Dizabled

Comment : Outbhound NNTF responses from Mews Proxy

Figure 6-19 - Filter Exception for NNTP Responses from News Proxy

The filter exception shown in Figure 6-19 uses a source interface and
destination interface of the BorderManager public interface, a source
IP address of the Mail Proxy public IP address, and any destination IP
address.

Source Interface: Public

Destination Interface: Public

Protocol: TCP

Source Port: 119

Destination Ports: 1024-65535

ACK Bit Filtering: Enabled

Source I[P Address: <BorderManager public IP address
assigned for Mail Proxy>

This exception would not normally be needed for BorderManager 3.x
servers prior to version 3.7, if the default filter exceptions are in
place, and the proxy is listening on the primary public IP address.
The default filter exceptions in those cases allow all outbound IP
traffic from the public IP address (though not from a secondary IP
address).
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RCONJ to Generic Proxy (on Secondary IP
Address)

The point of this example is to allow inbound RCONJ (Java Remote
Console) traffic to an internal NetWare server using Generic TCP
Proxy.

The default TCP destination port of RCONJ is 2034, which is called
out in the command line when loading RCONAG®6.

Note If ZENWorks for Servers has been installed, you might see that
RCONJ can be launched in secure mode, using the LOAD RCONAGP
ENCRYPT command, which uses port 2037 by default.

2 rconsole Hi=1E3

e o G2 @] Bl 2]E Al
[Eilter Configuration 405 Netlore Toadoble Todule

Source Interface Type: Interface
Source Interface: PUBLIC <Public?

Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC ¢Public?
Destination Circuit:

Packet Type: rconj Protocol: TCFE
Src Portis): 182465535 Dest Portis): 26834
ACK Bit Filtering: Disabled Stateful Filtering: Disabled

Src Addr Type: Any Address
Src IP Address:

Dest Addr Type: Host

Dest IP Address: 4.3.2_249
Logging: Dizahled

Comment :
Figure 6-20 - Filter Exception for Inbound RCONJ to Generic TCP Proxy on Secondary Public IP
Address

The filter exception shown in Figure 6-20 allows inbound RCONJ
traffic to a generic proxy set up for RCONAG6 standard port
numbers on the specified destination IP address.

Source interface: Public
Destination Interface: Public
Protocol: TCP

Source ports: 1024-65535
Destination port: 2034
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e Destination IP Address: <your reverse HTTP proxy public IP
address>

The following exception allows the outbound RCONJ return traffic.

2 rconsole Hi=1E3

e o G2 @] Bl 2]E Al
[Eilter Configuration 405 Netlore Toadoble Todule

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC ¢Public?
Destination Circuit:

Packet Type: ¥conj resp Protocol: TCFE
Src Portis): 2834 Dest Portis): 182465535
ACK Bit Filtering: Enabled Stateful Filtering: Disabled

Src Addr Type: Host
Src IP Address: 4.3.2.249

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment : Outbound RCOMJ responses from Generic TCP Prox

Figure 6-21 - Filter Exception for Outbound Responses from RCONJ on Generic TCP Proxy

The filter exception show in Figure 6-21 allows a Generic TCP Proxy
for RCONAGH6 on the specified source public IP address to respond
to inbound RCONJ requests.

Note that the ACK bit has been set.

Source interface: Public

Destination Interface: Public

Protocol: TCP

Source port: 2034

Destination ports: 1024-65535

ACK Bit Filtering: enabled

Source IP Address: <your Generic TCP proxy public IP
address>

This exception could be modified to allow RCONJ connections to a
BorderManager 3.7 server by changing the source/destination IP
addresses to the primary public IP address of the BorderManager
server.
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BorderManager 3.7 VPN

BorderManager 3.7 has the same VPN requirements as previous
versions, and sets up almost the same default VPN filter exceptions.
Unfortunately, the default VPN filter exceptions assume that certain
other filter exceptions are present, and those other exceptions are not
present by default on a BorderManager 3.7 server. Specifically, there
is no exception allowing outbound VPN traffic for the responses to
inbound connections, nor are there exceptions which allow Site-to-
Site VPN connections outbound, nor are there exceptions which
allow Site-to-Site connection responses inbound. Finally, there are
no exceptions allowing inbound connections from a remote VPN
client behind a NAT connection.

Therefore, neither Client-to-Site nor Site-to-Site VPN will work on a
standard BorderManager 3.7 server without additional filter
exceptions being added. The following examples show the additional
exceptions required for Client-to-Site VPN connections.

BorderManager 3.7 Default VPN Filter Exceptions

First, three default VPN filter exceptions are assumed to be present.
These exceptions can be created using VPNCFG.NLM if they are not
already present. These exceptions are:

e VPN-authGW - Allows Client-to-Site connections to be
initiated. Allows TCP destination port 353 to the public IP
address.

e VPN-KeepAlive — Allows Client-to-Site keepalive traffic.
Allows UDP port 353 to the public IP address.

e VPN-SKIP — Allows key exchange, when not using VPN
over NAT. Allows the SKIP protocol to the public IP
address.

In the past, all IP was allowed outbound from the public IP address,
and TCP and UDP high ports were allowed in to the public IP
address. These exceptions allowed the response traffic to the above
three default exceptions, and allowed outbound Site-to-Site VPN

connections. Since these exceptions are not present in
BorderManager 3.7 servers by default, you must add exceptions to
take their place.
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Client-to-Site Filter Exceptions

Client-to-Site VPN for Clients Not Behind NAT

The following exceptions are necessary for BorderManager 3.7
servers, if the default 3.7 filter exceptions are in place. Normally,
none of these exceptions is required for prior versions of
BorderManager with their default exceptions in place.

¢ I:wriconsole exe

Define Exception

Source Interface Type:
Source Interface: PUBLIC <Public)
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <{Public>

Destination Circuit:

Packet Type: vpnauthgw resp Protocol: TCP
Src Portdsi: 353 Dest Portis): 1824-65535
ACK Bit Filtering: Enabled Stateful Filtering: Disabled

Src Addr Type: Host

Src IP Address: 4.3.2_254

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment : Outbhound Clients8ite UPN Authentication responses

Figure 6-22 - Filter Exception for Client-to-Site VPN Authentication Responses

The filter exception shown in Figure 6-22 allows the VPN server to
send authentication replies to a VPN client.

Source interface: Public

Destination Interface: Public

Protocol: TCP

Source port: 353

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your BorderManager public IP address>
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Client-to-Site VPN for Clients Behind NAT

Note This example applies to BorderManager 3.6 and 3.7 servers only,
since only 3.6 and later allows the remove VPN client to be behind a NAT
connection to the Internet. The BorderManager 3.6 default filter exceptions
will allow Client-to-Site VPN over NAT connection. Therefore, these
exceptions will only be required in a customized BorderManager 3.6
configuration, or a fresh BorderManager 3.7 installation.

This example is for VPN clients on the Internet coming into a
BorderManager server. It is not for VPN clients on your LAN going
out through NAT to another BorderManager server. That example is
shown in the chapter giving outbound filter exceptions.

BorderManager versions prior to 3.7 have default filter exceptions
that allow all inbound high ports for both TCP and UDP to the public
IP address. (The Dynamic/TCP and Dynamic/UDP exceptions are
responsible). Because of these exceptions, a Client-to-Site VPN
where the client is behind a NAT connection to the Internet is able to
make a VPN connection on a BorderManager 3.6 server. (Client-to-
Site VPN over NAT is not possible with versions of BorderManager
prior to 3.6). Client-to-Site VPN over NAT uses UDP destination
port 2010, in addition to the ports specified in the default VPN filter
exceptions.

For BorderManager 3.7, you may need to create the following
exceptions to allow Client-to-Site VPN over NAT.

Note These exceptions will also allow slave servers to communicate in a
Site-to-Site VPN.
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o f:\rconsole exe

Define Exception

Packet Type:
Src Portdsl:
ACK Bit Filtering:

Src Addr Type:
Src IP Address:
Dest Addyr Type:
Dest IP Address:
Logging:
Comment :

Source Interface Type:
Source Interface:
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <(Public>
Destination Circuit:

PUBLIC <Public?

vpnsnat Protocol: UDe
1824-65535 Dest Portis): 2@in
Stateful Filtering: Diszabled

Any Address

Host
4.3_2_25%4
Dizabled
Allow inbound Client—-to—-5ite UPN over HNAT

Figure 6-23 - Filter Exception for Inbound Client-to-Site VPN over NAT to BorderManager Server

The filter exception shown in Figure 6-23 allows a VPN client behind
a NAT connection on the Internet to make a VPN connection to a
BorderManager 3.6 or 3.7 server.

Source interface: Public

Destination Interface: Public

Protocol: UDP

Source ports: 1024-65535

Destination port: 2010

Destination IP Address: <your BorderManager public IP
address>
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The following exception is also required in order to allow return

traffic to the remote VPN client.

o f:\rconsole exe

Source Interface Type:
Source Interface: PUBLIC (Public>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <(Public>

Destination Circuit:

Packet Type: vpnsnat resp Protocol: uDe
Src Portdsl: 2818 Dest Portdsli: 1824—-65535
ACK Bit Filtering: Stateful Filtering: Diszabled

Src Addr Type: Host

Src IP Address: 4.3_2_254

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment : Outhound Client—to—Site UPN over NAT responses

Define Exception

Figure 6-24 - Filter Exception for Outbound Client-to-Site VPN over NAT Responses from
BorderManager Server

The filter exception shown in Figure 6-24 allows the VPN server to

reply to a VPN client behind a NAT connection to the Internet.

Source interface: Public
Destination Interface: Public
Protocol: UDP

Source port: 2010

Destination ports: 1024-65535

Source IP Address: <your BorderManager public IP address>

Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 218

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 6 - Example Inbound Filter Exceptions November 27, 2002

Site-to-Site VPN Exceptions

ot T:\rconsole.exe

Define Exception

Source Interface Type:
PUBLIC <Public?>

Source Interface:
Source Circuit:

Packet Type:
Src Portisd:
ACK Bit Filtering:

Src Addr Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:
Comment =

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public)
Destination Circuit:

The default exceptions created in a fresh (not upgraded)
BorderManager 3.7 installation do not include some critical
exceptions necessary for the VPN to function.

UPM-5KIP Protocol: L7
Dest Port{(s):
Stateful Filtering: Diszabled

Host
4.3.2_254
Any Address

Disahbhled
Quthound SKIP protocol for UPHN

Figure 6-25 - Filter Exception for Outbound SKIP Protocol

The filter exception shown in Figure 6-25 allows the VPN server to
send SKIP packets to a master or slave VPN server.

Source interface: Public

Destination Interface: Public

Protocol: 57

Source IP Address: <your BorderManager public IP address>

One symptom of a slave server not able to send SKIP packets out to
the master server is the VPTUNNEL interface not showing up in
INETCFG.
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Note The default exceptions created by a BorderManager 3.7 installation for
some reason do not include an exception created by default with BRDCFG or
VPNCFG in prior revisions of BorderManager. This exception is intended to
allow VPN Site-to-Site communications. Even if it was added by
BorderManager 3.7's VPNCFG, the response traffic would still have to be
manually added.

e T:-\rconzole_exe

Define Exception

Source Interface Type:
Source Interface:
Source Circuit:

Destination Interface Type
Destination Interface:
Destination CGircuit:

Packet Type: ipxstocp
Src Portdsi: 213
ACK Bit Filtering: Enahled

Src Addr Type:
Src IP Address:
Dest Addr Type:
Dest IP Addre
Logging:
Comment :

oo
SO =

PUBLIC (Public)

Interface
PUBLIC <(Public?

Protocol: TICP
Dest Port(s): 1824-65535
Stateful Filtering: Diszabhled

FESD

Host
4.3.2.25%4
Any Address

Dizabled
Outhound master-slave site—site UPM responses

Figure 6-26 - Filter Exception for Inbound Site-to-Site VPN Communications

The filter exception shown in Figure 6-26 allows the master or slave

VPN server to send requests to another Site-to-Site VPN server.

Source interface: Public

Destination Interface: Public

Protocol: TCP

Source ports: 1024-65535

Destination port: 213

Destination IP Address: <your BorderManager public IP
address>
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et T:\rconzole. exe

Define Exception

November 27, 2002

Source Interface Type:
Source Interface: PUBLIC <Public>
Source Circuit:

Destination Interface Type:- Interface
Destination Interface: PUBLIG (Public>
Destination Circuit:

Packet Type: ipxA/tcp resp Protocol: M
Src Portisl: 213 Dest Port{(s): 1824-65535
ACK Bit Filtering: Enabled Stateful Filtering: Disahled

Src Addr Type: Host

Src IP Address: 4_3.2.253

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment : Outhound master-sslave site—site UFM responses

Figure 6-27 - Filter Exception for Site-to-Site VPN Responses

The filter exception shown in Figure 6-27 allows the master or slave

VPN server to reply to another Site-to-Site VPN server.

Source interface: Public
Destination Interface: Public
Protocol: TCP

Source port: 213

Destination ports: 1024-65535
ACK Bit Filtering: Enabled

Source [P Address: <your BorderManager public IP address>
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Note These next two exceptions may be required for slave servers to
communicate to each other in a Site-to-Site VPN. If you have configured the
UDP 2010 filter exceptions for Client-to-Site VPN clients behind a NAT
connection, you do not need to add these exceptions.

¢ Y:irconsole exe

Define Exception

Interface
PUBLIC (Public?>

Source Interface Type:
Source Interface:
Source GCircuit:

Interface
PUBLIC (Public>

Destination Interface Type:
Deztination Interface:
Destination Circuit:

Protocol: unp
Dest Portis): 2818
Stateful Filtering:= Disabhled

Any Address

zlavesslave
2818

Packet Type:
Src Portisd):
ACK Bit Filtering:

Src Addr Type:
Src IP Address:
Dezt Addr Type:
Dest IP Address:
Logging: Dizabled

Comment : Inbound Slave~sS5lave UPN server communications

Hoszt
4.3.2._188

Figure 6-28 - Filter Exception for Slave/Slave VPN Server Site-to-Site Communications Inbound

The filter exception shown in Figure 6-28 allows one slave VPN
server to communicate to another Site-to-Site VPN slave server.

Source interface: Public

Destination Interface: Public

Protocol: UDP

Source port: 2010

Destination ports: 2010

Source [P Address: <your BorderManager public IP address>
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c Yo vrconsole_exe

Define Exception

Source Interface Type:
Source Interface: PUBLIC <Puhlic?>»
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <(Public>

Destination Circuit:

Packet Type: slaverslave Protocol: UDp
Src Portdls): 2018 Dest Port{sd: 2018
ACK Bit Filtering: Stateful Filtering:= Disahled

Src Addr Type: Host

Src IP Address: 4.3.2.108

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment : Outhound £laverSlave UPN server communications

Figure 6-29 - Filter Exception for Slave/Slave VPN Server Site-to-Site Communications Outbound

The filter exception shown in Figure 6-29 allows one slave VPN
server to communicate to another Site-to-Site VPN slave server.

Source interface: Public

Destination Interface: Public

Protocol: UDP

Source port: 2010

Destination ports: 2010

Source [P Address: <your BorderManager public IP address>
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Chapter 7 - Example
Inbound Filter

Exceptions Using Static
NAT

Static NAT is always done using secondary I[P addresses, and the
BorderManager default filters should block all traffic to a secondary
IP address on the public side. It is therefore necessary to set up two
filter exceptions for each static NAT address pair, unless stateful
filters are used. Since stateful filters have additional overhead, and
you normally aren’t worried about hacking into the static NAT traffic
from inside your LAN, I recommend using non-stateful filter
exceptions with static NAT.

In addition, there is a (rare) security exploit that can be used to bring
additional ports in through a stateful filter exception once a session
has been established. It can be safer to configure non-stateful
exceptions for inbound traffic from the Internet.

Note You can generally use BorderManager 3.x generic TCP and UDP
proxies as an alternative to Static NAT. In this case, the only difference in
the filter exceptions would be to change the source/destination IP addresses
from the internal IP address of the host to the public IP address of the proxy.
You would also need to specify access rules, and the BorderManager
PROXY.NLM would have to be running. Some types of traffic (POP3,
NNTP, SMTP, etc.) cannot be done with BorderManager Generic proxies if a
dedicated proxy is provided. (E.g. Mail Proxy must be used for SMTP and
POP3).
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Citrix WinFrame

'15 rconsole _ (O] x|

[ Ao &1 I

Define Exception

Destination
Destination
Destination

Packet Type:
Src Portds):

Logging:
Comment =

Source Interface Type:
Source Interface:
Source Circuit:

Interface Type:
Interface:
Circuit:

ACK Bit Filtering: Disabled

Src Addr Type:

grc IP Address:
Dest Addr Type:
Dest IP Address:

Citrix WinFrame hosts can be accessed by two different client types,
each requiring their own particular destination port number. The
examples shown will allow inbound connections from both a stand-
alone Citrix ICA (Independent Computing Architecture) client and a
browser-based snap-in client.

| 3 515 )

Interface
PUBLIC <Public>»

Interface
PRIVATE <Private’

Protocol: TCP
Dest Portdsi: 1494
Stateful Filtering: Disahled

ICA
1824-65535

Any Address

Host
192 _168.168.248
Dizahled

Figure 7-1 - Filter Exception for Inbound Citrix ICA Client

The filter exception shown in Figure 7-1 allows inbound traffic from
the Citrix ICA client to an internal Citrix WinFrame host through
static NAT.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source ports: 1024-65535

Destination port: 1494

Destination [P Address: <your Citrix server internal address>
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"5 rconsole M=l E

3 vl B 575 Al
O S L i S RN L

Source Interface Type: Interface
Source Interface: PRIVATE <(Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public?
Destination Circuit:

Packet Type: ICA response Frotocol: TCP
Src Portis): 1494 Dest Port(si: 1824-65535
ACK Bit Filtering: Enabled Stateful Filtering: Disahled

grc Addr Type: Host

Src IP Address: 192 _168_18_248

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outhound Citrix ICA client responses

Figure 7-2 - Filter Exception for Outbound Citrix ICA Client Responses

The filter exception shown in Figure 7-2 allows outbound (return)
responses from the internal Citrix WinFrame host to an external
Citrix ICA client.

Note that the ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 1494

Destination ports: 1024-65535

Source IP Address: <your Citrix server internal address>

Note Citrix needs the altaddr /set x.x.x.x command to be used, plus a correct
default route specified, in order to be accessible over static NAT. See your
Citrix documentation on the use of the altaddr command.
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'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PRIVATE <(Privatel
Destination Circuit:

Packet Type: citrix hrouwser Protocol: TCP
Src Portis): 182465535 Dest Portisi: 1684
ACK Bit Filtering:- Disabled Stateful Filtering: Disabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Host

Dest IP Address: 192 .168.18.248

Logging: Dizabled

Comment = Allow inbound Citrix browser client to NAT host—

Figure 7-3 - Filter Exception for Inbound Citrix Browser-based Client

The filter exception shown in Figure 7-3 allows inbound traffic from
the Citrix browser-based client to an internal Citrix WinFrame /
MetaFrame host through static NAT.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source Ports: 1024-65535

Destination Port: 1604

Destination [P Address: <your Citrix server internal address>

Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 227
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 7 - Example Inbound Filter Exceptions Using Static NAT November 27, 2002

15 rconsole Hi=] E3

I Buto vI ] JEe iﬂ f@ﬂ qufg j&J
[Eilter Configuration 4,86  NetWare Loadsble Module

Source Interface Type: Interface
Source Interface: PRIUVUATE (Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC (Public>
Destination Circuit:

Packet Type: citrixhrowseout Protocol: TCP
Src Portisd: 1684 Dest Portis): 182465535
ACK Bit Filtering: Enahled Stateful Filtering: Disahled

Src Addr Type: Host

Src IP Address: 192 168.168.2408

Dest Addr Type: Any Address

Dest IP Address:

Logging: Disabled

Comment :

Figure 7-4 - Filter Exception for Outbound Citrix Browser-based Client Responses

The filter exception shown in Figure 7-4 allows outbound (return)
traffic from an internal Citrix WinFrame / MetaFrame host to an
external Citrix browser-based client.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 1604

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your Citrix server internal address>
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FTP

ozl 5 =5 Al

Source Interface Type: Interface

Source Interface:
Source Circuit:

Destination Circuit:

Src Addr Type:
grc IP Address:
Dest Addr Type:
Dest IP Address:
Logging:
Comment =

Destination Interface Type: Interface

Destination Interface: PRIVATE <Private’

Packet Type: ftp ports Protocol: TCP
Src Portdsd: 182465535 Dest Port{si: 28-21
ACK Bit Filtering:= Disahled Stateful Filtering: Disahled

FTP through a Static NAT connection should be done with an
inbound non-stateful exception (for ports 20 and 21) and one or two
outbound non-stateful exceptions to allow the response packets.

The testing was done using command prompt FTP in Windows 2000,
and CuteFTP 3.0 to a NetWare Novonyx FTP server.

PUBLIC <(Public>

Any Address

Host
192 _168.18.251
Dizahled

Allow inhound FTP control & data to NAT host

Figure 7-5 - Filter Exception for Inbound FTP Control and Data Ports

The filter exception shown in Figure 7-5 is all that was needed for
CuteFTP, and command line FTP to make inbound connections and
transfer data.

This custom filter exception uses a source interface of the
BorderManager public interface and a destination interface of the any
interface, any source IP address, and a destination IP address of the
internal static NAT FTP server.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source Ports: 1024-65535

Destination Ports: 20-21

Destination IP Address: <your FTP server internal address>
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"5 rconsole M=l E

e = GilEle B 2fF Al
[_Filter Configuration 485 _  WetWare Loadable Flodule

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: ftp ctrl resp Protocol: TCP
Src Portisdi: 21 Dest Portisi: 182465535
ACK Bit Filtering: Enabled Stateful Filtering: Disahled

Src Adder Type: Host

Src IP Address: 192 _168_18_251

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = illov outhound FTF ctrl responses from MAT host

Figure 7-6 - Filter Exception for Outbound FTP Control Port Responses

The filter exception shown in Figure 7-6 allows the FTP control port
responses back from an internal FTP server via a Static NAT

connection.
Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source ports: 21

Destination port: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your FTP server internal address>
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'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: ftp data resp Protocol: TCP
Src Portis): 28 Dest Portisi: 182465535
ACK Bit Filtering:- Disabled Stateful Filtering: Disabled

Src Adder Type: Host

grc IP Address: 192 _168.18_251
Dest Addr Tupe: Any Address
Dest IP Address:

Logging: Dizahled

Comment = Allow outbound FTP data response from NAT host

Figure 7-7 - Filter Exception for Outbound FTP Data Port Responses

The filter exception shown in Figure 7-7 allows outbound FTP data
responses from an internal FTP server.

Note that ACK bit filtering has NOT been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source ports: 20

Destination port: 1024-65535

Source IP Address: <your FTP server internal address>

An alternative to having two filter exceptions for outbound ports 20
and 21 would be to have a single exception for source ports 20-21,
but not enable ACK bit filtering on it. If you enabled ACK bit
filtering on outbound source port 20, your FTP data connections will
fail.

Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 231
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 7 - Example Inbound Filter Exceptions Using Static NAT November 27, 2002

GroupWise Remote Client

Should you desire to make a GroupWise client/server connection
using the GroupWise Remote Client, instead of using WebAccess, or
POP3, you can set up Static NAT between a secondary IP address on
the BorderManager public interface and an internal GroupWise POA
server. Next, allow TCP destination port 1677 in, and the responses
back out with the following two filter exceptions.

'15 rconsole _ (O] x|

31 Gl &) /5 A
I O o et O LD O

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PRIVATE <Private’
Destination Circuit:

Packet Type: groupwise Protocol: TCP
Src Portdsd: 1824-65535 Dest Port{si: 1677
ACK Bit Filtering:= Disahled Stateful Filtering: Disahled

Src Addr Type: Any Address

grc IP Address:

Dest Addr Type: Host

Dest IP Address: 192 _168.18.25A

Logging: Dizahled

Comment :

Figure 7-8 - Filter Exception for Inbound GroupWise Remote Client

The filter exception shown in Figure 7-8 allows inbound GroupWise
Remote client traffic through static NAT to the host specified at the
destination IP address (192.168.10.250).

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source Ports: 1024-65535

Destination Port: 1677

Destination [P Address: <your GroupWise POA internal
address>
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'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: groupwise resp Protocol: TCP
Src Portis): 1677 Dest Portisi: 182465535
ACK Bit Filtering:= Enabled Stateful Filtering: Disabled

Src Adder Type: Host

grc IP Address: 192 _168.18_258

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbhound GroupWize Remote Client responses—

Figure 7-9 - Filter Exception for Outbound GroupWise Remote Client Responses

The filter exception shown in Figure 7-9 allows outbound GroupWise
Remote Client responses from an internal host at the specified source
IP address to respond to inbound requests.

Note that the ACK bit has been set.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 1677

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your GroupWise POA internal address>
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GroupWise Web Access Spell Check

ME
& rcongole

[ o = L]

Define Exception

Source Interface Type:
Source Interface:

Source Circuit:

Destination
Destination
Destination

Packet Type:
Src Poprtis):

Src Adde Type:
Src IP Address:
Dest Addr Type:

Logging:
Comment =

Interface Type:
Interface:
Circuit:

ACK Bit Filtering: Disabled

Dest IP Address:

WebAccess, whether provided via Static NAT or Reverse HTTP
Proxy, uses a different port number for the spell check function. Note
that if you use reverse HTTP Proxy for WebAccess, you must use a
Generic TCP Proxy for the spell check function.

This example is for GroupWise 5.5 Enhancement Pack WebAccess,
which uses the Collexion spell check application. Collexion defaults
to listening on TCP destination port 9010. As usual for Static NAT,
two exceptions are needed, one for inbound traffic and one for
outbound responses.

TEEEE

Interface
PUBLIC <Public>

Interface
PRIUVATE <Private’

Protocol: TCP
Dest Port(si: 26818
Stateful Filtering: Diszahled

collexion
182465535

Any Address

Host
192 .168.168.258
Dizahled

Allow inbound Collexion spell check traffic—

Figure 7-10 - Filter Exception for Inbound Collexion Spell Check Requests

The filter exception shown in Figure 7-10 allows inbound spell check
traffic through static NAT on the standard port number used by
Collexion to a spell check agent at the specified internal destination
IP address.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source Ports: 1024-65535

Destination Ports: 9010

Destination [P Address: <your Collexion server internal
address>
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Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface

Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: collexion resp Protocol: TCP
Src Portis): 7818 Dest Portisi: 182465535
ACK Bit Filtering:= Enabled Stateful Filtering: Disabled

Src Adder Type: Host

grc IP Address: 192 _168.18_258

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound Collexion spell check response

Figure 7-11 - Filter Exception for Outbound Collexion Spell Check Responses

The filter exception shown in Figure 7-11 allows outbound spell
check responses from the Collexion spell check application running
on an internal mail server at the specified source IP address.

Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source ports: 9010

Destination port: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your Collexion (WebAccess) server
internal address>

Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions Page 235
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 7 - Example Inbound Filter Exceptions Using Static NAT

IMAP

MS
& rconsole

vi|elm| B @[5 Al
[ _Eilter Configuration 4.8 NetWare Toadable Wodule

Source Interface Type:

Source Interface:
Source Circuit:

Destination
Destination
Destination

Packet Type:
Src Portis):

Src Addr Tupe:
Src IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging:
Comment =

Interface Type:
Interface:
Circuit:

ACK Bit Filterding:- Disabled

November 27, 2002

IMAP is a mail access protocol. The following pair of filter
exceptions allows a user on the Internet to access an internal mail
server using IMAP protocol.

Interface
PUBLIC <Public?

Interface
PRIUVATE <Privatel

Protocol: TCP
Dest Porti(si: 143
Stateful Filterding: Disabhled

Any Address

imap
182465535

Host
122.168.18.258
Dizahled
Allow inbound IMAF mail to static NAT host—

Figure 7-12 - Filter Exception for Inbound IMAP

The filter exception shown in Figure 7-12 allows inbound IMAP
traffic through static NAT to an internal mail server at the specified
destination IP address.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source Ports: 1024-65535

Destination Port: 143

Destination IP Address: <your IMAP server internal address>
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'15 rconsole _ (O] %]

e = GiElel B =E Al
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Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: imap response Protocol: TCP
Src Portis): 143 Dest Portisi: 182465535
ACK Bit Filtering:= Enabled Stateful Filtering: Disabled

Src Adder Type: Host

grc IP Address: 192 _168.28_258

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound IMAF response from static MAT host

Figure 7-13 - Filter Exception for Outbound IMAP Responses

The filter exception shown in Figure 7-13 allows outbound IMAP
responses from a mail server at the specified source IP address.

Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 143

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your IMAP server internal address>
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Lotus Notes Clients

This filter exception can be used to allow Lotus Notes clients on the
Internet to communicate with a Lotus Notes server through a static
NAT connection.

'15 rconzole H=] E3

o = wilzl@| B @fF Al

Source Interface Type:
Source Interface:
Source Circuit:

Destination Interface Type:
Destination Interface:
Destination Circuit:

Packet Type: notes
ACK Bit Filtering: Disabled

Src Addy Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:

Define Exception

Src Portis): 1824-65535 Dest Port<is): 1325

Comment = Allow inhound Lotuz MWotez client to MAT host

Interface
PUBLIC <Public?

Interface
PRIVATE <Private’
Protocol: ICP
Stateful Filtering: Disabled
Any Address
Host

192.168.18.241
Dizabled

Figure 7-14 - Filter Exception for Inbound Lotus Notes Client

The filter exception in Figure 7-14 allows inbound Lotus Notes client
traffic through static NAT to a Notes server at the specified internal
IP address.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source Ports: 1024-65535

Destination Port: 1325

Destination IP Address: <your Notes server internal address>
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15 rconsole Hi=] E3

I Buto vI ] JEe iﬂ f@ﬂ qufg j&J
[Eilter Configuration 4,86  NetWare Loadsble Module

Source Interface Type: Interface
Source Interface: PRIUVUATE (Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC (Public>
Destination Circuit:

Packet Type: notes response Protocol: TCP
Src Portisd: 1352 Dest Portis): 182465535
ACK Bit Filtering: Enahled Stateful Filtering: Disahled

Src Addr Type: Host

Src IP Address: 192 168._108.241

Dest Addr Type: Any Address

Dest IP Address:

Logging: Disabled

Comment :

Figure 7-15 - Filter Exception for Outbound Lotus Notes Client Responses

The filter exception shown in Figure 7-15 allows an internal Lotus
Notes server at the specified source IP address to respond to inbound
Notes Client traffic.

Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 1352

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your Notes server internal address>
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Microsoft Terminal Server

This pair of exceptions allows you to connect to a Microsoft
Windows 2000 Terminal Server via Static NAT.

'15 rconzole H=] E3

o = wilzl@| B @fF Al
[Eiler Configuration 405 Netiore Toadoble Todule

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Desztination Interface Type: Interface
Destination Interface: PRIVATE <Privatel
Destination Circuit:

Packet Type: termserv Protocol: ICFP
Src Portis): 1824-65535 Dest Portisd: 3389
ACK Bit Filtering: Disabled Stateful Filtering: Disabled

Src Addy Type: Any Address

Src IP Address:

Dest Addr Type: Host

Dest IP Address: 192.168.108.241

Logging: Dizabled

Comment: :

Figure 7-16 - Filter Exception for Inbound Microsoft Terminal Server

The filter exception shown in Figure 7-16 allows inbound Microsoft
Terminal Server client requests through Static NAT to an internal
Terminal Server at the specified destination IP address.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source Ports: 1024-65535

Destination Ports: 3389

Destination I[P Address: <your Terminal Server internal
address>
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15 rconsole Hi=] E3

I Buto vI ] JEe iﬂ f@ﬂ qufg j&J
[Eilter Configuration 4,86  NetWare Loadsble Module

Source Interface Type: Interface
Source Interface: PRIUVUATE (Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC (Public>
Destination Circuit:

Packet Type: termserv resp Protocol: TCP
Src Portisd: 3389 Dest Portis): 182465535
ACK Bit Filtering: Enahled Stateful Filtering: Disahled

Src Addr Type: Host

Src IP Address: 192 168._108.241

Dest Addr Type: Any Address

Dest IP Address:

Logging: Disabled

Comment :

Figure 7-17 - Filter Exception for Outbound Terminal Server Responses

The filter exception shown in Figure 7-17 allows an internal
Microsoft Terminal Server at the specified source IP address to
respond to inbound client requests.

Note that ACK bit filtering is enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 3389

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your Terminal Server internal address>
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pcANYWHERE

This example covers pcANYWHERE, versions 8.0 through 10,
running from a Windows98 PC to a Windows NT 4.0 server running
pcANYWHERE version 8.0. (The same exceptions may work with
all other versions of pcANYWHERE.)

It appears that pcANYWHERE version 8.0 tries to locate a TCP/IP-
based host using UDP port 5632. If it doesn’t get an immediate
response, it will also try UDP port 22. A UDP response is sent out to
UDP port 5632 (or on UDP port 22 if UDP port 22 was used instead
of port 5632).

Once a pcANYWHERE host is located, a response is received on
UDP port 5632 by the originating host, and a connection is then
established using TCP port 5631.

This means that one method of configuring filter exceptions (which
would work with BorderManager 2.1 also) is to set up four different
filter exceptions:

1. Allow UDP source ports 1024-65535 and destination port 5632
with the static NAT internal IP address as the destination IP
address.

2. Allow UDP source port 5632 and destination ports 1024-65535
with the static NAT internal IP address as the source IP address.

3. Allow TCP source ports 1024-65535 and destination port 5631
with the static NAT internal IP address as the destination IP
address.

4. Allow TCP destination ports 1024-65535 and source port 5631
with the static NAT internal IP address as the source IP address.

An alternative would be to set up a stateful filter for UDP port 5632
and another for TCP port 5631 and apply it in the appropriate
direction (from Public interface to Private interface).

Another alternative is to allow UDP port 22 instead of 5632 in filter
exceptions 1 and 2 above.
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Locating Internal pcANYWHERE Host with UDP port 5632

MS
& rconsole

[ Ao -1

Source Interface Type:
Source Interface:
Source Circuit:

Destination
Destination
Destination

Interface:
Circuit:

Packet Type:
Src Portis):
ACK Bit Filtering:

Src Addr Tupe:
Src IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging:
Comment =

@) | EJ5 Al
[ _Eilter Configuration 4.8 NetWare Toadable Wodule

Interface Type:

pcaws5632
1824-65535

Allow inbound pcANYWHERE location protocol

Interface
PUBLIC <Public?

Interface
PRIUVATE <Privatel

Protocol: UDp
Dest Porti(si: 5632
Stateful Filterding: Disabhled

Any Address
Host

192.168.108.241
Dizahled

Figure 7-18 - Filter Exception for Inbound pcANYWHERE Location Protocol

The filter exception shown in Figure 7-18 allows pcANYWHERE
inbound ‘location’ traffic, to an internal pcANYWHERE host.

Source Interface: Public

Destination Interface: Private

Protocol: UDP

Source Ports: 1024-65535

Destination Port: 5632

Destination IP Address: <your pcANYWHERE host internal
address>
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'15 rconsole _ (O] %]
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Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: pcawsh632 resp Protocol: unpP
Src Portiz): Le32 Dest Portisi: 182465535
ACK Bit Filtering: Stateful Filtering: Disabled

Src Adder Type: Host

grc IP Address: 192 _168.18_241

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound pcANYWHERE location responses

Figure 7-19 - Filter Exception for Outbound pcANYWHERE Location Responses

The filter exception shown in Figure 7-19 allows pcANYWHERE
outbound ‘location’ traffic from an internal pcANY WHERE host.

Source Interface: Private

Destination Interface: Public

Protocol: UDP

Source port: 5632

Destination ports: 1024-65535

Source IP Address: <your pcANYWHERE host internal IP
address>
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Data Transfer Between pcANYWHERE Hosts using TCP port 5631

The previous example showed how to set up UDP filter exceptions to
allow an internal pcANYWHERE host to be found from the Internet.
Once the host is located, a TCP connection using port 5631 must be
established to actually perform the remote control functions.

'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PRIVATE <(Privatel
Destination Circuit:

Packet Type: pocawsdata Protocol: TCP
Src Portis): 182465535 Dest Portisi: 5631
ACK Bit Filtering:- Disabled Stateful Filtering: Disabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Host

Dest IP Address: 192 _168.18.24

Logging: Dizabled

Comment = Allow inbound pcANYWHERE data to static MAT host-—

Figure 7-20 - Filter Exception for Inbound pcANYWHERE Data

The filter exception shown in Figure 7-20 allows inbound
pcANYWHERE data to the internal pcANYWHERE host through
static NAT.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source Ports: 1024-65535

Destination Port: 5631

Destination I[P Address: <your pcANYWHERE host internal
IP address>
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'15 rconsole _ (O] %]

e = GiElel B =E Al
I N 4 e o R O E

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: pcawsdata resp Protocol: TCP
Src Portis): L631 Dest Portisi: 182465535
ACK Bit Filtering:= Enabled Stateful Filtering: Disabled

Src Adder Type: Host

grc IP Address: 192 _168.18_241

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound pcANYWHERE data responses—

Figure 7-21 - Filter Exception for Outbound pcANYWHERE Data Responses

The filter exception shown in Figure 7-21 allows outbound data from
the internal pcANYWHERE host using protocol TCP, source port
5631, destination ports 1024-65535, and a source IP address equal to
the static NAT internal IP address of the internal pcANYWHERE
host.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 5631

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your pcANYWHERE host internal IP
address>
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Alternative - Locating Internal pcANYWHERE Host with UDP port 22

If for some reason you cannot or do not wish to allow UDP port 5632
in and out of your network, you can follow these examples for using
UDP port 22 instead (or in addition to).

'15 rconsole _ (O] x|

31 Gl &) /5 A
I O o et O LD O

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PRIVATE <Private’
Destination Circuit:

Packet Type: pcawsloc /22 Protocol: UDP
Src Portdsd: 182465535 Dest Port{si: 22
ACK Bit Filtering: Stateful Filtering: Disahled

Src Addr Type: Any Address

grc IP Address:

Dest Addr Type: Host

Dest IP Address: 192 _168.168.241

Logging: Dizahled

Comment :

Figure 7-22 - Filter Exception for Inbound Older pcANYWHERE Location Protocol

The filter exception shown in Figure 7-22 shows an alternative to
allowing UDP port 5632. It allows inbound 'location' traffic using the
obsolete pcANYWHERE UDP port 22 to an internal pcANYWHERE
host through static NAT.

Source Interface: Public

Destination Interface: Private

Protocol: UDP

Source Ports: 1024-65535

Destination Port: 22

Destination IP Address: <your pcANYWHERE host internal
IP address>
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'15 rconsole _ (O] %]

e o GE(e| & Al

Define Exception

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: pcawsloc/22resp Protocol: unpP
Src Portiz): 22 Dest Portisi: 182465535
ACK Bit Filtering: Stateful Filtering: Disabled

Src Adder Type: Host

grc IP Address: 192 _168.18_241

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound pcANYWHERE location protocol <old)

Figure 7-23 - Filter Exception for Outbound Older pcANYWHERE Location Protocol Responses

The filter exception shown in Figure 7-23 shows the second half of
the UDP port 5632 alternative. It allows outbound traffic using the
obsolete pcANYWHERE location protocol UDP port 22 from an

internal pcANY WHERE host.

Source Interface: Private
Destination Interface: Public
Protocol: UDP

Source port: 22

Destination ports: 1024-65535

address>

Source IP Address: <your pcANYWHERE host internal
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POP3

The following example shows how to allow POP3 mail traffic to be
requested by a host on the Internet to an internal mail server using

static NAT.

M&ICDHSDE

e E R NEE N

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC {(Puhbhlic?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PFRIVATE <(Privatel
Desztination Circuit:

Packet Type: pop3 Protocol: TCP
Src Portisi: 1824-65535 Dezt Portisd: 118
ACK Bit Filtering: Disabled Stateful Filtering: Disabled

Src Addr Type: Any Address
Src IP Address:

Dest Addr Type: Host

Dest IP Address: 192 _168.18.258
Logging: Dizabled

Comment = Allow inbound POP? mail reguests to mail server—

Figure 7-24 - Filter Exception for Inbound POP3 Requests to Internal Mail Server

The filter exception shown in Figure 7-24 allows inbound POP3 mail

requests to an internal host at [P address 192.168.10.250.

Source Interface: Public
Destination Interface: Private
Protocol: TCP

Source Ports: 1024-65535
Destination Port: 110

address>

Destination IP Address: <your POP3 mail server internal IP
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M&ICDHSDE

[Teae = EE@] B @jE Al
[=Eilter Configurotion A 08  ______HetWore Toodoble Wodule

Source Interface Type: Interface
Source Interface: PRIUVATE {(Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>
Desztination Circuit:

Packet Type: pop3 response Protocol: TCP
Src Portisi: 118 Dezt Portisd: 1824-65535
ACK Bit Filtering: Enabled Stateful Filtering: Disabled

Src Addr Type: Host

Src IP Address: 192 _168.108_258

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizabled

Comment = Allow outbound POF3 responses from mail seprver—

Figure 7-25 - Filter Exception for Outbound POP3 Responses from Internal Mail Server

The filter exception shown in Figure 7-25 allows an internal mail
server at IP address 192.168.10.250 to send POP3 replies.

Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 110

Destination ports: 1024-65535

Source IP Address: <your POP3 mail server internal IP
address>
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SMTP

The following examples show how to allow SMTP mail traffic to and
from an internal SMTP mail server using static NAT. It is often a
good idea to further restrict this static NAT traffic to only allow
communications between the internal host and the ISP's mail server.
(If the ISP has multiple mail servers, set up filter exceptions for each
of their mail server IP addresses). Restricting SMTP traffic to only
the ISP's mail servers will help prevent someone from using your
mail server as a mail relay host (for spamming purposes).

Your SMTP mail server might also need to make DNS queries, and
depending on how you have DNS services set up on your network,
you may also need to add outbound DNS filter exceptions (one
outbound, plus one return traffic exception) for the internal SMTP
server IP address.

15 rconsole Hi=] E3

oo = G2 @] B 2|5 Al
[Eilter Configuration 485 _ WNetWare Loadable Module

Source Interface Type: Interface
Source Interface: PUBLIC (Public>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PRIUVUATE (Privatel
Destination Circuit:

Packet Type: smtp protocol Protocol: TCP
Src Portisd: 1824-65535 Dest Portis): 25
ACK Bit Filtering: Disabhled Stateful Filtering: Disahled

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Host

Dest IP Address: 192.168.18.2504

Logging: Disabled

Comment :

Figure 7-26 - Filter Exception for Inbound SMTP

The filter exception shown in Figure 7-26 allows anyone to send
SMTP port 25 mail to the internal SMTP mail server at
192.168.10.250. This filter exception allows protocol TCP with any
source port and a destination port of 25 to a destination IP address set
to the static NAT internal IP address used by an SMTP mail server.

e Source Interface: Public
e Destination Interface: Private
e Protocol: TCP
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Source Ports: 1024-65535

Destination Port: 25

Destination IP Address: <your SMTP mail server internal
address>

Note Here is where you might want to add your ISP's mail server IP address
as a Source IP address.

ME
& rcongole

e = cil@® B @5 Al

Define Exception

Source Interface Type: Interface
Source Interface: PRIVATE (Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: smtp PESpPONSE FProtocol: TCP
Src Poprtis): 25 Dest Port(si: 1824—-65535
ACK Bit Filtering: Enabled Stateful Filtering: Diszahled

Src Adde Type: Host

Src IP Address: 172.168.18.258

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound SMTP rezponses from HAT host

Figure 7-27 - Filter Exception for Outbound SMTP Responses

The filter exception shown in Figure 7-27 allows the SMTP mail host
to respond to SMTP requests coming in. This filter exception allows
protocol TCP with source port 25 and a destination port range of
1024-65535 from a source IP address equal to the static NAT internal
IP address of an SMTP mail server. Set the destination IP address
equal to the SMTP server of your ISP if you want to allow
communications only to your ISP's mail server(s).

Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 25

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your SMTP server internal address>
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'15 rconsole _ (O] %]

Source Interface Type:
Source Interface:
Source Circuit:

Interface Type:
Interface:
Circuit:

Destination
Destination
Destination

Packet Type:
Src Portis):
ACK Bit Filtering:- Disabled

Src Adder Type:
grc IP Address:
Dest Addr Tupe:
Dest IP Address:
Logging:
Comment =

e = GiElel B =E Al
I N 4 e o R O E

amtp protocol
1824-65535

Allow outbound SMTFP from Static MAT host—

November 27, 2002

Interface
PRIUVATE <Privatel

Interface
PUBLIC <Public>

Protocol: TCP
Dest Portisi: 25
Stateful Filtering: Disabled

Host
192 _168.18._258
Any Address

Disahled

Figure 7-28 - Filter Exception for Outbound SMTP

The filter exception shown in Figure 7-28 allows the internal SMTP
mail server to send SMTP mail. Please observe that the filter is also
applied to the internal IP address and not the public IP address called
out in the static NAT table. The filter exception allows protocol TCP
with any source port and a destination port of 25 from an IP address
set to the static NAT internal [P address of an SMTP server.

Source Interface: Private
Destination Interface: Public
Protocol: TCP

Source Ports: 1024-65535
Destination Port: 25
Destination IP Address:
address>

<your SMTP server internal

Novell BorderManager: A Beginner’'s Guide to Configuring Filter Exceptions

Page 253

Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 7 - Example Inbound Filter Exceptions Using Static NAT November 27, 2002

15 rconsole Hi=] E3

oo = G2 @] B 2|5 Al
[Eilter Configuration 485 _ WNetWare Loadable Module

Source Interface Type:
Source Interface:
Source Circuit:

Destination Interface Type:
Destination Interface:
Destination Circuit:

Packet Type:
Src Portisd:
ACK Bit Filtering: Enahled

Src Addr Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:
Comment :

smtp response
L

Allow inbound SMIFP reszponzes to static NAT host

Interface
PUBLIC <Public?

Interface
PRIUATE <{Privatel

Protocol: TCP
Dest Portisd: 1824-65535
Stateful Filtering: Disahled

Any Address
Host

192.168.168.258
Disabled

Figure 7-29 - Filter Exception for Inbound SMTP Responses

The filter exception shown in Figure 7-29 allows the internal SMTP
mail host to receive responses to SMTP requests coming going out.
This filter exception allows protocol TCP with source port 25 and a
destination port range of 1024-65535 from any source IP address, and
to a destination source IP address equal to the static NAT internal 1P
address of an SMTP mail server. Set the source IP address equal to
the SMTP server of your ISP if you want to allow communications
only to your ISP's mail server(s).

Source Interface: Public
Destination Interface: Private
Protocol: TCP

Source port: 25

Destination ports: 1024-65535
ACK Bit Filtering: Enabled
Destination IP Address:
address>

<your SMTP server internal

Note If you are using GWIA for your SMTP mail server, you need to put a

ROUTE.CFG file in the DOMAIN\WPGATE\GWIA directory. Check the
Novell Knowledgebase for details on this.
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VNC

VNC is a free, open source, remote control program that can be run
on a variety of platforms. See http://www.uk.research.att.com/vnc.

This example shows how to allow VNC to an internal host through
Static NAT. Up to 10 VNC console sessions at once are allowed.

15 rconsole =l _

= lole] 5] )5 Al

Source Interface Type:
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PRIVATE <Privatel
Destination Circuit:

Packet Type: ync viewer Protocol: TCP
Src Portisi: 1A24-65535 Dest Portdisd: L988-57269
ACK Bit Filtering: Diszabled Stateful Filtering: Diszabled

Src Addr Type: Any Address

Src IP Address:

Dest Addy Type: Host

Dest IF Address: 192 .168.168.244

Logging: Disabled

Comment = Allow inbound UHC protocol to static MAT host -

Figure 7-30 - Filter Exception for Inbound VNC Console Connections 1-10

The filter exception shown in Figure 7-30 allows inbound VNC
Viewer traffic through static NAT to an internal host at the specified
destination IP address.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source Ports: 1024-65535

Destination Ports: 5900-5909

Destination IP Address: <your VNC server internal address>
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15 rconsole Hi=] E3

I Buto vI ] JEe iﬂ f@ﬂ qufg j&J
[Eilter Configuration 4,86  NetWare Loadsble Module

Source Interface Type: Interface
Source Interface: PRIUVUATE (Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC (Public>
Destination Circuit:

Packet Type: ync viewer resp Protocol: TCP
Src Portisd: 5988-5907 Dest Portis): 182465535
ACK Bit Filtering: Enahled Stateful Filtering: Disahled

Src Addr Type: Host

Src IP Address: 192 168.168.244

Dest Addr Type: Any Address

Dest IP Address:

Logging: Disabled

Comment :

Figure 7-31 - Filter Exception for Outbound VNC Responses

The filter exception shown in Figure 7-31 allows an internal VNC
server at the specified source IP address to respond to inbound VNC
Viewer requests.

Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source ports: 5900-5909

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your VNC server internal address>

Note Should you wish to make your internal VNC host accessible via web
browser, you will also need to allow TCP destination ports 5800-5809, and
TCP destination port 80 in, and the appropriate responses out. (TCP
destination port 80 could be allowed via filter exceptions or reverse proxy).
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Web Servers

If you cannot use Reverse Proxy to make an internal web server
available to the Internet, the following example will make a web
server accessible via static NAT. An additional pair of exceptions for
HTTPS / SSL (TCP destination port 443) might also be required.

One reason to use static NAT instead of reverse proxy is that software
virtual web servers (multiple web servers sharing the same IP
address) are not supported with Reverse Proxy.

HTTP to Internal Web Server

MS
& rconsole

e o l|Eel 8 @[5 Al

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PRIVATE <Privatel
Destination Circuit:

Packet Type: http Protocol: TICP
Src Portis): 1824-65535 Dest Porti(si: 88
ACK Bit Filterding:- Disabled Stateful Filterding: Disabhled

Src Addr Tupe: Any Address

Src IP Address:

Dest Addr Tupe: Host

Dest IP Address: 122.168.18.244

Logging: Disabled

Comment = Allow inbound HITPF to software virtual weh servep

Figure 7-32 - Filter Exceptions for Inbound HTTP to Web Server

The filter exception shown in Figure 7-32 allows inbound web traffic
on the standard HTTP port number through static NAT to an internal
web server at the specified destination IP address.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source ports: 1024-65535

Destination port: 80

Destination IP Address: <your web server internal address>
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"5 rconsole M=l E

e = GilEle B 2fF Al
[_Filter Configwration 485  WetWare Loadable Flodule

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <Public>
Destination Circuit:

Packet Type: http response Protocol: TCP
Src Portisdh: ] ] Dest Portisi: 182465535
ACK Bit Filtering: Enabled Stateful Filtering: Disahled

Src Adder Type: Host

Src IP Address: 192 _168_18_244

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Outbound HITP responses. software virtual weh sup

Figure 7-33 - Filter Exception for Outbound HTTP Responses

The filter exception shown in Figure 7-33 allows an internal web
server at the specified source IP address to respond to HTTP request
on the standard port.

Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 80

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your web server internal address>
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HTTPS /SSL to Internal Web Server

MS
& rconsole

e o l|Eel 8 @[5 Al

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC <Public?
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PRIVATE <Privatel
Destination Circuit:

Packet Type: https Protocol: TICP
Src Portis): 1824-65535 Dest Porti(si: 443
ACK Bit Filterding:- Disabled Stateful Filterding: Disabhled

Src Addr Tupe: Any Address

Src IP Address:

Dest Addr Tupe: Host

Dest IP Address: 122.168.18.244

Logging: Disabled

Comment = Allow inbound HITPE to software virtual web spuprp—

Figure 7-34 - Filter Exception for Inbound HTTPS / SSL

The filter exception shown in Figure 7-34 allows inbound HTTPS /
SSL traffic through static NAT to an internal host at the specified
destination IP address.

Source Interface: Public

Destination Interface: Private

Protocol: TCP

Source ports: 1024-65535

Destination port: 443

Destination IP Address: <your web server internal address>
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'15 rconsole _ (O] %]

e o GE(e| & Al

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: https response Protocol: TCP
Src Portis): 443 Dest Portisi: 182465535
ACK Bit Filtering:= Enabled Stateful Filtering: Disabled

Src Adder Type: Host
grc IP Address: 192 _168.18_244
Dest Addr Tupe: Any Address
Dest IP Address:

Disahled

Define Exception

Outhound HTTPS vesponse. software virtual web spru

Figure 7-35 - Filter Exception for Outbound HTTPS Responses

The filter exception shown in Figure 7-35 allows HTTPS / SSL
responses from an internal host at the specified source IP address to

inbound requests.
Note that ACK bit filtering has been enabled.

Source Interface: Private

Destination Interface: Public

Protocol: TCP

Source port: 443

Destination ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <your web server internal address>
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Chapter 8 -
BorderManager 2.1 —
Stateful Filters
Alternative

Many of the examples of filter exceptions assume the use of stateful
filters. Since BorderManager 2.1 does not include stateful filtering
capability, you must configure additional exceptions to get things
working. BorderManager 2.1 does not include stateful filter
capability, ACK filter capability or the special FTP-PORT, FTP-
PASV, and FTP-PORT-PASYV filters. In general, you will end up
needing to set up a Dynamic TCP or Dynamic UDP filter exception
to allow the high ports into your network so that responses to
outbound queries are not filtered as they return.

For example, you wish to allow outbound DNS requests from any
internal host to an external DNS server hosted at your ISP. So you
first set up a simple DNS filter exception allowing outbound
destination port 53 over UDP. With dynamic NAT enabled, your
internal hosts can send their DNS requests out. However, they never
get a response.

The reason is that the host is sending out requests to destination UDP
port 53, but the request is sent out with a randomly-chosen high
source port, let’s say port 35145. Your host expects to see a reply to
that destination port when a return packet comes back. (Outbound,
source port 35145 & destination port 53, Inbound reply traffic,
source port 53 & destination port 35145).

The originating host PC will pick a ‘high’ port number at random,
and that port number can be anywhere between port 1024 and port
65535.

You therefore must set up a Dynamic UDP filter exception on your
Public IP address to allow all packets between port 1024 and port
65535 into your network. You could set up one filter exception
allowing Any source port, or restrict the source port to port 53 only.
Restricting the source port to specific port numbers will enhance
security, but it will also require you to set up a new Dynamic UDP (or
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Dynamic TCP) exception for each outbound port number you wish to
allow.

The best security using packet filter exceptions in BorderManager 2.1
for inbound traffic will be to set up individual filter exceptions for
each type of return traffic. Specify the source port (usually the same
as the destination port of the outgoing traffic) as well as a range of
destination ports from 1024-65535. In addition, when the traffic is
intended only to go to and from known hosts, add a source IP address
to the filter. An example would be to allow SMTP return traffic only
from TCP source port 25, destination ports 1024-65535, and source
IP address equal to your ISP's mail server IP address. This will
require a separate filter exception for each mail server used at the ISP.
This short example also addresses only return traffic in an SMTP
conversation - not inbound SMTP mail itself. Inbound SMTP mail
would require another set of filter exceptions for each of the ISP's
mail servers using TCP destination port 25, and requiring the source
ports to be in the range of 1024-65535. One begins to see that
BorderManager 2.1 filter exceptions get to be complex in the absence
of stateful filters as several related filter exceptions are needed to
allow traffic out and only the desired return traffic back in. Keep
good notes!
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Generic Exception for TCP Return Traffic

ME
& rcongole

I Auto ‘I

Source Interface:
Source Circuit:

Destination
Destination
Destination

Packet Type:
Src Poprtis):

Src Adde Type:
Src IP Address:
Dest Addr Type:
Dest IP Address:
Logging:
Comment =

el B @E Al
[Eilter Configuration 4.95  WetWers Loadable Wedule _

Source Interface Type:

Interface Type:
Interface:
Circuit:

ACK Bit Filtering: Disabled

If you do not want to set up individual filter exceptions to allow
return TCP traffic for each application through BorderManager, you
can set up a single filter exception that will allow almost all of your
outgoing TCP traffic to receive a response.

Interface
PUBLIC <Public>

Interface
PRIUVATE <Private’

Protocol: TCP
Dest Powrtis): 1824-65535
Stateful Filtering: Diszahled

dynamic~tcp
<All>
Any Address
Any Address

Dizahled
Allow inbound high

portz for data responses

Figure 8-1 - Generic TCP Filter Exception to Allow All Return Traffic

Apply the built-in Dynamic/TCP filter definition to allow all TCP
high ports. This filter exception allows destination TCP ports 1024-
65535, all source ports, with a source interface = the public interface
and a destination interface = the private interface.
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Generic Exception for UDP Return Traffic

If you do not want to set up individual filter exceptions to allow
return UDP traffic for each application through BorderManager, you
can set up a single filter exception that will allow almost all of your
outgoing UDP traffic to receive a response.

ME
& rcongole

e = plEl@ B @S Al

Define Exception

Source Interface Type: Interface
Source Interface: PUBLIC <Public>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PRIVATE <Privatel
Destination Circuit:

Packet Type: dynamic-udp FProtocol: UDp
Src Poprtis): <All> Dest Port(si: 1824—-65535
ACK Bit Filtering: Stateful Filtering: Diszahled

Src Adde Type: Any Address

Src IP Address:

Dest Addr Type: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow all UDPF high ports in for return traffic

Figure 8-2 - Generic UDP Filter Exception to Allow All Return Traffic

Apply the built-in Dynamic/UDP filter definition to allow all UDP
high ports. This filter exception allows destination UDP ports 1024-
65535, all source ports, with a source interface = the public interface
and a destination interface = the private interface.
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Chapter 9 - Advanced

Topics

This chapter is not really for beginners — it assumes the reader has
understood the previous sections in detail. The sections here are for
people who want the most control and security over their Internet
connection, and really know what their applications are doing.

Basic Improvement - Enhance the Security of
the Default Exceptions

This section applies mainly to BorderManager versions prior to 3.7.

As discussed earlier in the book, in the section on ACK bit filtering,
the default Dynamic/TCP filter exception configured with BRDCFG
does not enable ACK bit filtering. This is because the default
exceptions were held over from BorderManager 2.1, when ACK bit
filtering was not available.

You can significantly enhance the security of your BorderManager
server by either converting the existing Dynamic/TCP exception to
use ACK bit filtering, or by replacing it with your own custom
exception.

With the change suggested in this section, you can prevent relaying
from the internet to either SOCKS Gateway or Transparent Proxy,
prevent certain denial of service attacks, and secure the high TCP
ports for various NetWare 5.x and 6.x applications.

CAUTION If you change or replace the default Dynamic/TCP exception to

enable ACK bit filtering, you will have to add custom filter exceptions for any
inbound TCP high port connections to generic proxies, and services listening
on the server’s public IP address (such as RCONAGS6 if you want to allow
that).

Why should this relatively simple change make a difference?
Because there are services which run on NetWare that are listening on
the public IP address(es). For instance, the CSATPXY.NLM, used
for logging purposes, listens on TCP destination port 2000. Before a
patch was implemented, there was a way to attack that port and cause
a BorderManager server to ABEND. The SOCKS proxy may be
listening on the public IP address at port 1080. Portal could be
listening on ports 8008 and 8009.

Novell BorderManager: A Beginner's Guide to Configuring Filter Exceptions Page 265
Copyright ©1999, 2000, 2001, 2002 - Craig S. Johnson



Chapter 9 - Advanced Topics November 27, 2002

The default Dynamic/TCP exception allowed connections to these
ports to be made from the Internet, because it allowed all inbound
traffic to the public IP address. Enabling ACK bit filtering prevents
inbound connections, but allows inbound responses to connections
made by the proxies.

Here is a very short description of how TCP connections are
established, so that you can see why ACK bit filtering is important
and useful. The way that TCP connections are set up is by what can
be referred to as a SYN — ACK — ACK process. Three packets must
be exchanged to establish the TCP connection. The first packet
enables a SYN bit, but does not have the ACK (acknowledge) bit set.
The host that receives such a packet (and wants to set up a connection
on the requested port) returns a response with the ACK bit set, and a
SYN bit as well. The original host (requesting the connection), sees
the ACK bit (and other related fields), and sends back a third packet
with the ACK bit set to acknowledge the connection. In this way,
each host has acknowledged the other host, and exchanged necessary
information (in other fields not described here) so that further
communication can take place. All further communications between
these hosts will have the ACK bit set.

Only the first packet sent did NOT have an ACK bit set. Therefore, if
we wish to prevent inbound connections, we filter for the presence of
the ACK bit. (We allow connections in the other direction to flow
out without the ACK bit set, so that we can establish a connection).
As long as the connection was initiated by our host, we allow the
return responses, since they will have the ACK bit set.

Note that the examples in this book generally use ACK bit filtering
for all response packets in the static NAT examples. In those cases,
we are actually applying ACK bit filtering in the reverse direction,
allowing inbound connections only. This allows us to prevent our
own internal hosts from making undesired outbound connections,
which could be a security risk.
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I show two ways to change the exceptions. The first method simply
replaces the existing default Dynamic/TCP filter exception. The
second method actually changes the definition for the default
Dynamic/TCP filter exception. I recommend using the first method,

especially for BorderManager 3.7.

Creating a Custom Dyn/ACK/TCP Filter Exception

In this example, which is the simplest of the two shown, you first
create the following custom filter exception, and then you delete the

default Dynamic/TCP exception.

You should make a backup copy of the SYS:\ETC\FILTERS.CFG
file before making these changes. Should something go wrong, and
you want to put the old set of exceptions back in place, UNLOAD
IPFLT, copy the files back in, then REINITIALIZE SYSTEM.
BorderManager 3.7 users would also need to delete all the objects
inside the NBMRuleContainer container, and remigrate the filters

with a FILTSRV MIGRATE procedure.

o r-hrconsole_exe

=10l x|

Source Interface Type: Interface
Source Interface: PUBLIC <(Public>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: PUBLIC <(Public>
Destination Circuit:

Packet Type: dyn-sackstcp Protocol: TCP

Src Addr Type: Any Address

Src IP Address:

Dest Addr Type: Host

Dest IP Address: 4.3.2.254

Logging: Dizabled

Comment = Allow inbound responses to outhound

Define Exception

Src Portdsl: <All> Dest Portis): 182465535
ACK Bit Filtering: Enabled Stateful Filtering: Disabled

gy

traffic

Figure 9-1 - Custom Dyn/ACK/TCP Filter Exception

The example shown is almost the same as the default Dynamic/TCP
exception, EXCEPT that ACK bit filtering has been enabled. I have
also configured both source and destination interfaces to use the
public interface. = The destination IP address should be the
BorderManager server’s primary public [P address.

Remember that if you run BRDCFG again in the future, it will create
another default Dynamic/TCP exception which would override the

one shown in Figure 9-1.
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Customizing the Default Dynamic/TCP Default Filter Exception

CAUTION | do not recommend using this method for BorderManager 3.7
due to the complexity of making it work with filter definitions already in place
in NDS. If you want to try using this method on BorderManager 3.7, |
recommend you plan on deleting the objects in the NBMRuleContainer
container and performing a FILTSRV MIGRATE procedure. It will be
essential to make a backup copy of SYSN\ETC\FILTERS.CFG before you
start.

If you want to customize the default dynamic/TCP filter exception,
you will need to edit the SYS:\ETC\BUILTINS file.

You should make backup copies of the SYSAETC\BUILTINS.CFG
and SYS:\ETC\FILTERS.CFG file before making these changes.
Should something go wrong, and you want to put the old set of
exceptions back in place, UNLOAD IPFLT, copy the files back in,
then REINITIALIZE SYSTEM. BorderManager 3.7 users would
also need to delete all the objects inside the NBMRuleContainer
container, and remigrate the filters with a FILTSRV MIGRATE
procedure.

Note Also, see the section in the Odds & Ends chapter called Fixing the
BorderManager 3.5 POP3-ST Definition.

Step 1: The SYS:\AETC\BUILTINS.CFG file is a text file flagged
read-only, so you must first flag it as normal in order to edit it.
Change to the SYS:\ETC directory and execute

FLAG SYS:\ETC\BUILTINS.CFG N
That should change the status to normal.

Step 2: Next, use a text editor (Notepad will do) to change the one
line in the file for Dynamic/TCP from:

PROTOCOL-SERVICE IP, dynamic/tcp, pid=TCP port=1024-65535
srecoort=<Al11>. Dvnamic Destination Ports Over TCP

to (adding the text ackfilt=1 as shown below):

PROTOCOL-SERVICE IP, dynamic/tcp, pid=TCP port=1024-65535
srcport=<All> ackfilt=1, Dynamic Destination Ports Over

Note Do not add a comma before the ‘ackfilt=1".
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Step 3: Unload IPFLT.NLM and then Reinitialize System.

Step 4: Go into FILTCFG.NLM, select the old default exception,
and, if necessary, select the Dynamic/TCP definition again, and
save the exception. (If you have put in a customized dyn/ack/tcp
exception as shown in an earlier section of this book, the name of the
definition may change when you save the filter exception). You may
need to check other filter exceptions as well, if you had called out the
Dynamic/TCP definition in some custom exception you made earlier.

If you are using BorderManager 3.7, you may need to remigrate your
packet filters and exceptions into NDS with a FILTSRV MIGRATE
process. First, you will need to delete all of the existing objects in the
NBMRuleContainer container with NWADMN?32 or ConsoleOne.

Be sure to do some testing after making this kind of change,
especially for any inbound traffic.

CAUTION If you modify the built-in definition for the Dynamic/TCP
exception, and reapply the default filters with BRDCFG, you will probably
have an incomplete definition where the Dynamic/TCP exception should be.
Be sure to go into FILTCFG, and review the default exceptions and be sure
you have a Dynamic/TCP exception. If you do NOT modify the built-in
Dynamic/TCP exception and use BRDCFG, you will end up with the original
Dynamic/TCP exception, and you will need to go into FILTCFG and replace
it with a custom DYN/ACK./TCP exception. Therefore, no matter what you
do here, you need to review your exceptions after running BRDCFG
again. If you are truly paranoid about this becoming a problem, delete or
rename BRDCFG.NLM so it cannot be run.
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More Security - A DMZ Scenario

This section describes how you might set up a DMZ with a single
BorderManager server using three network cards. (Another scenario
would be to have a firewall, a DMZ, another firewall, and then the
internal LAN). You may want to employ a DMZ in addition to
enhancing the default filter exceptions as explained earlier, or along
with using completely customized exceptions as explained later.

The basic concept in a 3-NIC scenario is that you have a network
segment attached to one network interface in a BorderManager server
which contains one or more hosts to be accessed from the Internet,
(the DMZ segment). The main internal network segment sits behind
another network interface. The main network segment should not
have any hosts that can be accessed from the Internet. Extremely
limited traffic should be allowed between the DMZ and main
segment, so that if a host in the DMZ is compromised, it does not
have direct access to the main segment. Traffic to and from the DMZ
segment is controlled to both the Internet and main segment.

The way to accomplish this goal is to essentially treat the DMZ
network interface card as a second public interface. Block all traffic
to and from that interface with a pair of filters, and then open up
specific ports using proxies and/or static NAT with filter exceptions.
All traffic between the main internal segment and the DMZ is
allowed only with stateful exceptions for the type of traffic desired.

This scenario does not lend itself well to putting servers in a DMZ
which are in the same NDS tree as the main internal segment, though
it can be done if you are willing to compromise security somewhat by
allowing one or more DMZ hosts to make certain inbound
connections to the rest of your LAN.
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BORDER MANAGER 3-NIC DMZ SCENARIO
IP ADRESSING

Internet
(your ISP) DMZ LAN

Private IP Addresses

Public interface=PUBLIC, Private interface=PRIVATE, @
DMZ interface=DMZ 192.168.20.1
Default route=4.3.2.1
All networks use Class C subnet mask 255.255.255.0
WAN =
. <
link to J—
N
ISP 2
Public Web Server in DMZ
External LAN (Static NAT to 4.3.2.251)
Router Registered Public IP
Addresses A
DMZ
192.168.20.254
PUBLIC )
| 43.2.254 255.255.255.0 -
& 4.3.2.253 Internal LAN
b=t .
2 4.32.251 Private IP Addresses
z
<
3
T |
£ > 192.168.10.250
2 - 2
i N e PRIVATE =
Firewall 192.168.10.252 <
Novell BorderManager 3.x server (255.255.255.0) E
3 Network Cards %
= Mail Server
g (Static NAT to 4.3.2.253)
g
=
~ PC's

Internal hosts have a default
route of 192.168.10.252

Figure 9-2 - DMZ with Three Network Cards, IP Addressing Diagram

In the example in this section, I have configured a server with three
network cards, called PUBLIC, PRIVATE and DMZ. Figure 9-2
shows the IP addressing used for the example.
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Step 1 — Set Filters on the DMZ NIC

Note This example was written for BorderManager 3.6, and used the
BRDCFG.NLM version for 3.6. For BorderManager 3.7, you should set the
filters and exceptions manually.

I initially ran the BRDCFG program against the IP address assigned
to PUBLIC. That produced a set of default filters that blocked all
traffic to and from PUBLIC, while setting up the usual filter
exceptions as well.

Next, I applied BRDCFG again, selecting the IP address assigned to
DMZ. This had the effect of adding another set of filters (and
exceptions) for the DMZ interface.

Finally, 1 deleted all the default filter exceptions for the DMZ
address that were added by BRDCFG. [ was therefore left with:

o filters blocking all traffic to and from the PUBLIC interface

o filters blocking all traffic to and from the DMZ interface

e default exceptions for selected traffic to and from the
PUBLIC IP address.

A
rconsole

The Highlighted Filter Will Hot Forward The Following TCPA/IP Packets:

Packet Type: <AMNY> {Protocol — IP>
Source: Interface — <All Interfaces>
All Circuits
Any Address
Destination: Interface — DMZ
All Circuits
Any Address
Logging: Dizabled

Packets Denied

Source Circuit Destination Circuit
All Interfaces> —

<All Interfaces> PUBLIC =

DMZ <All Interfaces> —
PUBLIC = <All Interfaces> —

<End of Li=st>

Figure 9-3 - Filters Applied for PUBLIC and DMZ Interfaces

In the example shown in Figure 9-3, you can see the filters (not
exceptions) which block traffic for both PUBLIC and DMZ
interfaces.
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Step 2 — Open Filter Exceptions for Inbound Traffic from the Internet
to the DMZ

In this example, I have set up exceptions for a stand-alone web server
residing in the DMZ segment at IP address 192.168.20.1. Access to
the web server is being allowed through static NAT. Therefore,
HTTP traffic is being allowed in, from the PUBLIC interface,
through the DMZ interface, to 192.168.20.1. Another filter exception
allows outbound HTTP responses.

ME
& rcongole

e = =N
[ Filier Configuracion 468 Weelare Loadable Fodule

Source Interface Type: Interface
Source Interface: PUBLIC <Public>
Source Circuit:

Destination Interface Type: Interface
Destination Interface: DMZ (Public?
Destination Circuit:

Packet Type: http FProtocol: TCP
Src Poprtis): 1824—-65535 Dest Port(si: 80
ACK Bit Filtering: Disabled Stateful Filtering: Diszahled

Src Adde Type: Any Address

Src IP Address:

Dest Addr Type: Host

Dest IP Address: 122.168.28.1

Logging: Dizahled

Comment = Allow inbound HITPF to web server in DHE

Figure 9-4 - Filter Exception to Allow Inbound HTTP to DMZ Web Server from the Internet

The filter exception shown in Figure 9-4 allows inbound HTTP via
Static NAT across the PUBLIC interface to the DMZ web server at IP
address 192.168.20.1.

Source Interface: PUBLIC

Destination Interface: DMZ

Protocol: TCP

Source Ports: 1024-65535

Destination Port: 80

Source [P Address: Any

Destination IP Address: <web server DMZ IP address>
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'15 rconsole _ (O] %]

e = GiElel B =E Al
[ PEee el G Ceilas ool bido

Source Interface Type: Interface
Source Interface: DMZ (Public>
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: PUBLIC <Public>
Destination Circuit:

Packet Type: http response Protocol: TCP
Src Portis): 110 Dest Portisi: 182465535
ACK Bit Filtering:= Enabled Stateful Filtering: Disabled

Src Adder Type: Host

grc IP Address: 192 _168.28_1

Dest Addr Tupe: Any Address

Dest IP Address:

Logging: Dizahled

Comment = Allow outbound HITFE responses from DMZ webh server

Figure 9-5 - Filter Exception to Allow Outbound HTTP Responses from DMZ Web Server to the
Internet

The filter exception shown in Figure 9-5 allows outbound HTTP
responses from a DMZ web server at IP address 192.168.20.1 to hosts
on the Internet. ACK bit filtering has been enabled.

Source Interface: DMZ

Destination Interface: PUBLIC

Protocol: TCP

Source Port: 80

Destination Ports: 1024-65535

ACK Bit Filtering: Enabled

Source IP Address: <web server DMZ IP address>
Destination IP Address: Any

Step 3 — Open Filter Exceptions for Outbound Traffic from the Internal
LAN to the DMZ

Two stateful filter exceptions are set up to allow HTTP and FTP
traffic from the internal LAN to the DMZ. The purpose of the HTTP
exception is to allow the web server to be seen from the internal
LAN. The purpose of the FTP exception is to allow FTP to be used
to push web site updates to the web server.

No other exceptions are set up, which means that the web server
cannot initiate any contact with the internal LAN. The web server
also cannot initiate any contact to the Internet.
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Note All of these exceptions should call out the PRIVATE interface as a
source interface, to ensure that traffic is allowed only from the internal
network, and not from the Internet.

'15 rconsole _ (O] %]

e = GiElel B =E Al
[ PEee el G Ceilas ool bido

Source Interface Type: Interface
Source Interface: PRIVATE <Privatel
Source Circuit:

Destination Interface Type: Interface
Destination Intewrface: DHZ <(Public>
Destination Circuit:

Packet Type: http—=st Protocol: TCP
Src Portis): 182465535 Dest Portisi: 88
ACK Bit Filtering:- Disabled Stateful Filtering: Enabled

Src Adder Type: Any Address

Src IP Address:

Dest Addr Tupe: Host

Dest IP Address: 1?22.168.28_1

Logging: Dizabled

Comment = Allow HTTP browsing to DMZ webh server—

Figure 9-6 - Filter Exception to Allow HTTP to DMZ Web Server from Internal LAN

The filter exception shown in Figure 9-6 allows a PC on the internal
LAN to browse to the web server in the DMZ at IP address
192.168.20.1.

Source Interface: PRIVATE

Destination Interface: DMZ

Protocol: TCP

Source Ports: 1024-65535

Destination Ports: 80

Stateful Filtering: Enabled

Source IP Address: Any

Destination IP Address: <web server DMZ IP address>

Note With the filter exceptions shown in this example, even the HTTP Proxy
could not be used to browse to the web server, because the default filter
exceptions set up by BRDCFG for the DMZ were deleted. In order to use the
HTTP Proxy to browse to the web server, change the filter exception above
to call out a source interface of 192.168.20.254 (the BorderManager server
DMZ IP Address).
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ozl 5 =5 Al

Source Interface Type: Interface
Source Interface: PRIVATE <(Privatel
Source Circuit:

Destination Interface Type: Interface

Destination Interface: DMZ <(Public>
Destination Circuit:

Packet Type: ftp—port—pasv—st Protocol: TCP
Src Portdsd: <All> Dest Port{si: 21
ACK Bit Filtering:= Disahled Stateful Filtering: Enahled

Src Addr Type: Any Address

grc IP Address:

Dest Addr Type: Host

Dest IP Address: 192 _168_.28_1

Logging: Dizahled

Comment :

Figure 9-7 - Filter Exception to Allow FTP to DMZ Web Server from Internal LAN

The filter exception shown in Figure 9-7 allows a PC on the internal
LAN to make FTP connections to the web server in the DMZ at IP
address 192.168.20.1. The purpose is to use FTP to push updates to
the web server.

Source Interface: PRIVATE

Destination Interface: DMZ

Protocol: TCP

Source Ports: 1024-65535

Destination Ports: 21

Stateful Filtering: Enabled

Source IP Address: Any

Destination IP Address: <web server DMZ IP address>

Note The built-in ftp-port-pasv-st definition was used for this example in
order to save a bit of space in the book. An alternative is to use the
examples shown earlier in this book for inbound FTP through Static NAT.
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Most Security - Completely Customized Filter
Exceptions

If you are the type of person who wants complete control of every
packet going across your BorderManager server, this section is for
you. You are the type of person who understands every application
that wants to access the Internet, and are willing to open one, (or
more), custom exceptions for each application to allow it. You have
no problem deleting ALL the custom exceptions and dealing with the
consequences. You probably have packet sniffing software and know
how to use it. (If you don’t, go visit http://www.ethereal.com for
some free software). You are comfortable with using the SET TCP IP
DEBUG=1 command and the SET FILTER DEBUG=0ON command.
You understand how to block certain hosts with dummy static routes.
You realize that you will have to set up custom exceptions for each
proxy that you enable, since none of them are going to work if you
delete the default exceptions. Your users are under your thumb and
do not get Internet access that you choose not to allow. Finally,...
you may have a fresh installation of BorderManager 3.7, and did not
select any proxies during the installation, so you have no filter
exceptions at all to start with.

You can also expect to have to do some work for each and every new
application that is to be allowed in or out of the network AND for any
non-standard web sites that redirect the browser to a port number
other than port 80 or 443.

As a start, delete ALL of the default exceptions added by BRDCFG.
You now will not be able to send or receive any data.

If you wish to bypass the proxies, using static or dynamic NAT, you
can use the filter exceptions as shown earlier. If you wish to use the
proxies, you must set up individual filter exceptions as follows:
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Allow Outbound HTTP for the HTTP Proxy Only

You will almost certainly wish to make use of the HTTP Proxy for
browsing. The first step is to create a stateful filter exception to allow
standard HTTP outbound, from the public IP address of the
BorderManager server only.

Source interface: Public

Destination interface: Public

Protocol: TCP

Source ports: 1024-65535

Destination ports: 80

Stateful: Enabled

Source IP Address: <BorderManager public IP address>
Destination [P Address: Any

The HTTP Proxy can now send requests to web servers on port 80,
and receive responses.

Allow Outbound HTTPS / SSL for the HTTP Proxy Only

The first example allowed browsing, but not browsing to secure web
sites, which generally use HTTPS / SSL. SSL uses TCP destination
port 443, but unless you allow that type of traffic out, the default
filters will block it.

Create a stateful filter exception to allow standard HTTPS / SSL
outbound, from the public IP address of the BorderManager server
only.

Source interface: Public

Destination interface: Public

Protocol: TCP

Source ports: 1024-65535

Destination ports: 443

Stateful: Enabled

Source [P Address: <BorderManager public IP address>
Destination [P Address: Any

The HTTP Proxy can now send requests to web servers on port 443,
and receive responses.

Note Strictly speaking, you could also now set up a Generic TCP Proxy to
use port 443 as well.
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Allow Non-Standard Ports Outbound for the HTTP Proxy Only

The two examples allowed browsing on both the standard HTTP and
HTTPS, which will allow the HTTP Proxy to access the vast majority
of web sites. However, many web sites on the Internet redirect
browsers to other port numbers. For every one of these cases, you
may have to find out what port numbers are being used, and decide if
you want to allow those port numbers by setting up additional stateful
filter exceptions.

This discussion is particularly relevant to BorderManager 3.7
installations, where only HTTP and SSL stateful exceptions are
created by the install routine.

One common port number in use is 8080. Another is 8008. There
are many more. If you want to allow the HTTP Proxy to access a
web site using 8080, use the following parameters in a custom filter
exception:

Source interface: Public

Destination interface: Public

Protocol: TCP

Source ports: 1024-65535

Destination ports: 8080

Stateful: Enabled

Source IP Address: <BorderManager public IP address>
Destination [P Address: Any

The HTTP Proxy can now send requests to web servers on port 8080,
and receive responses.

In a similar manner, you may wish to allow port numbers for the
other proxies:

Destination Port Number Proxy
e 25,110 (TCP) Mail Proxy
e 119 (TCP) News Proxy
e 53 (UDP) DNS Proxy
e 7070, 554 (TCP) RealAudio & RTSP Proxy
e 20,21 (TCP) FTP Proxy
e various TCP Generic TCP Proxy
e various UDP Generic UDP Proxy
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Blocking Chat Programs

In a previous chapter, exceptions were shown which allow various
Chat programs to communicate over specific (default) port numbers.
However, some of the programs contain port-scanning features
designed to find other port numbers and use those instead. The
problem then arises that if you want to block these programs, and you
have opened almost any standard port (such as DNS), you cannot
prevent the programs from establishing outbound communications.

Besides the port number scanning capability, most Chat programs
have a feature to work through an HTTP Proxy. While you may be
able to set up Deny Access Rules to block the sites involved, the
technique shown here will work whether or not the HTTP Proxy is
configured in the Chat programs.

There is another way to block these programs, though it does not
involve filtering. Instead, you set up a dummy static route for one or
more critical servers involved.

The Chat programs rely on one or more central servers to
communicate. By discovering the IP addresses of those servers, you
can redirect all outbound packets to an incorrect next hop with a static
route, causing the initial communications to fail. One static route
may be necessary for each communication server involved, though in
some cases you may be able to redirect an entire subnet of servers
with a single static route.

An NSLOOKUP program, such as Cyberkit, is useful to discover all
of the IP addresses assigned for the servers involved. You can
generally find NSLOOKUP programs (programs with DNS query
capabilities) at http://www.tucows.com/.

As of this writing, here are some of the IP addresses involved for
popular Chat programs

CAUTION You will have to constantly check these programs to see if new
server addresses have been put into use.
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Blocking AOL Instant Messenger (as of 02/20/2002)

AOL Instant Messenger relies on logging into a server at
oscar.login.aol.com. All IP addresses assigned to this URL must be
discovered and redirected. add a Deny URL Access Rule for HTTP
Proxy to this URL.

AQL's login servers are on these subnets/addresses:
e host 64.12.161.153 (as of Feb. 20, 2002)

e host 64.12.161.185 (as of Feb. 20, 2002) - You might try
redirecting the whole subnet 64.12.161.0 (255.255.255.0)

As in any example like this, the technique relies on knowing the IP
address of some centralized login servers, and those addresses might
change at any time. You will need to periodically check the
addresses. One way to check is to try using the latest version of the
AOL Instant Messaging software and see if it works.

Blocking MSN Messenger (as of 11/29/2001)

MSN  Messenger relies on logging into a server at
gateway.messenger.hotmail.com. Add a Deny URL Access Rule for
HTTP Proxy to this URL.

At the time of this writing, servers seemed to be changing, but the last
time I checked were in the range 64.4.13.170 through 64.4.13.190. It
will probably be necessary to constantly check for new server
addresses should a redirection technique become necessary.
Redirecting subnet 64.4.13.160 (255.255.255.224) will prevent traffic
from reaching all addresses from 64.4.13.161 through 64.4.13.191.
(Changing that subnet to 64.4.13.128 and the subnet mask to
255.255.255.128 would expand the blocking to 64.4.13.129 through
64.4.13.255). However, | was able to block all access with the Deny
URL rule above, and the default filter exceptions.
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Blocking ICQ (as of 2/20/2002)

ICQ relies on logging into a server login.icq.com and
http.proxy.icq.com. (Was icq.mirabilis.com and login.icq.com
previously.)

Start by adding a Deny URL access rule for the URL’s above, and be
sure the default filters are in place. This may be adequate to block
access to ICQ.

Redirect the following hosts or subnets:

e host 64.12.162.57 (as of Feb. 20, 2002) - You might try
redirecting the whole subnet 64.12.162.0 (255.255.255.0)

e host 205.188.179.233 (as of Feb. 20, 2002)

Again, you must constantly try to find out what IP addresses may be
in use for the login servers if redirection should become necessary.

Blocking Yahoo Messenger (as of 11/29/2001)

Add a Deny URL Access Rule to block msg.edit.yahoo.com/* for
the HTTP Proxy. This, and the default filters, should prevent access
to Yahoo Messenger.

However, a reader reports the following addresses in use on Nov. 29,
2001, should you want to try the redirection technique.

csXX.msg.yahoo.com Series
o 216.136.175.143-145
e 216.136.225.83-48
o 216.136.225.12
csXX.msg.sc5.yahoo.com Series
o 216.136.226.209-210
o 216.136.227.166-167
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Adding Dummy Static Routes

While it is easy to add a static route, you should realize that only
certain IP addresses would work when entering the next hop IP
address. If you should enter an incorrect address, the static route will
be ignored, and the Chat program will NOT be redirected. The
address you choose should be an internal address to be sure this
technique will work.

e You must use an IP address in a directly-connected subnet.
This means that if you have an internal interface with IP
address 192.168.10.254 bound to it, you should use a next
hop IP address in the 192.168.10.x range.

e You cannot use the loopback address 127.0.0.1

e You can use an IP address that is not actually assigned to a
host. If you have no internal host at 192.168.10.2, you can
use that as a next hop, as long as the 192.168.10.0 subnet is
directly connected.

e Do not choose the address of your Internet router. (If you do,
it will simply send the packets on to the Chat server!)

Note The information on blocking chat programs may become dated quickly
as companies like Microsoft update their networks and messaging software.
This example shows how to redirect traffic with a dummy static route, but do
not expect that the IP addressing involved here will still be valid when you
read this. You may very well find that other login server names or IP
addresses are being used, and you may have to use NSLOOKUP tools or
sniffer traces to find that information. Check my web site at
http://nscsysop.hypermart.net or the Novell public forums for the latest
information available on actual IP addressing being used by these chat
programs.
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Entering a static route in NetWare

LOAD INETCFG, go to Protocols, TCP/IP, and go into LAN
Static Routing Table. Make entries for Network with the network
number, or HOST, with the Host IP Address, using a next hop of an
IP address that is within a network directly attached to the
BorderManager server.

Here is an example for redirecting the MSN Messenger login server
login.gateway.hotmail.com at IP address 64.3.13.170

MS
& rcongole

[ o = L]

TEEE

TICP-IF Protocol Configuration

- 1
TCP/" TCP~IP Static Routes ” i
Static Route Configuration

Route Type: Host

IF Address of NetworksHost: 64.3.13.178
Subnetwork Mask:

Mext Hop Router on Route: 122.168.18.99-

Metric for this route: i
Type of route:

SMHMP Manager Table: (Select For List>
DNS Reszolver Configuration: (felect to Uiew or Modifuyd
T

Figure 9-8 - Dummy Static Route to Redirect MSN Messenger

The static route shown in Figure 9-8 redirects requests to the MSN
Messenger login server at IP address 64.3.12.170 to a next hop of
192.168.10.99. There is no host at IP address 192.168.10.99, but the
192.168.10.0 subnet is bound to the BorderManager server. (The
BorderManager server has an IP address within the 192.168.10.0
subnet).
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Chapter 10 -
Troubleshooting

There isn't a lot that goes wrong with packet filtering, assuming you
have determined that you indeed have a packet filtering issue, but
here are a few troubleshooting steps you can take.

Is It A Filtering Problem?

First, you must determine if you even have a packet filter problem.
Normally this means you are filtering some traffic that you want to
allow. There are two methods to determine if filtering is stopping
your traffic.

Use SET TCP IP DEBUG-=1 at the server console and look for
the word FILTERING following a line showing your packets of
interest. If you are working with a very busy server, you may find
it necessary to use CONLOG.NLM to capture the traffic to a text
file (which will be saved as SYSAETC\CONSOLE.LOG) and
search for the packets of interest there.

If TCP IP DEBUG=I1 simply displays too much traffic on the
server console to deal with, try SET FILTER DEBUG=ON,
followed by one of the following (depending on if you are trying
to debug a TCP, UDP or ICMP filter exception):

e SET TCP DISCARD FILTER DEBUG=1
e SET UDP DISCARD FILTER DEBUG=1
e SET ICMP DISCARD FILTER DEBUG=1

UNLOAD IPFLT.NLM at the server console. This will
immediately disable all IP packet filtering, and if your
application now starts working, you can bet something was being
filtered. It will then be necessary to determine the port numbers
being filtered and determine if you can safely add filter
exceptions to allow the traffic. (Not all applications lend
themselves to working through a firewall, and getting those
applications to function may result in opening up your network so
much that the firewall is ineffective).

CAUTION UNLOAD IPFLT and disabling your IP filters removes firewall
functionality! If you need a highly secure network at all times, you should be
doing this sort of testing in a lab environment!
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The other kind of filtering issue involves allowing unwanted traffic
that you intended to be filtering. There are two things to check if this
situation is occurring.

e Be sure that you have enabled the default filter exceptions with
BRDCFG.NLM and not manually removed them using
FILTCFG.NLM. You can run BRDCFG.NLM again to add back
default filters and exceptions.

e Check the filter exceptions in FILTCFG.NLM to ensure that you
have not added an exception that inadvertently allows the traffic
of interest. Be especially alert for a filter exception that allows
Any to Any.

e  Check to be sure that IPFLT.NLM is loaded.

e Check to see that your internal hosts and routers have a default
gateway setting.

Stateful Filter Exceptions Aren't Working

This can be especially puzzling as it appears for no apparent reason,
and it is clear (from TCP IP DEBUGQG) that the very destination port
you are trying to allow is clearly being filtered in the outbound
direction. This situation occurs when applying a filter to an interface
instead of an IP address or 'All interfaces'. Changing the stateful filter
exception to All Interfaces works sometimes. There are patches to
BorderManager 3.x that fix problems with stateful filters by updating
the IPFLT31.NLM file. Be sure to get the latest NetWare support
pack on your server, because the filtering modules have been
moved from BorderManager patches to the NetWare patches.

One reason for the problem may be that the problem is not due to
IPFLT31.NLM issues at all, but instead involves the server not
correctly identifying the public and private interfaces as they appear
in the FILTCFG menu. The problem usually occurs when a network
interface card (NIC) has been removed, as in going from three
network cards to two. Something 'gets confused' in how the interfaces
are identified. Variations of this problem can even occur by deleting
an interface definition and recreating it, such as changing a network
card out for another.

The cure is likely to be recreating the SYS:\ETC\NETINFO.CFG file.
Related to that may be the need to also recreate the
SYSAETC\TCPIP.CFG file, which holds some IP address settings
and the NAT definitions. The most thorough way to solve the
problem is to:

1. Rename those files to NETINFO.OLD and TCPIP.OLD,

2. LOAD INETCFG, and then recreate all of the network settings
again, followed by,
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3. REINITIALIZE SYSTEM.

Note Problems in NETINFO.CFG and/or TCPIP.CFG can cause other
strange and unexpected behavior, such as static NAT definitions seeming to
disappear. Also, be sure to check your filter definition closely to ensure that
the 'stateful' option has been selected - it is easy to overlook setting that
parameter!

My Filter Exception Looks OK, But My Traffic
Is Still Blocked

e Check to see if the traffic is UDP, and the filter is for TCP, or
vice-versa.

e Check to see if the filter exception is based on source port,
instead of destination port, or vice-versa. Especially with
BorderManager 2.1, which has no stateful filters, you need to set
up (at least) two filter exceptions - one to allow a destination port
out, and the other to allow the return traffic, often in the port
range of 1024-65535.

Filter exceptions can be subtle - look very closely at the results of a
TCP 1P DEBUG trace to see what is actually happening. You need to
pay attention to the line directly above FILTERING to determine
protocol (TCP or UDP, usually), source port, destination port, and if
the traffic was inbound or outbound.

You also might have changed the interface name of the private
interface, and have filter exceptions that are invalid, because the
exceptions are based on an interface that doesn’t exist. The solution
is simple: modify each filter exception to call out the new interface
name, or change the interface name to match the filter exceptions.
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My Traffic is Blocked, But TCP IP DEBUG
Doesn’t Show Any Discards

If TCP IP DEBUG=1 shows inbound traffic simply being dropped,
but with no indications of DISCARD, then you are probably seeing
dynamic NAT implicit filtering at work. Try the command

SET NAT DYNAMIC MODE TO PASS THRU=ON

If that helps, go into INETCFG, Protocols, TCP/IP, and disable NAT
Implicit Filtering.

Note The menu option for NAT Implicit Filtering makes its appearance in
one of the later NetWare support packs for NetWare 4.11 and 5.0.

None of My Traffic is Blocked — Filters Are
Not Working

There three typical causes here:

1. IPFLT.NLM and IPFLT31.NLM are not loaded. Be sure filtering
is enabled in INETCFG, Protocols, TCP/IP, and reinitialize
system. You can also LOAD IPFLT, but be sure filtering is
enabled in INETCFG.

2. Your public interface does not match the interface called out in
FILTCFG, Configure TCP/IP Filters, Packet Forwarding Filters,
Filters. (Or that menu is blank!) This problem often occurs if
you change the public NIC to a different model and a new NIC
driver is automatically selected for you by NetWare. This
problem might occur (for the same reason) with installation of a
NetWare support pack that upgrades the public interface driver,
or an in-place upgrade to a new version of NetWare.

3. You have a ‘rogue’ filter exception allowing all traffic. This is
very easy to put in place accidentally — you simply start to create
a new filter exception, then press Escape, and then press Enter to
accept the default (Save Filter ). Presto! You just put a filter
exception in place that allows Any IP traffic to or from Any
interface! Look for the exception and delete it.
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My Filtering Doesn’t Seem to Be Working
Like this Book

One reason might be that your filtering action is set up ‘backwards’.
That is, instead of blocking all packets and then allowing by
exception, you have FILTCFG set up to allow all packets and block
by exception.  Look in FILTCFG, Configure TCP/IP Filtering,
Packet Forwarding Filters, and look at the Action menu selection.
You should see “Deny Packets in Filter List”. If you see “Permit
Packets in Filter List” instead, you need to do the following:

1. Change the menu entry to “Deny Packets in Filter List”

2. Delete ALL the old RIP, EGP, OSPF and Packet Forwarding
filters and exceptions in every menu in FILTCFG. Also delete all
entries for IPX filters.

3. If using BorderManager 3.7, delete all filtering objects inside the
NBMRuleContainer. You can use ConsoleOne or NWADMN32
to do this, even though the objects show up as a question mark.

4. Run BRDCFG again, to put all the basic filter exceptions back in
place in FILTERS.CFG.

5. If using BorderManager 3.7, repeat the FILTSRV MIGRATE
procedure.

6. Reconfigure all packet filter exceptions in FILTCFG.

This is not necessarily the only reason your filtering may not seem to
be working properly.

e You may have routing issues that seem to you to be
filtering issues.

e You may have additional filtering taking place at a
router, especially your Internet router.

* You may have NAT issues.

*  You may have BorderManager3.7, but older IPFLT.NLM
and IPFLT31.NLM versions.

In general, using TCP IP DEBUG or FILTER DEBUG as shown
elsewhere in this book will uncover the problem. You may want to
hire a consultant who knows what he/she is doing with
BorderManager to help you out.
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BorderManager 3.7 Filtering Issues

Because BorderManager 3.7 stores IP filters and filter exceptions in
NDS, there are a hosts of potential problems regarding filtering that
are unique to version 3.7. The following paragraphs list potential
problems and workarounds.

The reader is also strongly recommended to read Novell TID
10070403, “Novell BorderManager 3.7 Filter Configuration
Frequently Asked Questions”.

There are two important points to keep in mind when troubleshooting
BorderManager 3.7 filtering issues: Filters are read from NDS, and
the NDS schema must be extended in order for the filters to exist in
NDS. Remember that FILTCFG still has to read filtering information
out of NDS, just as the server uses FILTSRV.NLM to read filters
from NDS.

Your server must have a master or read/write replica holding at least
the BorderManager server object in order for filtering to function as
designed.

Do not forget that you have to migrate filters into NDS to start with,
using the FILTSRV MIGRATE process, either when you first install
BorderManager 3.7, or after using the BRDCFG.NLM, or if you
simply delete the filtering objects from the NBMRULECONTAINER
container in NDS.

Finally, I have seen a number of BorderManager servers with
incorrect filtering modules, including brand new BorderManager 3.7
installs no previous version of BorderManager or NetWare existed.
With BorderManager 3.7 installed, your IPFLT.NLM and
IPFLT31.NLM should be versions dated 2002 or later — not year
2000!
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No Filters or Exceptions Show Up in FILTCFG for BorderManager 3.7
There are two main possibilities here:
e The filters are not in NDS to read, or

e There is a problem reading the filters or filtering information.
(For example, filter objects may have lost the attribute linking
them to the proper server object).

The following paragraphs cover more specific symptoms and causes
that lead to the problem of nothing showing up in FILTCFG.

There is No NBMRuleContainer Object in NDS

If the schema was properly extended when BorderManager 3.7 was
installed, a special container object should have been created in the
same context as the BorderManager server. It has been my personal
experience that the schema extensions rarely take place during a 3.7
install, and that I have to manually extend the schema afterwards.

If you do not have an NDS container named NBMRuleContainer,
your schema probably was not extended successfully. First check
that all servers in the Root replica ring and the BorderManager
server’s replica ring are up and synchronizing in NDS with no errors.
Time synchronization is critical. If the BorderManager 3.7
installation did not extend the schema for you, you should be able to
extend it manually with the following command from the
BorderManager 3.7 server:

LOAD SCHEXT <.admin ID.organization> <admin password>

Use the fully-qualified admin ID for your NDS tree. The schema
extension should be added to the NDS tree. Afterwards, Reinitialize
System and load FILTCFG again, and you should have filters and
exceptions.

The SCHEXT file can be found on the BorderManager 3.7
installation CD if it was not copied to the SYS:SYSTEM directory of
the BorderManager 3.7 server.

Cannot Create the NBMRuleContainer Object in NDS

The BorderManager server and at least the master of the Root replica
must be running eDirectory (DS.NLM) version 8.71 or later. (I am
not clear on the minimum DS version that works, but I recommend at
least version 8.82.)
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FILTSRV MIGRATE Process Gives —603 Errors

If you tried to migrate filtering information from the FILTERS.CFG
file into NDS with the FILTSRV MIGRATE procedure, and you see
—603 errors (will display on the Logger screen for NetWare 6.x
servers), the schema has not been extended, and you will need to
extend it manually as described earlier.

FILTSRV MIGRATE Process Gives —608 Errors

I have seen this, and while I am not clear on the exact cause for a —
608 error, my problem went away when deleted all the objects in the
NBMRuleContainer and repeated the FILTSRV MIGRATE
procedure.

FILTSRV MIGRATE Process Gives —659 Errors

A —659 error indicates that time was not synchronized on the server,
and time synchronization will have to be achieved before the
FILTSRV MIGRATE process will complete.

FILTSRV MIGRATE Completes With No Errors, FILTCFG Sees Nothing

Verify that some objects got created in the NBMRuleContainer object
in NDS. You can use NWADMN32 or ConsoleOne to look in the
container, even though snapins to manage the objects are not
available. If objects are not there, be sure NDS is healthy, a replica
holding the server object exists on the BorderManager 3.7 server, and
repeat the migration process.

If objects ARE in the NBMRuleContainer, you might want to try
deleting them (NWADMN32 or ConsoleOne will do), and then
repeating the migration process. It is possible that the server name
attribute of the filters / exceptions is incorrect, and that the filter
objects are not properly assigned to the server. Be careful if you have
more than one BorderManager 3.7 server in the same container as the
filters / exceptions will all be mixed together in the same
NBMRuleContainer. If you delete all the filters and exceptions, you
will have to remigrate them back on each 3.7 server.

Some Duplicate Filter Exceptions Exist in FILTCFG

Duplicate exceptions in FILTCFG are one consequence of having
filters and filter exceptions stored as NDS objects. It can be a
problem deleting the objects from FILTCFG. You may need to use
ConsoleOne or iManager to find the duplicate objects in NDS and
delete them there. You may need to delete both objects and recreate,
or you may be able to delete just one of the duplicates. FILTCFG
was originally designed not to allow duplicate entries, before NDS
was involved, and it has a problem handling duplicate entries.
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| Have a Filter Exception with No Definition in FILTCFG

I believe this is one possible consequence of having duplicate
filtering objects, and the same procedure should be tried to fix the
issue — delete at least one filtering object in NDS, and recreate if
necessary.

Filter Changes Not Showing Up At the BorderManager 3.7 Server

If you are making changes to BorderManager 3.7 filters with
iManager, you need to have a read/write interface on the
BorderManager 3.7 server.

If you make any changes to BorderManager 3.x parameters, you need
a read/write interface on the BorderManager server in order for it to
be notified of the change and read it from NDS.

FILTSRV Returns a —-6001 Error When Editing Filters in FILTCFG

You will see this error occur on the server console (NetWare 5.x) or
Logger screen (NetWare 6.x) if you try to manipulate certain filter
exceptions in FILTCFG. Classic examples of this are trying to
modify or delete a problem exception that shows up with a blank
definition, one that keeps reappearing after you have deleted it.

This error seems to be caused when you try to modify an packet type
in FILTCFG — the definition of the packet filter itself, not the filter
exception. [ think modifying the definition creates a new object in
NDS, but FILTCFG sees two identical definitions and does not know
how to handle the situation.

Ultimately, you will not be able to correct the problem with
FILTCFG. You will have to delete the problem objects in NDS. If
you have a good FILTERS.CFG file, your easiest course of action is
to delete all the objects in the NBMRuleContainer container, and
remigrate the filters and exceptions with a FILTSRV MIGRATE
procedure.  An alternative would be to use ConsoleOne or
DSBROWSE -A, and find the problem objects in NDS and delete
them.

If you see that you have made a mistake when you created a custom
packet type, you would probably be best to create a new version
instead of trying to modify the existing version. Once you have the
new packet type in your filter exception, you should be able to go
back into the packet type definitions list and delete the incorrect
version.

FILTCFG Sees Filter Exceptions With Blank Packet Type

See the previous tip on —6001 errors. If you see a filter exception
with a blank definition and a —6001 error appears on the server
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console or Logger screen, you definitely have a problem that is going

to require you to manipulate objects in NDS.

Deleted Filter Exceptions Keep Reappearing in FILTCFG

See the previous tip on —6001 errors. The problem is typically seen
when using FILTCFG and deleting a filter exception. Everything
seems fine until you exit and restart FILTCFG, at which point the
deleted exception comes back. You will also see —6001 errors on the
server console or Logger screen each time you try to delete the

problem exception.

If you do not see a —6001 error, the problem may be related to slow
NDS synchronization and NDS communications issues. (The object
may not be deleting from all replicas, and re-synching back to the
BorderManager server from another server).
BorderManager server has a read/write or master replica holding its
own server object, NBMRuleContainer and license objects.

Be sure the

Server Console Shows “NWDSPutAttrVal returned with error -5”

If you see a message NWDSPutAttrVal returned with error —5 every
few minutes on the server console, you might have an incorrect entry
for your server in the server’s SYSA\ETC\HOSTS file. Be sure the
HOSTS file has the correct private IP address and server name.

Example:

192 16R 10252 RORNERI1

Every Time My Server Starts, | See a FILTSRV Error

If you see the message “Error

while

parsing file

SYSAETC\BUILTINS.CFG” and when BorderManager 3.7 boots,

don’t worry about it. It is essentially a cosmetic error.
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More Objects Appear in NBMRuleContainer Than | Have Filters or
Exceptions

If you perform multiple FILTSRV MIGRATE processes without first
deleting all objects in the NBMRuleContainer container, you will
create multiple NDS objects for each filter and exception. This may
not cause a problem, but it cannot be good. You should always
delete all objects in NBMRuleContainer before performing the
FILTSRV MIGRATE procedure.

ACK Bit Filtering Not Working

Applies to BorderManager 3.7: If you enable the ACK bit in a filter
definition (service type) using the iManager interface, it may not have
been stored correctly to NDS. Try modifying the filter definition
using FILTCFG.
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My 3.7 Server Is Driving Me Nuts with
Custom Filter Exceptions! How Can | Make
It Like BorderManager 3.67?

If you would prefer to return to the way that previous versions of
BorderManager worked, where all outbound IP ports were allowed
from the public [P address by default, you can add at least these two
filter exceptions. I recommend you use FILTCFG to do so. If you
want to put in all the filter exceptions that BorderManager 3.6 and
earlier versions did, you can also run BRDCFG again, and then
remigrate filters and exceptions with a FILTSRV MIGRATE
procedure.

Allow All Outbound IP from Public IP Address

Source Interface: Public

Destination Interface: All

Packet Type: Any (will show protocol as IP)

Source IP Address: <your BorderManager public IP address>
Destination IP Address: Any Address

Comment: Allow all outbound IP traffic from Proxies

Allow High Port Return Traffic to Public IP Address

I highly recommend you enable ACK bit filtering here. See the
Advanced chapter on this subject!

Source Interface: Public
Destination Interface: All

Packet Type: Dynamic/TCP
Source IP Address: Any Address

Destination IP Address: <your BorderManager public IP
address>

Comment: Allow all inbound high ports to the public IP
address

CAUTION

There are definitely security concerns with this exception, and

you need to read the Advanced chapter about this. Using ACK bit filtering
here will help immensely.
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Some BorderManager 3.7 Proxies Work,
Some Don’t

BorderManager 3.7 has completely different default filter exceptions
from earlier versions. A quick test to see if you have a filtering issue
is to a) not enforce rules, and then b) UNLOAD IPFLT to disable IP
filtering. If the proxy works then, you may need an access rule
change, or a new filter exception, or both.

No Option in iManager for NBM Access
Management for BorderManager 3.7

The plugins should have been automatically added to the server when
installing BorderManager 3.7 on NetWare 6.0. You may also need to
assign the NBM Access Management role to your user ID with Role
Management in iManager. No Option for NBM Access Management
Option in iManager

If the schema extensions exist, and you can see filtering information
in FILTCFG.NLM, you may need to install iManager on your
NetWare 6.0 server.

If you enter iManager, but do not see an option for managing
BorderManager filtering (no NBM Access Management option), you
might have one of the following issues:

1. The schema was not extended. See the previous troubleshooting
tip on manually extending the schema.

2. The BorderManager plugins, consisting of emFrame JAR and
XML files, were not copied to the iManager server. The plugins
should have been automatically added to the server when
installing BorderManager 3.7 on NetWare 6.0. See the following
tip on adding NBM Access Management to a NetWare 6 server.

3. Your user ID may not have been set up to manage that option.
This involves Role-Based Management, and delegating
responsibility for the NBM Access Management role to your user
ID, which is done in iManager. See Novell TID 10070403,
“Novell BorderManager 3.7 Filter Configuration Frequently
Asked Questions”.

Adding NBM Access Management Option to
a Non-BorderManager Server

BorderManager 3.7 provides the option of managing IP filtering
information in a browser interface within the iManager management
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system. However, iManager is offered by Novell only on NetWare 6
servers, while BorderManager 3.7 might be installed on a NetWare
5.1 server.

Should you have another server running NetWare 6, or you simply do
not want to have iManager services running on your BorderManager
3.7 server, you can manually add the BorderManager NBM Access
Management option to another iManager server.

First, the schema must have been correctly extended in the NDS tree
for BorderManager 3.7 filtering support. You should already have a
container called NBMRuleContainer in the same context as the
BorderManager 3.7 server. See the earlier tip on getting the
NBMRuleContainer to show up by manually extending the schema, if
necessary. There is a minimum requirement for NDS versions on at
least the BorderManager server and the master of the root replica.

Next, iManager must already be installed and functional on a
NetWare 6 server.

Finally, copy all of the BorderManager 3.7 emFrame support files.

If you need to reinstall the plugins, or install the plugins to a different
server than the BorderManager 3.7 server, follow this procedure:

1. From the BorderManager 3.7 CD, copy the contents of the
FILTEMF directory (should see directories named HELP,
IMAGES and WEBINF) into the NetWare 6 server directory
called SYS:WEBAPPS\EMFRAME. .

2. Flag all the files you just copied as normal. Otherwise, they
will be flagged read-only, and that can cause problems
patching the server.

Reboot the NetWare 6 server, and the BorderManager NBM Access
Management Option should appear as a new choice in iManager. If it
does not, see Novell TID 10070403, “Novell BorderManager 3.7
Filter Configuration Frequently Asked Questions™.
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The BorderManager 3.7 HTTP Proxy Doesn’t
Work for Some Web Sites

If you set up BorderManager 3.7 as a fresh installation on a new
server, and selected the HTTP Proxy during installation, you will
have filter exceptions that allow outbound HTTP and SSL, using
standard port numbers.

However, there are many web sites on the Internet that do not use
standard port numbers (80 for HTTP and 443 for SSL). These sites
can be recognized if you look at the status bar of your browser while
trying to contact them as the URL will have a colon followed by
some port number. For instance, you might see something like

http://www.oddwebsite.com:9000/index.html

Note the :9000 in the URL shown. This means the HTML code is
redirecting the browser to use TCP destination port 9000 when trying
to go to that URL. If you have a standard BorderManager 3.7
configuration, you do not have an exception allowing outbound TCP
port 9000, and you will have to add one if you wish to browse to this
web site.

This can be quite a problem, since you never really know what port
number a web site wants to use until you try it. There are some
‘typical’ non-standard port numbers you may see, and so by adding
exceptions for these port numbers, you may cover a great deal of the
problem web sites:

o 8l

e 8008
e 8009
e 8080
e 9000

BorderManager versions prior to 3.7 did not have this problem,
because all port numbers were allowed from the public IP address by
default. Running the BorderManager 3.6 version of BRDCFG (which
shipped with BorderManager 3.7) will put the old default exceptions
into FILTERS.CFG, and you can then use the FILTSRV MIGRATE
process to use those exceptions with BorderManager 3.7.
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Server ABENDS if | Unload IPFLT Manually

This is a problem with certain versions of IPFLT.NLM and
IPFT31.NLM. The problem was fixed in the IPFLT1.EXE patch,
which contained July 2002 versions of each of these NLM’s. The
problem was also fixed with the versions of IPFLT.NLM and
IPFLT31.NLM contained in the BM36SP2A .EXE or BM37SP1.EXE
patches.

The symptom is that if you UNLOAD IPFLT, first IPFLT31.NLM
unloads (which is normal), but IPFLT.NLM never unloads. If you
then try to manually reload IPFLT31, or unload FILTSRYV, or try to
manually unload IPFLT again, the server ABENDS. A workaround
is to disable filtering in INETCFG, PROTOCOLS, TCPIP (also in
IPX), and Reinitialize System.

Clustering Doesn’t Work With Filtering

Enabled

By default, IP filtering automatically filters network and broadcast
addresses, regardless of the filter exceptions you might configure in
FILTCFG. This can cause problems with cluster communications
depending on the server addresses involved.

The cause is that the node-node cluster keepalive packets are sent out
using the network address (not the network broadcast address), which
in the case of a class C network is an octet ending in .0. For example,
if you have a server with an address of 192.168.10.254, and subnet
mask 255.255.255.0, the network address is 192.168.10.0 and the
local broadcast address is 192.168.10.255. In this case, clustering
will send packets addressed to 192.168.10.0. If IPFLT31 is loaded on
a server, the packets addressed to 192.168.10.0 will be filtered,
regardless of any exception you try to put in.

Easy Fix — SET Statement to Change Filtering Behavior

There is a SET statement to change this default filtering action:

SET FILTER SUBNET BROADCAST PACKETS=OFF

The SET statement should allow the node-node clustering
communication packets to get by the packet filtering process.
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Complex Fix — Change Clustering Address

The workaround here is to dual-home the cluster servers, giving them
a non-class C subnet for the cluster addresses, while retaining the
existing network address for non-clustering communications. As an
example (all addresses shown are intended for the private interface):

Node one — uses primary binding of 192.168.10.193 /255.255.255.0
Node two — uses primary binding of 192.168.10.194 /255.255.255.0

The addresses above will not be useable for clustering if filtering is
enabled. Add new bindings, similar to the following:

Node one — add another binding of 192.168.11.193 /255.255.255.192
Node two — add another binding of 192.168.11.194 /255.255.255.192

In ConsoleOne, designate the 192.168.11.x addresses as the cluster
node addresses. Now the node-node keepalive traffic will be sent on
network address 192.168.11.192, and IPFLT31 will not filter it.

APC PowerChute Software Doesn’t Work
With Filtering

Applies to APC software designed to allow multiple file servers to
connect to a single UPS. I have seen the same issue with IPFLT31
filtering APC software updates on the network address as with the
clustering communications described earlier. The same fix or
workaround is possible. You can use the SET statement described in
the previous tip, or you can configure the APC software to use a non-
class C binding in a dual-homed server environment.

NAT Quit Working

The situation I want to cover here generally occurs if you have
renamed the public interface at some point. The symptoms are
(generally) as follows:

1. Dynamic NAT isn't working even though you have it correctly set
up on the public IP binding.

2. Static NAT (for inbound traffic) isn't working either, even though
it is correctly set up.

By 'correctly set up', I mean that you look in INETCFG and
everything is fine. Yet, if you use SET TCP IP DEBUG=1 to look at
your IP traffic, you can see that packets are being forwarded and
NOT being NAT'd. (You see packets going out, with the private IP
address, and of course no replies come back). Sometimes NAT.NLM
will not even be loaded, though it usually is.
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The cause is duplicated interface definition in the
SYSAETC\TCPIP.CFG file. The cure is a simple edit of that file.
Here is an example.

BAD TCPIP.CFG FILE EXAMPLE

AutonomousSystem 0
Protocol rip on {
Interface {
Address 192.168.10.254
Port PRIVATE EIT
Status on
Cost 1
Poison off
SplitHorizon on
UpdateTime 30
GarbageTime 120
ExpireTime 180
OriginateDefault off
Version ripI
Mode normal
}
Interface {
Address 10.70.0.107
Port PUBLIC EIT
Status on
Cost 1
Poison off
SplitHorizon on
UpdateTime 30
GarbageTime 120
ExpireTime 180
OriginateDefault off
Version ripIl
Mode normal
}
Interface {
Address 10.70.0.107
Port PUBLIC EIT
Status on
Cost 1
Poison off
SplitHorizon on
UpdateTime 30
GarbageTime 120
ExpireTime 180
OriginateDefault off
Version ripIl
Mode normal
}
}
Protocol egp off {
}
Protocol ospf off {
Interface {
Address 192.168.10.254
Port PRIVATE EIT
Status on
Cost 1
Areald 0.0.0.0
Priority 1
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RetransmissionInterval 5
TransitDelay 1
HelloInterval 10
RouterDeadInterval 40
Nbma {

PollInterval 120
Neighbor {

}

}

}

Interface {
Address 10.70.0.107
Port PUBLIC_EII
Status on
Cost 1
Areald 0.0.0.0
Priority 1
RetransmissionInterval 5
TransitDelay 1
HelloInterval 10
RouterDeadInterval 40
Nbma {

PollInterval 120
Neighbor {

}

}

}

Interface {
Address 10.70.0.107
Port PUBLIC EII
Status on
Cost 1
Areald 0.0.0.0
Priority 1
RetransmissionInterval 5
TransitDelay 1
HelloInterval 10
RouterDeadInterval 40
Nbma {

PollInterval 120
Neighbor {
}

}
}
Interface {
Address 192.168.10.254
Port PRIVATE EIT
Type lan
RouterDiscovery no
SolicitationAddress multicast
NATStatus Disabled
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Interface {

Address 10.70.0.107

Port PUBLIC_EII
Type lan

RouterDiscovery no

SolicitationAddress multicast

NATStatus Dynamic
}

Interface {

Address 10.70.0.107

Port PUBLIC EII
Type lan
RouterDiscovery no

SolicitationAddress multicast

NATStatus Disabled

}

ForwardIPSourceRouting
NATFiltering off

Fixing the Problem

off

The problem is right at the end. Notice the last two "Interface"
entries - there are TWO ENTRIES for an interface named
PUBLIC EII with address 10.70.0.107. In this example, there are no
static NAT entries, but if there were, they would be easily seen in the
first of these last two entries. Note that the first entry has
"NATStatus Dynamic" while the second has "NATStatus Disabled".

In this example, outbound traffic was not being dynamically NAT'd.
INETCFG would see the setting for the first PUBLIC EII interface
and change NAT to dynamic or disabled just fine, whatever you put
in. However, the SECOND entry would never show up in INETCFG,
and when INITSYS.NCF ran (in AUTOEXEC.NCF) or if a
Reinitialize System command were used, NAT would be enabled by
the first entry, and then immediately disabled again by the second
entry.

(There are also other duplicate entries in for the public interface in the
routing protocols sections of the file. These don't happen to be
causing an issue in this example, but should be deleted in the same
way as described below).

The cure is very simple. First, make a backup copy of the file! Then,
use a text editor, like Notepad, to delete the last Interface entry. Here
is the last part of the above TCPIP.CFG file as it should be.

< first section of this file not shown...>

Interface {
Address 192.168.10
Port PRIVATE EIT
Type lan
RouterDiscovery no

.254

SolicitationAddress multicast

NATStatus Disabled
}

Interface {
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Address 10.70.0.107

Port PUBLIC_EII
Type lan
RouterDiscovery no

SolicitationAddress multicast

NATStatus Dynamic
}
ForwardIPSourceRouting
NATFiltering off

off

NAT Works, but Intermittently, and
Communications are Inconsistent or

Strange

There is a problem with the installation script for BorderManager 3.6.
Regardless of any choices you make, older versions of some critical
files will be installed, resulting in inconsistent or failing
communications, particularly in regard to NAT. If you have
BorderManager 3.6 installed, and NAT.NLM version 1.03 is running,
you need to install or re-install the latest NetWare support pack.
Some vary odd symptoms have been seen with the mixed-up versions
of NLM’s involved — don’t even both troubleshooting until you
reapply the support pack as the symptoms are quite variable.

Some, or All of My Traffic Is Blocked, Even

Proxies

BorderManager 3.7

BorderManager 3.7 does not enable filter exceptions for proxies as
BRDCFG did for versions prior to 3.7. Some exceptions will be put
in place during a fresh BorderManager 3.7 installation, if you selected
certain proxies at that time. If you did not select any proxies, you
will not have any filter exceptions at all, and no traffic will be
allowed into or out of the Public interface. You will simply have to
add filter exceptions (as shown in this book) to allow the proxies to
work.

Any BorderManager Version

Check to see if you have applied the default filters twice, once to the
public interface and again to the private interface. If you have done
this, your default filter exceptions may look fine, but you will have
two sets of filters (not exceptions) blocking traffic first to the Public
interface and again to the Private interface. In this case, you should
delete all the filters using FILTCFG.NLM (you might also need to
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delete any incorrect filter exceptions), and then run BRDCFG.NLM
again.

The Application Keeps Changing Port

Numbers

Some applications simply don't work well through a firewall and
expect that connections can be established in both directions using
any port in the range of 1024-65535. A typical symptom might be
that both source and destination port numbers are not the same with
each attempt of launching the application. Your choice: don't allow
the application or don't filter your network. Often these programs also
don't work with a NAT configuration either.

Stateful Filters or TCP/IP Communications
Work, But Quit Working or Are Inconsistent

You probably need to get an updated version of IPFLT31.NLM, and
possibly TCPIP.NLM. Check the Minimum Patch List and Novell
Public Forums at http://support.novell.com/ to find out what the latest
patch name is. Another possibility is that your server has run out of
resources necessary to support stateful filtering - check the readme
file from your patches closely to ensure you have made the proper
settings.
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My Port Numbers Are Really Weird!

e  When using TCP IP DEBUG you starting seeing port numbers
that simply don't come close to any of the examples shown in this
book.

e You are seeing port numbers reported that are over (WAY over)
65535. In some cases, you may see port numbers like
5356072435! Here is an example:

Tcp IP Debug set to 1

LOOPBACK:pktid:44733 10.1.1.1->10.1.1.1 ttl:128 (UDP)
UDP:Source Port:109903872Destination Port:109903872
RECEIVE:pktid:44733 10.1.1.1->10.1.1.1 ttl:128 (UDP)
UDP:Source Port:109903872Destination Port:109903872
LOCAL:pktid:44733 10.1.1.1->10.1.1.1 ttl:128 (UDP)
UDP:Source Port:109903872Destination Port:109903872
Discard Incoming: cause (FILTERING), reason(5)
LOOPBACK:pktid:44989 10.1.1.1->10.1.1.1 ttl:128 (UDP)
UDP:Source Port:109903872Destination Port:109903872
RECEIVE:pktid:44989 10.1.1.1->10.1.1.1 ttl:128 (UDP)
UDP:Source Port:109903872Destination Port:109903872
LOCAL:pktid:44989 10.1.1.1->10.1.1.1 ttl:128 (UDP)
UDP:Source Port:109903872Destination Port:109903872
Discard Incoming: cause (FILTERING), reason(5)
LOOPBACK:pktid:45245 10.1.1.1->10.1.1.1 ttl:128 (UDP)
UDP:Source Port:109903872Destination Port:109903872
RECEIVE:pktid:45245 10.1.1.1->10.1.1.1 ttl1l:128 (UDP)

You have a version of TCPIP.NLM that is incorrectly reporting the
port numbers. This problem was especially prevalent with NetWare
4.11 and some of the early service packs, and is still present in a
number of different versions of TCPIP.NLM as of this writing. You
may be able to get an updated version of TCPIP.NLM from
http://support.novell.com/ that does not have the problem. It is best to
check in the Novell Public Forums as well as the Minimum Patch List
to find out what the latest TCPIP.NLM patch is called.

Note As of this writing, | have become resigned to accepting the problem,
since | have seen it with so many versions of TCPIP.NLM. In practice, it
causes few issues, because | can infer the outgoing port numbers from the
response traffic | see coming back. In addition, the problem does not affect
static or dynamic NAT traffic.
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FTP-PORT-PASV-ST Stateful Filter Doesn't
Work in BorderManager 3.5

There was a bug with the version of the IPFLT31.NLM modules
shipped with BorderManager 3.5. I have set up BorderManager 3.5
servers where the filter worked, and others where it did not. The bug
was first fixed in the BM35F2A .EXE patch, and the BM35SP1.EXE
patch. For several service packs, the updated IPFLT31.NLM modules
have been contained in the NetWare support packs instead of in
BorderManager patches. Check the Minimum Patch List and Novell
Support Connection Public Forums at http://support.novell.com/ to
find out what the latest available BorderManager 3.5 patch is called.
Otherwise, set up filter exceptions (as you would have to do with
BorderManager 2.1). Allow outbound TCP ports 20-21, source ports
1024-65535. Add another filter exception to allow inbound TCP
destination ports 1024-65353, source ports 20-21.

POP3-ST Stateful Filter Doesn't Work in
BorderManager 3.5

There is a bug with the version of the POP3-ST filter definition
shipped with BorderManager 3.5. The Stateful parameter was not
enabled in the built-in POP3-ST filter definition. You can simply
create your own POP3(new)-ST filter definition that enables the
stateful parameter, or try manually editing the
SYSAETC\BUILTINS.CFG file. (See the explanation in the Odds &
Ends chapter, page 315 on this).

All IP Traffic Quits Working After Some Time

You probably need to get an updated version of TCPIP.NLM. Check
the Minimum Patch List and Novell Public Forums at
http://support.novell.com/ to find out what the latest patch name is.

You may need to increase the Maximum Physical Receive Packet
size setting to allow for larger packets - in some cases up to 4224
bytes! If you have settings below 1600 or so, you may find odd
behavior like small files transferring but not larger ones. This setting
is particularly required for network cards using Intel chipsets on
NetWare 5 servers after applying Service Pack 3.

Also, with versions of TCPIP.NLM 5.31a or similar, try SET TCP IP
MAXIMUM SMALL ECBS=65534. (This setting should NOT be
needed on TCPIP.NLM versions later than 5.31 — 5.32y is fine
without it, as is 5.52).

In general, check these items:
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e Get latest TCPIP patch (in the latest NetWare support packs)

e Use SET TCP IP MAXIMUM SMALL ECBS=65534 (only
necessary for older TCPIP.NLM version 5.31a)

o Get the latest PROXY.NLM patch

o Get the latest IPFLT31.NLM patch (in the latest NetWare support
packs)

e Get the latest NAT.NLM patch (in the latest NetWare support
packs)

My Application Works For Me, But Not For
My Friend Outside The Firewall

This is a typical problem with certain chat-type software, and could
be with any application that tries to establish a direct host-to-host
connection between two PC's with one of them behind a firewall.
Outbound connections may work, but not the reverse. This type of
application is likely to require a static NAT configuration for each
internal host. Check the IP traffic using SET TCP IP DEBUG=1 to
see if inbound connections are trying to be made on random high
ports.

Some programs are simply not suited to working through firewalls as
you would have to effectively open all ports up in order to get the
program to work.

Some programs will work best using a SOCKS gateway. If the
application has a SOCKS option, try using that before going to great
lengths setting up filter exceptions.

| Can't Filter Traffic That Brings Up My Dial-
Up Connection!

Well... you're right. Unfortunately, you can't, due to the way that
Novell works with dial-up and filtering. First, a dial-up link is
opened, and THEN filtering is activated because the link is opened
before the packet even gets to the router. About the only way around
this problem is to get a dial-up router upstream from the one
connected to your BorderManager server, and activate some filtering
on that router. This problem is inherent to how the Novell TCPIP
stack is written and would require a fundamental change to the
coding. So in short - unless something major has changed with the
TCPIP stack, you are wasting your time trying to keep those dial-up
WAN links from coming up by using filtering techniques.
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One reason for a dial-up link coming up periodically on a NetWare
5.x server is multicast traffic advertising the public IP address for
NCP services. This is a common problem with BorderManager
servers since NCP tries to use the first IP address bound. (First IP
address  showing in the interface sections in the
SYSAETC\TCPIP.CFG file, actually). It is always a good idea on a
BorderManager server to SET NCP INCLUDE IP ADDRESS =
<your private IP address> so that NCP only uses the private IP
address. This will cure a variety of problems, including stopping
attempted multicast advertising on the public interface.

Note The NCP Include parameter was introduced with one of the later
service packs for NetWare 5.x.

Can’t PING the Private IP Address of the
BorderManager Server over Client-Site
VPN

This is NOT a filtering issue. This is an issue related to NAT, which
should be fixed with NAT version 6.00d or later.

CAUTION If you should see NAT version 1.03 in use, you need to reapply
the latest NetWare support pack, because you have probably experienced
the install bug with BorderManager 3.6 back-revving certain critical files.

However, if you do not have that version of NAT, or still find the
problem with that version or later, there is an old workaround. On the
public IP binding, be sure you have at least static NAT enabled.
(Static and Dynamic is also OK, if you are already using dynamic
NAT but not static). Add a static NAT mapping of the private IP
address to itself, ignore the error message that comes up, and
reinitialize system. You should then be able to ping the private IP
address over Client-to-Site VPN.
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No VPTUNNEL Interface in INETCFG for Site-
to-Site VPN Slave Server

The VPTUNNEL interface will not appear in INETCFG on a
slave server until the slave has communicated with the master
server to get configuration data.

In order to communicate with the master server, the packets must
not be filtered, including the SKIP protocol packets.
BorderManager 3.7 servers do not include default exceptions
that allow all the required traffic. See the VPN filter exception
examples in the inbound filter exception examples chapter. One
symptom of a filtering problem (which might also be at the ISP)
is repeated messages in the CSAUDIT log stating that SKIP
construction failed.

Another reason that SKIP might appear to be failing includes the
two servers being more than one hour off from each other in
universal (UTC) time. Check the time on each server.

Finally, once filtering and time issues have been fixed, you may
want to do two more things to speed up the process of getting the
VPN configuration to initialize:

1. Reinitialize System (on master and slave servers)

2. Synchronize All (or Synchronize Selected) in the Site-Site
VPN option in NWADMN?32, BorderManager Setup menu.
Synchronizing the VPN servers also pushes out the
protected network settings to each server, resulting in each
server getting static routes to the other VPN sites.
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Chapter 11 - Odds &
Ends

This section is intended to relay some information I have received
from various sources, but for which I do not have examples. In some
cases, | have not personally tried out the suggested filter exceptions.

Other Useful Port Numbers

I have heard users of the Novell Public Forums report that they have
been able to get the following services to work through
BorderManager with the destination port numbers shown. I have not
confirmed this information personally.

A fairly comprehensive list of port numbers can be found at
http://www.ec11.dial.pipex.com/port-num0.shtml.

LDAP
Try setting up a stateful filter for TCP destination port 389, and
source port Any (or source ports 1024-65535). If LDAP is using SSL
encryption, the port number defaults to TCP destination port 636.
SQL
SQL traffic normally uses TCP destination port 1433
SSH
SSH (Secure Shell) traffic normally uses TCP destination port 22.
SOCKS

SOCKS normally uses TCP destination port 1080.

NetWare NCP Over IP

Novell NetWare NCP uses TCP destination port 524. TCP port 524
is used by NDS and client communications when IP is being used

instead of IPX.
NDPS
See Novell TID 10056598. The broker uses TCP ports 3014, 3016,
3017, 3018 and 3019. The NDPS manager uses TCP port 3396.
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Printer agents use TCP destination port 3396, and UDP destination
port 3396.

SNMP
SNMP uses UDP destination port 161. NDPS also uses SNMP
queries to check printer status, so if you use NDPS exceptions, you
probably will need SNMP exceptions.

SCMD
Use TCP destination port 2302 and UDP destination port 2645.

SLP
The SLP listening port is UDP destination port 427, but SLP by its
nature works on multicast addresses, so keep that in mind when
developing filter exceptions.

IPP
IPP printing uses TCP destination port 631.

WEBMIN
WEBMIN is a very useful (and free) program from www.webmin.com
used to manage UNIX / LINUX hosts in a browser, and it normally
uses TCP destination port 10000.
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Renaming Your Interfaces to Public and
Private

CAUTION This procedure does not apply to BorderManager 3.7 without
doing additional work! The FILTERS.CFG file is not used once the server
has been configured and filters migrated to NDS. The filters that are stored
in NDS must be manually modified, using iManager, FILTCFG, or a process
involving exporting and importing the filtering information. If you use the
technique described here, you probably will need to delete all objects in the
server's NBMRuleContainer container, and remigrate the filters using the
FILTSRV MIGRATE procedure.

You will have noticed that all of the filtering examples in this book
call out interface names PUBLIC and PRIVATE. My guess is that by
now, you wish YOUR BorderManager server names were also
PUBLIC and PRIVATE! This section tells you how to (easily)
convert the board names, without deleting and recreating the board
definitions.

CAUTION This procedure can cause major problems if you make a
mistake. Be absolutely sure you have backed up the files involved before
proceeding!

There are only four files you have to modify to change the names.
The first step is to make a backup copy of the files, in case you make
a mistake and need to go back to the original settings. Make a backup
copy of the following files in a directory on the server. (If the files
are on the server, you can copy them back into place with
TOOLBOX.NLM should you lose communications and not be able to
log into the server. Toolbox is available in two versions at
http://support.novell.com/misc/patlst.htm in the etbox7.exe and
tbox7.exe files.) Another good place to back up the files is on a

floppy disk.
e SYS:\ETC\NETINFO.CFG
e SYS:\ETC\WNETINFO.CHK
e SYS:\ETC\FILTERS.CFG
e SYS:A\ETC\TCPIP.CFG

Once you have a good backup copy, you can proceed with the
following steps.

In this example, I assume you have a public interface with a
board name currently set at 3C90X 1, and a private interface
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with a board name of 3C90X-2. Your desire is to end up with
interfaces named PUBLIC and PRIVATE.

1.

v © =N

10.

11.

With a text editor such as WordPad (one which has a search and
replace capability, unlike Notepad), edit the NETINFO.CHK file,
and change whatever value is in there to zero.

Edit the NETINFO.CFG file. Search and replace all instances of
3C90X 1 with PUBLIC. Next search and replace all instances of
3C90X 2 with PRIVATE. Save the file.

Edit the TCPIP.CFG file. Search and replace all instances of
3C90X 1 with PUBLIC. Next search and replace all instances of
3C90X_2 with PRIVATE. Save the file.

Edit the FILTERS.CFG file. Search and replace all instances of
3C90X 1 with PUBLIC. Next search and replace all instances of
3C90X 2 with PRIVATE. Save the file.

If you were saving the files on your PC, copy them to the
SYS:ETC directory on the server.

Make sure INETCFG is unloaded on the server.
UNLOAD IPFLT on the server.
REINITIALIZE SYSTEM on the server.

LOAD INETCFG, and confirm that your board names are now
PUBLIC and PRIVATE, that you have the correct name for the
public and private IP addresses, and that any NAT definitions are
on the correct binding.

(Applies to BorderManager 3.7 servers only). You have
modified your FILTERS.CFG file with new interface names, but
the old filters and exceptions are stored in NDS. You must now
delete the old exceptions in NDS, and migrate the new changes
into NDS using the FILTSRV MIGRATE process. You can use
iManager, ConsoleOne or NWADMN32 to delete the old
filtering objects in the server’s NBMRuleContainer. Then
perform a FILTSRV MIGRATE procedure, and reinitialize
system.

LOAD FILTCFG and confirm that all of your filters now call out
the PUBLIC interface, and that your filter exceptions call out
PUBLIC and PRIVATE as needed.

Fixing the BorderManager 3.5 POP3-ST

Definition
The Novell-supplied filter definition called POP3-ST in
BorderManager 3.5 has a little problem - Novell didn't enable the
Stateful attribute on this supposedly stateful filter definition! If you
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look at the filter definition in FILTCFG.NLM, you will see that the
filter is NOT stateful. What's more, since the filter definition is a
built-in definition, you are not allowed to edit it, or replace it with
another by the same name. Most people simply create a new
definition with a slightly different name, like POP3A-ST, and enable
the stateful attribute there.

The Novell-supplied filter definitions are in a file in SYS:ETC called
BUILTINS.CFG. Editing this file is all that you need to do to fix the
filter definition.

1. The SYS:\ETC\BUILTINS.CFG file is a text file flagged read-
only, so you must first flag it as normal in order to edit it. Change to
the sys:etc directory and execute

FLAG SYS:\ETC\BUILTINS.CFG N
That should change the status to normal.

2. Next, use a text editor (Notepad will do) to change the one line in
the file for POP3 from:

PROTOCOL-SERVICE IP, pop3-st, pid=TCP port=110
srcport=<All>, Stateful POP3 Service

to (adding the text stfilt=1):

PROTOCOL-SERVICE IP, pop3-st, pid=TCP port=110
srcport=<All> stfilt=1, Stateful POP3 Service

Do not add a comma before the 'stfilt=1".

3. Unload IPFLT.NLM and then Reinitialize System, or reboot the
server.

Now you should have a POP3-ST filter definition that is actually
stateful!

Novell's FILTO1A.EXE File

Novell has for some time provided a file called FILTO1A.EXE that
provides some predefined filter exceptions for DNS, HTTP, and FTP
for both BorderManager 2.1 and BorderManager 3.x. You would
replace your existing FILTERS.CFG file with one of the examples
provided in the file. There are also some filter worksheets provided in
various formats. The file is available from Novell’s support site, but
there are better examples in this book.
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Packet Filter Logging

While I don’t recommend using packet filter logging, since it takes a
lot of server resources, and using the debug options shown in this
book is easier, it can be done. See Novell TID 10021711 for some
information.

NetWare for Small Business (SBS)

NetWare for Small Business has come bundled with Novell
BorderManager for years. In that past, some versions came without
the Client-to-Site VPN licenses, but otherwise, the version of
BorderManager is no different than BorderManager purchased as a
separate product.

NetWare for Small Business implementations often use all services
installed on a single server. While this is certainly possible, it does
make for a complicated installation, and the administrator has to be
very careful to research patch levels for the various product suites
(NetWare, BorderManager, GroupWise, Netshield, FAXWare, etc.)
to be sure that they will not interfere with each other.

From a purely packet filtering viewpoint, the administrator of a SBS
system should consider that services such as GroupWise running on
the BorderManager server itself should be treated in the same way as
for proxies. For example, GWIA running on the BorderManager
server is the same as Mail Proxy running on the BorderManager
server, from a packet filtering perspective. The examples show in
this book for inbound traffic to proxies will apply, whereas the
inbound static NAT examples will probably not apply.
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Check my web site at http://nscsysop.hypermart.net for updates!

A fairly comprehensive list of port numbers can be found at

http://www.ec11.dial.pipex.com/port-num0.shtml.

(This URL has

changed recently, so you might have to go to the main site URL and

browse to the port number link.)

Other sources of information on port numbers can be found at Marcus
Williamson’s web site at http://www.connectotel.com/border/.

It is always a good idea to check a manufacturer's web site for
information on setting up a product with a firewall. However, | have
found several occasions where the manufacturer’s web site or
technical support person was simply incorrect on the port numbers
being used by an application. You can always see exactly what port
numbers are used by making use of the TCP IP DEBUG or FILTER
DEBUG commands shown elsewhere in this book.

Well-known port numbers are described in RFC 1700 and on
numerous Internet web sites. Use a web search engine to find a site

detailing these port numbers.

Novell describes how to set up a number of filter exceptions in one
Technical Information Document (TID) or another. Look these up
using the Knowledgebase link at http://support.novell.com and

entering a search term for the type of traffic you want to allow. Many
of the TID’s describe BorderManager 2.1 filter exceptions (no

stateful filters).

The Novell Knowledgebase also contains

BorderManager issues or problems.

many TID’s on

Proprietary programs may change the port numbers they use between
revisions. Check the manufacturer's web site for guidance in setting

up the program with a firewall.
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