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What’s New?

Third Edition

What’s new in this version of the book? (As compared to the
Second Edition). For starters, all the mentions of BorderManager
3.8 are new. I have also...

Added entirely new chapters for BorderManager 3.8 Site-to-
Site and Client-to-Site, and the old Site-to-Site and Client-
to-Site VPN chapters have been relabeled as ‘Legacy VPN’.

Added a new chapter at the end of the book on installing and
configuring iManager 2.0 on a Windows PC.

Updated the installation sequences, and updated the patches
there as well. (Of course that is always a losing battle, since
the patches may have been updated by the time this book
comes out or is purchased).

Updated a number of the screenshots for the proxies, and
access rules. In some cases I corrected either errors or
examples that were not clear. In other cases I wanted to
update the examples with different URL, names or IP
addresses to reflect changes in the test network I used to test
the examples and gather screenshots.

Corrected a number of small typos here and there, and tried
to add better wording to some descriptions. I often added
another sentence or paragraph to various examples to try to
make things more clear than they were previously. The
chapter on Client-to-Site VPN is a good case. That chapter
was originally written before BorderManager 3.6 was
available, and the examples were mostly Windows 95 and
IPX-specific. 1 tried to add more explanation of how that
VPN works in more modern environments, with Windows
2000 and XP clients.

Considerably changed my test network since the First and
Second editions of this book. This leads to the dilemma of
not having a network that exactly matched all the previous
examples, and so required a judgment on leaving in old
screenshots or replacing them. [ have left in many old
screenshots, especially for old systems that I no longer have
in place to test with (such as BorderManager 3.0 and IPX/IP
Gateway). One big problem was what to do with the
Advanced Scenario number 9 that showed the IP addressing
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and servers in place when [ originally made all the
screenshots and examples for the First Edition of this book.
I could not completely replicate all of the older systems, yet
the examples referred to the advanced scenario for IP
addressing information. On the other hand, I have a much
different configuration for the current test network used to
install and show BorderManager 3.8 servers. I have chosen
to show both the old and new advanced scenario diagrams. I
hope that the latest diagram will not overwhelm readers! I
also have started to use subsets of the diagram for new
chapters, such as the BorderManager 3.8 VPN. In that
chapter, I show only the relevant parts of the diagram for the
VPN examples. Still, some readers might find it both
interesting and instructive to see how I have all kinds of
subnets and servers interconnected and working.

Added additional examples to the troubleshooting chapter.

Added a few new screenshots of features that are new to
BorderManager 3.8 (besides the VPN parts), such as option
24 on the Proxy Console screen (added also to
BorderManager 3.7 with a later patch, and the 3.8 SSL
Proxy Authentication login screen (which can be
customized).

Added a useful note on updating CLNTRUST to newer
versions. (I can’t believe it took me so long to think of that
simple trick).

Added an example of how to configure BorderManager 3.8
Mail Proxy for multi-domain support.

Updated my PROXY.CFG example. (My latest version
should always be available at my web site).

Changed all references to my web site from
http://nscsysop.hypermart.net to
http://www.craigjconsulting.com. As of this writing, both
URL’s are valid and point to the same server, but registering
my own domain name gives me the option of moving my
web site if Hypermart should go out of business. I think the
new URL will be much easier to remember. Lord knows I
had enough problems trying to get people to type in the
correct text with the old one!

Added an example of Terminal Services Authentication, a
feature that was added with a late patch to BorderManager
3.7.

Updated the LinkWall section to reflect a newer version of
LinkWall.
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Updated the SurfControl section to reflect Service Pack 2
version of SurfControl (in the beta version of this book) and
Service Pack 3 in the final release of this version.

Updated the RTMonitor section to reflect new features of
the current version of that program.

Updated the section on remote installation of
BorderManager somewhat.

Added a new section showing the installation of
BorderManager 3.8 on a NetWare 6.0 server. I also have a
short section describing an additional option you might see
when installing on a NetWare 6.5 server, involving cache
volume creation.

Added an example of a multiboot menu you can use with
Caldera DRDOS before NetWare starts.

Updated Transparent HTTP Proxy with new features added
with later BorderManager 3.7 patches.

Updated the brief chapter on filtering with information on
new default filter exceptions installed with BorderManager
3.8. Note that this book does NOT cover filtering in any
depth, but that my book Novell BorderManager: A
Beginner’s Guide to Configuring Filter Exceptions does go
into filtering with detail.

Updated methods for configuring browsers with proxy
settings.

Added a couple of new proxy.pac examples.

Added Generic TCP Proxy examples for iManager and
Novell Remote Manager.

Revised the Mail Proxy chapter extensively.
Added Pros and Cons to all proxy chapters.

Removed the (obsolete) example for configuring Webtrends
log file analyzer.

I have made additional changes since the beta version of
this book. Those changes are listed in the Errata &
Revisions chapter near the end of this book.
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Third Edition, Revision 1

I did not intend to make a revision 1 to the Third Edition, but shortly
after I released the Third Edition, I discovered that I had forgotten to
include details and screenshots of the Linksys BEFSX41 VPN router
used in a Site-to-Site VPN example. In addition, I learned some
additional information on various BorderManager features, and was
told about some typographical errors, so I have made other
corrections, added more information here and there.

In Revision 1 of the Third Edition, I added a few pages
detailing the Linksys router configuration for Site-to-Site
VPN.

Updated the 3™-Party Traffic Rules for the Linksys router
Site-to-Site VPN configuration.

Added a short section explaining how to require Novell
Client Firewall to be running on VPN clients for Client-to-
Site VPN.

Corrected several minor typographical errors pointed out by
Jim Michaels.

Updated patches, including more information on getting
newer patches to run on older versions of BorderManager.

Updated the troubleshooting section with some additional
tips for problems installing BorderManager 3.8, snapin
issues, and iManager problems.

Added explanation of using the ACLDUMP.NLM utility
Added explanation of using the CFGDUMP.NLM utility
Added explanation of using the VPNRegClean.exe utility
Updated my proxy.cfg file
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This book is sold in PDF format. It should display well on your
monitor, but you may have problems getting the graphics to print
well. If you have problems printing the graphics, be sure to print as

follows:

1. Use Acrobat Reader version 5.0 or later. Acrobat Reader 3.0
does not have the option shown below. The most recent version
of Acrobat Reader may not have any issues at all.

2. When you print, be sure to select the option ‘Print As Image’ in
the print dialog. As shown below. This option made a huge
difference for me when printing to a 600 dpi HP LaserJet PCL

printer.
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3. [If the above settings do not help, see this URL:
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This book has been written so that the main chapters start on odd-
numbered pages, to make it easier to add ring-binder tabs when the
book has been printed double-sided.
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Chapter 1 - Overview

What is BorderManager?

Filtering

BorderManager is a collection of capable services, designed to allow
controlled access to the Internet, while safely preventing unwanted
intrusions to your network. Because of the sheer number of different
services provided in the BorderManager product, it can be very
confusing to the beginner to know what to configure, let alone how
to configure it! This book is designed to help with both the concept
(“What is this feature used for?”), and the implementation (“How do
I set this up?”).

BorderManager is a Firewall, meaning that it acts as a secure wall
between the internal LAN and the Internet, while allowing users on
the LAN to access the Internet, subject to control by the system
administrator.

BorderManager is a Proxy Server, meaning that acts on behalf of
the user when connecting with Internet servers.

BorderManager is a Gateway Server, allowing internal users to
access various Internet services with the BorderManager server
acting as a middleman, and even allowing (in the case of the IPX/IP
Gateway) workstations on the internal LAN to access the Internet
without using TCP/IP packets for communication to the
workstations.

BorderManager provides Virtual Private Network (VPN) services,
to allow, in one case, PC’s to safely connect to the internal LAN
over the Internet, and, in another case, to allow networks to be
securely interconnected over the Internet.

BorderManager also includes RADIUS, a form of authentication for
dial-up users, and NIAS dial-in/out services (which unfortunately is
not RADIUS-compliant!) BorderManager 3.x dial-in/out services
allows up to 250 modems to be hosted on a single server. Neither of
these services is covered in this book.

The following are major components of BorderManager 3.x.

BorderManager 3.x includes sophisticated packet filtering
capabilities to secure the internal LAN from unwanted intrusions.
Packet filtering is the foundation of any firewall, though it alone is
not considered to be adequate security. Both stateful and non-
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stateful packet filtering capability is included with BorderManager
3.X.

BorderManager 3.x includes built-in proxies for HTTP (web
browsing) FTP, DNS, SMTP, POP3, RealAudio, and News (Usenet)
traffic. In addition, BorderManager 3.x includes Generic TCP and
UDP proxies that allow the systems administrator to create
specialized proxies for many other types of traffic. All proxies are
controlled with access rules, except the DNS Proxy. (The DNS
Proxy works regardless of access rules). The HTTP and FTP
proxies can be controlled with access rules based on NDS objects
such as user, group or container.

Using a proxy server disconnects the user’s computer from actual
Internet contact, providing the most secure method of
communications possible. The HTTP and FTP Proxy servers also
cache data on the BorderManager server, which greatly improves
effective performance and leverages the available Internet
connection bandwidth.

BorderManager 3.x includes IP/IP, IPX/IP and SOCKS Gateway.
While these gateways are less used than in previous years, they all
have useful purposes, and the IP/[P and IPX/IP Gateways in
particular allow an unprecedented level of control through access
rules based on NDS users, groups or containers.

BorderManager 3.x provides two types of Virtual Private Networks.
Client-to-Site allows a user to make a local Internet connection, then
securely access TCP/IP and IPX resources on the internal LAN from
anywhere in the world. Site-to-Site VPN allows up to 254 separate
networks to be securely interconnected over the Internet from
anywhere in the world. Both types of VPN encrypt the data flowing
to and from the internal LAN to secure it from unwanted viewing
even if intercepted during the journey through the Internet.

Using a VPN is generally far cheaper and more flexible than
providing long-distance dial-in connections, or creating dedicated
private WAN links between branch offices.

BorderManager 3.6 and 3.7 also provide the capability of
establishing a Client-to-Site VPN connection when the client is
behind a Network Address Translation (NAT) hop.
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Differences Between BorderManager 3.8 and
Previous Versions

BorderManager 3.8 retains almost all of the features of previous
versions of BorderManager 3.0, 3.5, 3.6 and 3.7, and adds several
enhancements. (NIAS modem sharing has been removed from 3.8).

1. BorderManager 3.8 includes licenses for all components. There
is no ‘firewall’ or ‘VPN’ version. This is similar to the old
Enterprise Edition versions of BorderManager, and is the same
as BorderManager 3.7. The licenses for BorderManager 3.8 will
not work with other versions. Optional components, such as
Novell’s NCF (Novell Client Firewall) are only provided with
the understanding that you have purchased a BorderManager
license for anyone making use of them.

2. BorderManager 3.8 only installs on NetWare 5.1, 6.0 and 6.5.
BorderManager 3.8 is the only supported version of
BorderManager for NetWare 6.5.

3. BorderManager 3.8 includes VPN clients supported on Windows
98, WindowsME, Windows NT, Windows 2000 and Windows
XP. As of this writing, the VPN client is not supported on
Windows 2003, but a newer version may be available for
download in the future with that capability.

4. BorderManager 3.8 VPN has been extensively enhanced, and
provides far more capabilities than any previous version.
BorderManager 3.8 VPN supports IKE-compliant connections,
meaning that non-Novell VPN clients and servers that are truly
IKE-compliant and industry standard should also be able to
make VPN connections to BorderManager 3.8. This includes
Linux FreeS/WAN, and clients for Macintosh and even PDA’s.
(The beta version of this book has examples only of the Novell
VPN client. The released version may add more examples).

5. BorderManager 3.7 replaced the old CyberPatrol software with a
new SurfControl program, although it still uses the
CPFILTER.NLM file name. BorderManager 3.8 also can use
SurfControl, though it is no longer supplied on the
BorderManager CD. BorderManager 3.7 (with a service pack)
and 3.8 can also use N2H2 Sentian Category server and
Connectotel’s LinkWall, AdWall and FileWall software.

6. BorderManager 3.8 includes Novell Modular Authentication
Services (NMAS) components. NMAS allows for many
sophisticated forms of identification/authorization to the
network, including token cards, proximity cards, fingerprint
scanners, etc, beyond the usual network ID and password. (This
book covers only NDS password authentication with NMAS).
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BMAS is replaced with NMAS, giving better RADIUS support.

BorderManager 3.8 supports multiple internal mail domains with
the Mail Proxy. Previous versions supported only one.

BorderManager 3.8 includes a Personal Firewall called Novell
Client Firewall (NCF). A Personal Firewall is bundled so that
remote users connecting via VPN have some measure of
protection and do not provide an easy method for hackers to
penetrate the network via a VPN-connected host. (This book
does not cover the installation, configuration or use of the
personal firewall).

RAM requirements are higher, especially if SurfControl is
being used. The minimum RAM recommendation for a
dedicated BorderManager server is now 512MB, 1GB or more
preferred. SurfControl recommends an ADDITIONAL 512MB
of RAM. In my testing of SurfControl, it used 295MB of RAM,
and temporarily doubled that when the update process was
running. You should plan for the server to have 1GB or more of
RAM.

For both BorderManager 3.7 and 3.8, TCP/IP Filters and Filter
Exceptions can be managed through a browser interface or by
using the old FILTCFG program. IP filters and exceptions are
stored in NDS in order to make GUI-based management
(through iManager) possible. There are numerous ramifications
to this change if you are used to using FILTCFG.NLM and are
used to backing up and moving filters and exceptions by moving
the FILTERS.CFG file. This book does not cover filtering in
any great depth, and you should refer to my book “Novell
BorderManager: A Beginner’s Guide to Configuring Filter
Exceptions”  for a  thorough  explanation. See
http://www.craigjconsulting.com.
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How This Book Is Organized

This book has been written to give practical examples and
explanations of how to configure the most popular features of
Novell’s BorderManager, version 3.5, 3.6, 3.7 and 3.8. Almost all of
the examples will also apply to BorderManager 3.0. Some of the
explanation will be useful in understanding how BorderManager 2.1
functions, but the book is not intended to cover BorderManager 2.1
in any detail.

Each section is intended to stand on its own, though the reader is
strongly urged to read the Basics section first if not familiar with the
content covered there. Also, Access Rules are closely linked to the
use of the Proxies, and it is impossible to understand one without
some knowledge of the other.

Two areas of particular concern are not covered in depth in this
book: Packet Filtering and Virtual Private Networking (VPN). Both
of these subjects are left to other books, such as my “Novell
BorderManager: A Beginner’s Guide To Configuring Filter
Exceptions”, by Craig Johnson, available at
http://www.craigjconsulting.com. Other subjects not covered at all
include RADIUS / BMAS / NMAS and NIAS Dial-in/out services.

RADIUS services are documented in a Novell AppNote by Marcus
Williamson, "Configuring BorderManager Authentication Services
for Use with ActivCard Tokens", from
http://developer.novell.com/research/appnotes/2000/a0005.htm. This
AppNote is based on BorderManager 3.7.

NIAS Dial-in/out services are basically the same as NetWare
Connect, and as such the older NetWare Connect documentation
should apply. However, NIAS itself includes wide area networking
components that must be installed before BorderManager is
installed. These components, a subset of NIAS, are installed when
you install BorderManager from the root of the BorderManager 3.x
installation CD. Prior to BorderManager 3.8, the dial services
components are installed as well, but not configured unless you
follow options in NIASCFG.NLM. BorderManager 3.8 no longer
includes the dial services portions of NIAS.

This book describes much of the configuration procedures and
settings used to set up BorderManager 3.0, 3.5, 3.6 Enterprise
Edition, 3.7 and 3.8.

It is important to note that numerous services can be allowed through
BorderManager without going through proxy services by means of
packet filter exceptions. A few examples are shown in this book,
and many examples are shown in my book on configuring packet
filtering exceptions (described above). Refer to the sections in this
book on dynamic NAT and Static NAT.
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HTTP Proxy

Transparent Proxy (HTTP & TELNET)

ICP / CERN Proxy Hierarchy

DNS Proxy

FTP Proxy

Mail Proxy

Generic TCP & UDP Proxies

News Proxy for Internal NNTP Clients

Reverse Proxy Acceleration of Internal Web Servers
Reverse FTP Proxy Acceleration of Internal FTP Servers
BorderManager Access Rules

Custom Error Pages for HTTP Proxy

Dynamic NAT

Static NAT

BorderManager Alerts

Troubleshooting

HTTP logging (Common and Indexed)
Client-to-Site VPN

Site-to-Site VPN

iManager 2.0 installation and configuration

What this book does not cover

Packet filtering (in any depth, see my other book —
http://www.craigjconsulting.com/)

SOCKS Client or SOCKS Server (in depth)

News Proxy for Internal NNTP Server

ActivCard or NMAS authentication other than user ID /
password

RADIUS
Dial-in/out Services

Novell’s Client Firewall (included with BorderManager 3.8)
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Chapter 2 - Basics

Some Important Terminology

In general, Access Control Rules (Access Rules) refers to rules set
up to restrict or allow access through proxies, VPN or IP Gateway,
and, with some exceptions for VPN, they are configured in
NWADMN32.EXE. VPN access rules are configured with
iManager.

Access Rules may be based on a source or destination equal to Any,
NDS Object Name (user, group or container), DNS Hostname, IP
address range or IP Subnet Address. Access Rules are stored in NDS
and are read and applied by ACLCHECK.NLM.

Note Access Rules based on a source of an NDS user name, group or
container generally only apply to the HTTP, FTP and Transparent TELNET
proxies, and IP Gateway, and require Proxy Authentication to be used.

Filters and Filter Exceptions are not the same as Access Rules, and
packet filters are set up using FILTCFG.NLM or iManager. Filters
do not use any kind of NDS values, but instead apply globally to all
traffic passing through the server. Both IP and IPX packet filters and
exceptions can be configured. Filters apply regardless of whether a
user is configured to use the HTTP proxy cache or not. Packet filters
in versions of BorderManager prior to 3.7 are stored in the
<servername>\SY S:\ETC\FILTERS.CFG file, so it is a good idea to
back up that file before modifying any packet filters. After installing
BorderManager 3.7, IP filters are stored in NDS, while IPX and
Appletalk filters are stored in FILTERS.CFG. And it is still a good
idea to make backup copies of FILTERS.CFG!

Proxy Authentication refers to a method of relating the TCP/IP
traffic from a user’s workstation to an NDS user ID. Proxy
Authentication is necessary to apply NDS-based access rules to
control browsing by NDS user ID, and to log usage by NDS user ID.

Reverse Proxy or Reverse Proxy Acceleration or just
Acceleration means to use BorderManager as a proxy between an
internal web or FTP server and a user on the Internet. The
‘acceleration’ term comes in because BorderManager can cache the
data being requested from the internal server and provide it more
quickly to the requesting user than could be done by going directly
to the internal server for the data each time. Reverse Proxy is

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 33



Chapter 2 - Basics

June 8, 2004

basically the same as the forward proxy, except used in an inbound
direction.

VPN means Virtual Private Network, and it can refer to a PC or
other host connection to a BorderManager server or to two
BorderManager or non-BorderManager servers linked together over
an encrypted connection.

Prerequisite Knowledge

This book cannot explain everything the user needs to know about
setting up a firewall, or every feature and detail about
BorderManager. Firewalls and Internet connectivity are not simple
to explain (though they can be surprisingly quick to set up, once you
get to know your way around the concepts). Do not get too
frustrated if you do not understand the concepts the first time you
read a section. You will pick up the knowledge you need as you get
hands-on experience. You can pick and choose the segments of this
book to read as you need them.

If you want to set up a Proxy, you need to be familiar with Access
Rules! The two go hand-in-hand.

You should have a basic idea of how services like web browsing
work, how DNS works, and it will be very helpful to have some idea
about how IP addressing is done. If you have ever taken a basic
Novell certification test and been exposed to the OSI 7-layer model
of networking, you can make good use of those concepts here, as
BorderManager deals a lot with the networking layer, and the
application layer of that model. (Remember Application,
Presentation, Session, Transport, Network, Data Link and Physical?
Well, the proxies are at the Application layer, and packet filtering is
at the Network layer.)

You should realize that it is important to prevent unwanted traffic
from getting into your LAN when you connect it to the Internet, and
that a firewall (like BorderManager) is intended to provide that
protection. You should realize that the fundamental building block
of firewall protection is provided by packet filtering, and you should
begin by enabling packet filters when requested in the installation
process.

You should be reasonably familiar with setting up a NetWare server,
and applying patches with the INSTALL.NLM (NetWare 4.11) or
NWCONFIG.NLM (NetWare 5.x and 6). You should know how to
configure network settings in INETCFG.NLM at the server console.
You should know how to physically install network cards and cable
them to the LAN.

Finally, you should know how to get help when you are stuck with
a NetWare problem. I highly recommend that all users get familiar
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with the Novell Public Forums, and the Novell Knowledgebase as a
minimum. The Novell Public Forums can be accessed via a web
browser from a link at http://support.novell.com, though
performance and ease of use is much better if you use a Newsreader
pointed at the support-forums.novell.com NNTP server. Real, live,
knowledgeable people cover the public forums, and you can often
get an answer to a question within hours. The Novell
Knowledgebase at http://support.novell.com is one of the best
reference databases in the world for finding answers to NetWare-
related questions. Both of these resources are free. If you need
personal help, you can open an incident with Novell to work on a
specific problem, or hire me (Craig Johnson Consulting) to work on
your network.

TCP/IP Basics

Public & Private Networks

In order to route IP traffic to the proper host on the Internet, each
host must be configured with a globally unique IP address that is
registered with Internic. Such an IP address is called a public IP
address. A company will normally purchase an IP address range
from an Internet Service Provider (ISP) and pay a yearly
maintenance fee based partly on the number of IP addresses they are
reserving. The ISP will take care of ensuring that all incoming
Internet traffic to a host within that IP address range knows how to
get there. It is essential to have at least one properly registered public
IP address configured on the public interface of your BorderManager
server for it to communicate to the Internet (unless using Network
Address Translation on an ‘upstream’ router).

Partly because of the cost involved, and partly because the world is
running out of publicly available IP address ranges, not everyone has
public IP addresses assigned inside their private LANs. In some
cases (not recommended, since many restrictions are then placed on
BorderManager’s operation), an address range registered to some
different company is in use on a private LAN. To avoid the situation
where registered addresses are being used on different networks,
three different IP address networks have been reserved for anyone to
use. These special IP networks are called private 1P addresses.
Internet routers are programmed to drop packets with a private
IP destination address. The three private address ranges set aside
for use are:

e 10.x.x.x (afull class A range)
o 172.16.x.xto 172.31.x.x (16 Class B ranges)
o 192.168.x.x (256 Class C ranges)

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 35



Chapter 2 - Basics June 8, 2004

You can use these IP networks as you wish within your internal
network and subnet them as needed, but they MUST be used with
either dynamic NAT (Network Address Translation) or proxy
services (or both). Most people find the 192.168.x.x network to be
the easiest to work with, as it is easier to understand Class C
subnetting than other classes. The use of these IP networks is
discussed in the following document:

RFC 1918 - Address Allocation for Private Internets. Y.
Rekhter, B. Moskowitz, D. Karrenberg, G. J. de Groot &
E. Lear. February 1996. (Format: TXT=22270 Dbytes)
(Obsoletes RFC1627, RFC1597) (Also BCP0005) (Status:
BEST CURRENT PRACTICE)

Note Use this URL for a link to RFC 1918: ftp://ftp.isi.edu/in-
notes/rfc1918.txt

Since these ranges cannot ‘talk’ to the Internet (packets from these
addresses will be dropped at some point on an Internet router), some
special techniques must be used to let internal hosts using these
addresses communicate to the Internet. The two techniques in use
are NAT (Network Address Translation) and Proxy. BorderManager
provides both capabilities. Both techniques effectively substitute the
public IP address of the BorderManager server for the actual
(private) source address of the host originating the traffic.

There is not a problem using NAT and proxy services at the same
time. You can easily have some types of traffic using a proxy and
other types of traffic using NAT. For the security-conscious, bear in
mind that using a proxy is considered to be more secure than using
NAT, if you have the option of using either.

Remember — if you use the private IP addresses, you will not get a response
back from the Internet to your PC unless you are using a Proxy, a Gateway
service or have dynamic NAT enabled! This has nothing to do with packet
filtering! The routers on the Internet will drop packets with private addresses.

The Importance of the Default Route

All routers and hosts on both internal and external IP segments must
have a default route set up! Once you try to communicate with
hosts on the Internet, it is not possible to build a routing table in
which the location of every subnet is included. Instead, a default
route (default gateway) is used to forward any packet with an
unknown network address. The default route/gateway is always an
IP address on the same network as the host, and points to the next
hop to be used to get an unknown packet out to the Internet.
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Typically, on a BorderManager server, the default route is set to the
external IP segment address (this would be a LAN port, not a WAN
port) of a router connected to the Internet. NetWare server default
routes are configured in INETCFG.NLM, and stored in the
SYSAETC\GATEWAYS file. They can be verified using
TCPCON.NLM.

The first thing to try when you have a communications issue is to
temporarily disable packet filtering. (This is, of course, an obvious
security hole, but it is the easiest way to confirm that packet filtering
is an issue). If the traffic still doesn’t flow, you are likely to be
having a routing issue, and experience says that most routing issues
involve incorrect or missing default routes.

Here is an analogy of what a default route is. Say you live in a house
with several other people, and you want to send one of them a little
letter. You write the letter and are ready to deliver it. Since you live
in the house, you not only know the address of everyone in the house
(master bedroom, kid's bedroom, etc.) but you know how to find the
room. So you go to the room and slide the letter under the door.
Now, let's say you want to mail a letter to someone else, and that
person lives in another city. You have the address, but you have no
clue how to deliver the letter yourself! But you DO have a 'default
route' - the mailbox. So you drop the letter in the mailbox, and trust
the postman to deliver the letter. The postman of course doesn't have
any idea how to deliver that letter either, but he/she DOES have
another default route - the letter-sorting bin for letters going out of
town. Along various steps of the way, the letter keeps getting
delivered not directly to the end destination, but instead to the next
'hop' along the way to the destination. Finally, a postman on the final
step of the letter's journey gets the mail, and since he/she actually
knows where the house is, the letter can be put into a final
destination (mailbox). Even then, someone at the house may pick up
the letter and forward it onto the intended recipient.

Now suppose that the reader of the letter wants to send a reply. All
of the same steps have to occur in the reverse direction, or the reply
does not get through.

There is even a measure of packet filtering involved here - if the
letter does not have enough postage, it does not get through.

What is the point of all of this? If ANY step in the process IN
BOTH DIRECTIONS does not have a default route, the mail (your
TCP/IP packets) will not get through, unless the end address is a
local address (inside your house = inside your LAN). Remember that
the first step a packet takes toward a host outside your LAN is the
next router on your LAN, and your own PC needs a default route to
it in order to start the packet on its way.

When you install BorderManager 3.7, it will prompt you for the
default route on the server, but earlier versions will not.
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Domain Name Service (DNS)

Domain Name Services (DNS) is a method used to determine the 1P
address of a host from the name of the host. Public IP addresses are
unique around the world, and it is the IP address, not the name, that
routers use to move packets from one point to another. It is
impractical to have a network connected to the Internet that does not
allow you to resolve names into addresses (although it is
theoretically possible). Fortunately, it is not hard to set up
BorderManager to use DNS services. However, there are some
aspects of DNS services that need to be explained in relation to how
BorderManager uses DNS. The BorderManager server itself must
be able to resolve DNS queries in order to function normally.

e Public DNS Records — these records are accessed by
someone on the Internet, and the records (IP addresses,
generally) should always refer to the public IP address of a
host, not an internal IP address of a host. (Some hosts will
have both a public and an internal — private — IP address).
Your ISP will almost always provide public DNS services
for you at no extra cost as part of their service.

e Private DNS records — these records are accessed by the
users of your internal LAN, and the records should always
refer to the private internal IP addresses of the hosts, not the
public addresses. You must maintain your own internal DNS
server(s) if you want to resolve host names to internal IP
addresses, unless you use HOSTS tables. (See below).

e Dual Public/Private DNS System — This is the method
recommended in this book (although there are other methods
that can be used). In this method, the public records are
hosted by the ISP while the internal records are hosted in the
LAN (by you). The ISP is officially delegated as Start Of
Authority (SOA) for your domain, which means that any
time some Internet host tries to resolve a name in your
domain to an IP address, the DNS query will come to the
ISP and be answered by the ISP’s DNS servers. However,
when a host on the internal LAN (inside your network) tries
to resolve a name in your domain, the query will go first to
one of your DNS servers to be resolved. Queries not
resolved by your DNS servers will be forwarded on to your
ISP’s DNS servers. Your DNS server might be a real DNS
server, or you may instead rely on HOSTS table entries at
one or more computers.

e HOSTS Table — A file on the local computer that contains a
qualified domain name and the IP address for that host. The
HOSTS file will always be checked for a domain name
before a DNS query is sent to a DNS server. On a NetWare
server, it is essential that the last entry in the HOSTS file be
followed by a carriage return/line feed.
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Operating System File Location

NetWare Server

SYSAETC\HOSTS

Windows 95, 98, ME | CA\AWINDOWS\HOSTS

Windows NT

CAWINNT\SYSTEM\DRIVERS\ETC\HOSTS

Windows 2000 / XP | C:\WINNT\SYSTEM32\DRIVERS\ETC\HOSTS

e DNS Proxy — BorderManager 3.x comes with a service
called DNS Proxy. This service will proxy DNS requests
coming to it without having to route DNS through the
default packet filters. With DNS Proxy configured, internal
PCs (and servers) can be set up to point to the
BorderManager private IP address. The DNS Proxy will
take outbound DNS requests and proxy them on behalf of
the user to whatever DNS servers have been configured in
INETCFG.NLM on the BorderManager server. A good
alternative to using the DNS proxy is to set up two stateful
packet filter exceptions to allow UDP destination port 53
and TCP destination port 53 outbound and have internal
users point to the ISP’s DNS servers. Normally, only UDP
is used for DNS queries, but there are times that DNS
queries can fail with UDP and then be (automatically)
requested via TCP.

Note Stateful packet filtering is explained in detail in my book “Novell
BorderManager: A Beginner's Guide To Configuring Filter Exceptions”,
available at http://www.craigjconsulting.com. A full discussion of packet
filtering concepts and issues is outside the scope of this book.

Secondary IP Addresses

Once you wish to provide a service to users on the Internet (such as
a public web server), you will often find that you need to assign
more than one IP address to the public network interface card in a
firewall, in this case BorderManager.

Note You may need a dedicated IP address for each service, such as a
web server or a mail server that you want to host. You will definitely need to
have different IP addresses if you want to use static NAT and proxies as you
cannot use both of those services on the same public IP address at the
same time.
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The deciding factor is whether or not you need to allow incoming
traffic — traffic going from the internal LAN to the outside (Internet)
is usually sent out a single IP address and doesn’t require any
additional addresses on the BorderManager server.

With NetWare it is possible to assign many IP addresses to each
network interface in a server, though it isn’t so easy to see more than
one assigned address.

Note You can assign addresses in different networks to a single network
card, and NetWare will route between them as if they were assigned to two
different network cards. Assigning addresses from different networks is
done in INETCFG by simply binding a new address to an interface. An
example would be to assign 192.168.10.252 and 172.16.31.254 to an
interface. This book does not cover such an assignment, as it is not
normally needed in a BorderManager configuration. This is NOT the same
as a secondary IP address. (See below).

A typical way to assign multiple addresses to a network interface is
to add IP addresses from within the same IP network to an interface.
An example would be to add 192.168.10.253 to an interface that
already has IP address 192.168.10.252 bound (configured with
INETCFG under Bindings, TCP/IP). These types of addresses on a
NetWare server are called secondary IP addresses.

NetWare 6.5 assigns secondary IP addresses in INETCFG in the
BINDINGS menu for a particular IP address.

In versions of NetWare prior to 6.5, you must assign a secondary IP
address to an interface with the add secondary ipaddress command
at the server console, as in this example which adds IP address
192.168.10.253 to an existing interface.

ADD SECONDARY IPADDRESS 192.168.10.253

Note IPADDRESS is all one word!

NetWare will look at the addresses already assigned to the interfaces
and add the secondary IP address to the interface that is already
configured for that network range. In this example, the current
binding is 192.168.10.252, and the secondary IP address
192.168.10.253 is added. You would then have two addresses
assigned to the same interface. Once you have executed the ADD
command, the IP address is instantly available — you do not have to
reinitialize or reboot the server.

Secondary IP addresses do not show up when typing CONFIG at the
server, and they do not show up in the Bindings menu of INETCFG.
You display the secondary IP addresses with the command

T~

DISPLAY SECONDARY IPADDRESS age 40
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If you wish to remove a secondary IP address, use the command
delete secondary ipaddress as in this example that removes the
previously defined secondary address of 192.168.10.253.

DELETE SECONDARY IPADDRESS 192.168.10.253

Caution! Prior to NetWare 6.5, secondary IP addresses are not permanent
— you need to put the ADD SECONDARY IPADDRESS 192.168.10.253
command in AUTOEXEC.NCF (after the primary bindings are made) so that
the addresses will be available after a server reboot. NetWare 6.5 has a
menu in INETCFG, Bindings, <ip address> for adding Secondary IP
Addresses.

Proxy Versus Routing and NAT (How Proxies Work)

BorderManager provides more than one means of getting to the
Internet — using a Gateway service, using a Proxy service
(BorderManager 2.1 only has an HTTP Proxy, whereas there are
several proxies in BorderManager 3.0 and later), or using simple
routing. For the purposes of this book, the difference is that simple
routing requires more setup on the part of the administrator in terms
of packet filter exceptions, NAT and DNS than when using proxies.

When using a Proxy service on BorderManager, the originating
program at the PC (a browser, for example) is normally configured
with a special proxy setting that points to the BorderManager private
IP address and designated listening port number. When that PC
sends out traffic, packets are handed off to the BorderManager
proxy, and the proxy then regenerates the packets onto its public
interface (with the BorderManager server’s public IP address as the
packet's source address).

A proxy does not route the packet between interfaces, it regenerates
it - this is an essential difference between using a proxy and using
NAT. When the return traffic comes back to the BorderManager
server, the proxy regenerates the reply onto the private interface with
the original PC’s IP address as the return packet destination address.

Because the proxy is doing all the work for the PC, you will NOT
need to

e configure the client with DNS settings (at least not in the
case of HTTP proxy),
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e have any non-default packet filter exceptions set up on the
BorderManager server,

e have dynamic NAT enabled at the BorderManager server,
e have TCP/IP routing enabled at the BorderManager server.

However, the BorderManager server itself must be properly
configured to resolve DNS queries.

You control traffic through proxies by setting up access rules in the
BorderManager configuration.

If routing (as with NAT) is used instead of Proxy services, you will
need to:

e define a DNS server entry on the originating host PC, at least if
DNS hostname queries are required for the service (such as
HTTP),

e cnable Dynamic NAT on the BorderManager server if a private
IP network address is used on the internal LAN,

e enable routing for TCP/IP in INETCFG, Protocols, TCP/IP, and
e setup a default gateway on the client PCs,
e configure the PC to make DNS queries.

In addition, some type of packet filter exception must be configured
on the BorderManager server to allow the desired traffic to go out
and to allow the return traffic to get back in. The only control over
outbound traffic is to set up the packet filter exceptions allowing the
traffic. You can configure packet filter exceptions to provide access
to:

e cvery host in the internal LAN

e only selected IP networks or subnets. You cannot specify a
range of IP addresses within a single packet filter exception,
only selected IP addresses (hosts).
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BorderManager Scenarios

Note Some of these scenarios are not very basic! Don’t get bogged down
trying to understand the more complex scenarios until you are familiar with
BorderManager. | provide these scenarios in order to show some range of
possibilities for implementing BorderManager.

Scenario 1 - One Public IP Address

There are many examples shown throughout this book. Some of the
examples, unless otherwise noted, are based on an example
configuration similar to the one described here.

A Simple Two-Interface, One IP Address Configuration

Example

An organization's public network, assigned by the ISP, has a 255.255.255.252 subnet mask - this allows for two IP
addresses to be assigned (one to the router and one to the BorderManager server).

4.3.2.254 is assigned to the Internet router's LAN interface.

4.3.2.253 is assigned to the BorderManager server public interface.

A Class C Private IP network (192.168.10.x) is in use on the internal LAN, and 192.168.10.254 is assigned to the
BorderManager private interface. Up to 254 IP addresses can be assigned on the internal LAN.

(The public IP addresses must come from the ISP).

Public IP Address
4.3.2.254
(255.255.255.252)

WAN IP Address
(ISP Assigned)

Public IP address
4.3.2.253

(255.255.255.252) Private IP Address

192.168.10.254
(255.255.255.0)

Internet
Router

=

Subnet Mask / Usable Public IP Addresses
(remember that one of these addresses goes on
the router. These numbers do not include the

BorderManager Server

The BorderManager server's default route is
4.3.2.254, which is the Internet Router's LAN

network address or the broadcast address.)

IP address
255.255.255.252 2
255.255.255.248 6 BorderManager Proxies are used to S
255.255.255.240 14 send inbound traffic coming to the Web Servert
255.255.255.224 30 :
BorderManager public IP address
255.255.255.192 62 . .
255.955.255.128 126 4.3.2.253 to an internal FTP server, All these internal hosts have a
orE oEr B . 192.168.10.x IP address, and a default
255.255.255.0 254 Mail server or Web server, depending

gateway of 192.168.10.254, which is the
BorderManager server's private IP
address

on the type of traffic.

The BorderManager server is set up in a two-interface configuration
with one interface labeled as Public and the other as Private. The
public interface is connected to a router connected to the Internet.
The private interface is connected to an internal LAN by way of a
10/100 switch or hub.

In the first sample configuration shown, only a single IP address can
be assigned to the BorderManager public interface because of the
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public IP address subnet mask (255.255.255.252). A
255.255.255.252 subnet mask only allows two useable IP addresses,
with one going on the Internet router’s LAN interface and the other
going on the BorderManager server’s public interface.

The public IP address on the BorderManager server has been
configured with BorderManager’s reverse proxy acceleration to
make both an internal web server and an internal FTP server
available to the Internet. (This, and other capabilities, is explained
later in this book.) In addition, the BorderManager server has been
configured with the Mail Proxy to allow an internal mail server to
send and receive mail from the Internet.

The BorderManager server has a default route set up with the IP
address of the LAN interface of the Internet router.

The internal IP addresses are the same as in the previous example —
up to 254 hosts can be on this subnet without an additional router,
including the BorderManager private IP address.

The internal hosts should all have a default gateway configured that
is equal to the BorderManager private IP address.

The use of a 255.255.255.252 subnet mask on the public IP subnet is
quite limiting in that you can only assign one IP address to the
BorderManager public interface. Without having additional IP
addresses to assign to the public interface, you cannot make use of
static NAT. However, the BorderManager proxies can all share the
single primary public IP address.

Not having another public IP address to assign on the public IP
subnet also means that you cannot place a PC on the public subnet
for testing purposes, at least not without taking the place of the
Internet router.
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Scenario 2 - A Cable Modem with DHCP Connection

In this scenario, the Internet connection is provided via cable modem
with a DHCP-assigned address. The concept would be very similar
if a PPPoE connection to the ISP were required. In both cases, a
small router is used to make the connection to the ISP instead of a
NetWare server. The reasons are:

e NetWare used to not do DHCP well, the filter exceptions
required for getting DHCP to work can be confusing, and if
the IP address changes, the filters also have to change. A
separate router is used for DHCP connectivity just to
simplify life here.

e NetWare does not support PPPoE, so a separate router is
used to provide the WAN link using PPPoE.

A Cable Modem (or PPPoE) Configuration
Example

An organization's public network, assigned by the ISP, has a DHCP-assigned address, and only one public IP address will be
allowed by the ISP. This scenario can also apply if PPPoE is used on the Internet router. A small router is used for DHCP/PPPoE
connections to the ISP.

A Class C Private IP network (192.168.10.x) is in use on the internal LAN, and 192.168.10.254 is assigned to the BorderManager
private interface. Up to 254 |IP addresses can be assigned on the internal LAN. Another private IP address (192.168.1.254) is
assigned on the Internet side of the BorderManager server, and some secondary IP addressses for use by static NAT or proxies.

NOTE: VPN cannot be used on the BorderManager server in this scenario. (NAT on the Internet router prevents inbound VPN).

public-side IP address(es)

DHCP IP Address 192.168.1.254 Private IP Address

(ISP Assigned) 192.168.1.253 192.168.10.254
%4/ 192.168.1.252 (255.255.255.0)
2
% LAN IP Address (255.255.255.0)
192.168.1.1
(255.255.255.0)

Cable Modem

il 2 & g 17

Internet
Router

(NAT must be used here)

BorderManager Server
The Internet route!' performs DHCP, NAT (NAT should be used here)
(for outbound traffic) and port-forwarding (for im|
inbound traffic). Port-forwarding can be set The BorderManager server's default route is Y
up to send specific types of traffic 192.168.1.1, which is the Internet Router's LAN
(PcANYWHERE, for instance) to particular IP address

IP addresses on the public side of the

Hub or Switch|

A BorderManager Proxy or Static NAT

BorderManager server.

The main advantage of this scenario is to
allow a cheap router to do DHCP, or
PPPoE, which NetWare does not do well, or
does not do at all.

can be used to send inbound traffic
coming to the BorderManager public-
side |P addresses to an internal FTP
server, Mail server or Web server,
depending on the type of traffic.

All these internal hosts have a
192.168.10.x IP address, and a default
gateway of 192.168.10.254, which is the
BorderManager server's private |P

address

The BorderManager server is set up in a two-interface configuration
with one interface labeled as Public and the other as Private. The
public interface is connected to a router connected to the Internet.
The private interface is connected to an internal LAN by way of a
10/100 switch or hub.

In the sample configuration shown, any number of IP addresses can
be assigned to the BorderManager public interface. However, those
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addresses may be of limited use, since inbound connectivity in this
scenario is problematical. If DHCP is used on the WAN link, it
normally means an IP address could change, affecting inbound
connections. DHCP also is typically associated with ISP’s that do
not allow public servers to be used on that link, such as web servers,
mail servers or VPN servers. Nevertheless, it can be useful to have
generic proxy or static NAT capability on the BorderManager server
if only to support inbound pcANYWHERE connections to an
internal PC.

There are two keys to this scenario.

e The Internet router must be performing NAT in order for the
BorderManager server or internal LAN to have Internet
access.

e If any kind of inbound traffic is desired, the Internet router
must be performing some kind of port forwarding. Some
routers have a ‘DMZ’ function, whereby all inbound traffic
can be forwarded to one internal IP address, which would be
the BorderManager public IP address. Port forwarding
allows you to be more specific about the type of traffic
allowed in, and where the traffic is forwarded. For instance,
pcANYWHERE traffic could be forwarded to one IP
address, and static NAT’d to an internal PC. At the same
time, VNC could be forwarded to a different internal
address, and static NAT’d to a different internal PC.

There is also one limitation to this scenario — the BorderManager
server will not be able to host VPN services. VPN on
BorderManager up through BorderManager version 3.7 cannot
function when the BorderManager server is behind a NAT
connection.

In this scenario, both the Internet router and the BorderManager
server are doing NAT. The BorderManager server could be using
either Dynamic, Static, or Dynamic and Static NAT. If the
BorderManager server is NOT using dynamic NAT, then the
Internet router would normally have to be set up with a static route
for the internal subnet 192.168.10.0, with a next hop of
192.168.1.254.

The public-side IP address on the BorderManager server could be
configured with BorderManager’s reverse proxy acceleration or
generic proxies to make internal hosts available to the Internet.
(This, and other capabilities, is explained later in this book.) The
BorderManager server could also be set up with static NAT to
forward any kind of inbound traffic to particular internal hosts. In
general, static NAT is explained in my book “Novell
BorderManager: A Beginner’s Guide to Configuring Filter
Exceptions”, and not in this book.
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The BorderManager server has a default route set up with the IP
address of the LAN interface of the Internet router.

The internal IP addresses are the same as in the previous example —
up to 254 hosts can be on this subnet without an additional router,
including the BorderManager private IP address.

The internal hosts should all have a default gateway configured that
is equal to the BorderManager private IP address.
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Scenario 3 - Multiple Public IP Addresses

In this scenario, more than one IP address is assigned to the
BorderManager public interface. The public IP address subnet mask
18 255.255.255.248, which allows 6 useable IP addresses, 5 of which
can be assigned to the BorderManager public interface.

A Typical Two-Interface Configuration

Example

An organization's public network, assigned by the ISP, has a 255.255.255.248 subnet mask - this allows for six IP
addresses to be assigned (one to the router and five can be assigned to the BorderManager server).

4.3.2.254 is assigned to the Internet Router's LAN interface.

4.3.2.253,4.3.2.252 and 4.3.2.251 are assigned to the BorderManager server public interface.

A Class C Private IP network (192.168.10.x) is in use on the internal LAN, and 192.168.10.254 is assigned to the
BorderManager private interface. Up to 254 IP addresses can be assigned on the internal LAN.

(The public IP addresses must come from the ISP).

Public IP Address
4.3.2.254
(255.255.255.252)

WAN IP Address
(ISP Assigned)

Public IP addresses
4.3.2.253
4.3.2.252
4.3.2.251

(255.255.255.248)

Private IP Address
192.168.10.254
(255.255.255.0)

Internet
Router

Hub or Switch

=

BorderManager Server

Subnet Mask / Usable Public IP Addresses

(remember that one of these addresses goes on § .

the router. These numbers do not include the The BorderManager server's default route is

network address or the broadcast address.) 4.3.2.254, which is the Internet Router's LAN

IP address

255.255.255.252 2 —
255.255.255.248 6 4.3.2.253 is the primary IP binding, and is Web Server2
255.255.255.240 14 reverse proxied to web server1 K
255.255.055.224 30 4.3.2.252 is static NAT'd to the internal mail All these internal hosts have a
255'255'255'192 62 server. 192.168.10.x IP address, and a default
255:255:255:128 126 4.3.2.251 is reverse proxied to web server2 gateway of 192.168.10.254

255.255.255.0 254

The primary public IP address is configured to reverse proxy
accelerate an internal web server to make it available to the Internet.
In addition, an internal FTP server could also be reverse proxied to
the same public IP address (as in the previous example).

A second public IP address has been assigned to the BorderManager
public interface and configured with Static NAT and packet filter
exceptions to pass SMTP mail traffic to an internal mail server.
(Experience has shown that using Static NAT is more reliable than
using the Mail Proxy. Static NAT cannot be configured on the
primary public IP address, so this option is not available in the
simple scenario shown earlier.)

A third public IP address has been assigned to the BorderManager
public interface and configured with BorderManager reverse proxy
acceleration to allow another internal web server to make it available
to the Internet. This internal web server could not be reverse proxied
to the main public IP address because another internal web server
has already been reverse proxied to that IP address.
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The remaining public IP addresses are available to assign to the
BorderManager public interface for additional static NAT or proxy
uses.

One excellent use for a public IP address is to put a PC on the public
side of the BorderManager server to use for testing.

The BorderManager server has a default route set up with the IP
address of the LAN interface of the Internet router.

The internal IP addresses are the same as in the previous example —
up to 254 hosts can be on this subnet without an additional router,
including the BorderManager private IP address.

The internal hosts should all have a default gateway configured that
is equal to the BorderManager private IP address.

With additional public IP addresses available on the BorderManager
server, you can configure more than one reverse web proxy. You
cannot have two services (like reverse proxy) listen on the same IP
address with the same port number at the same time. For example, if
you are reverse proxying an HTTP web server (on TCP port 80) on
public IP address 4.3.2.253, you cannot set up a second reverse
proxy listening on TCP port 80 on the same IP address. But you can
set up a second reverse proxy listening on TCP port 80 on a
secondary public IP address 4.3.2.251.

You can reverse proxy two different internal servers to the same
public IP address as long as the proxies listen on different port
numbers. For example, the same public IP address could reverse
FTP Proxy internal server number one for FTP (listens on port 21)
and reverse HTTP Proxy internal server number two for HTTP
(listens on port 80).

You can have many secondary IP addresses configured on a single
interface. I met one person at BrainShare 2000 who had over 200 IP
addresses assigned on a single interface without problems.
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Scenario 4 - BorderManager Used Only For HTTP Proxy

In this scenario, BorderManager has been installed behind an
existing firewall, and is only being used for the HTTP Proxy. In
order to prevent users from bypassing the HTTP Proxy, the firewall
has been configured to accept HTTP packets only from the
BorderManager IP address. In this example, only one network
interface is present in the BorderManager server.

A One Interface Configuration Used for HTTP Proxy

Example

An organization wishes to use BorderManager for HTTP Proxy and Access Rules to control web browsing, but also
wishes to use an existing firewall. BorderManager is set up on the internal LAN with a single IP address and a single
interface, and HTTP Proxy is configured. The firewall is configured to accept HTTP traffic only from the
BorderManager server's IP address, so all internal browsers must point to the BorderManager server HTTP proxy.

WAN IP Address
(ISP Assigned)

BorderManager is set up with a single
interface and a single IP address. HTTP
Proxy is set up on that IP address, and all

Private IP Address
192.168.10.254
(255.255.255.0)

internal web browsers use the
BorderManager server's IP address and
port 8080 in their proxy settings.

=

BorderManager Server @

Internet
Router /
Firewall

The firewall is configured to block TCP port 80
unless it comes from the BorderManager IP
address. Thus, the internal PC's must go to
the BorderManager HTTP Proxy in order to
browse the Internet.

[ mm——t

Hub or Switch

BorderManager can be set up using any internal IP address, and
configured with the HTTP Proxy. No IP addressing on the internal
side needs to be changed.

The internal hosts must have their browsers configured with the
BorderManager server’s IP address and HTTP Proxy port (usually
8080).

TCP port 8080 traffic will come to the BorderManager server HTTP
proxy, and the BorderManager server will then use standard HTTP
(TCP port 80) to access web servers. Because only the
BorderManager server’s IP address is allowed through the firewall,
all internal users have to use the HTTP Proxy (and associated access
rules) in order to browse the Internet.

Note that additional port numbers besides TCP port 80 will have to
be opened on the firewall in most cases. HTTPS (TCP port 443)
will almost certainly have to be allowed, and some web servers are
set up to redirect web browsers to non-standard port numbers.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 50



Chapter 2 - Basics June 8, 2004

Scenario 5 - A Single Firewall (3-NIC) DMZ Segment

A Simple One-Firewall DMZ Configuration

Example
An organization uses a single firewall with two internal interfaces. One interface connects the main internal LAN.
Another interface connects an isolated LAN (DMZ segment)

DMZ

Public IP address(es)

i . e 1

Isolated LAN

—

Internet
Router -E
)

Main Internal LAN .
Internal hosts Main
Internal
O]

Internal Servers

This scenario is shown only to explain some concepts involved — it
is not covered in any other segment of this book, or the book
“Novell BorderManager: A Beginner’s Guide to Configuring Filter
Exceptions”. Setting up a DeMilitarized Zone (DMZ) is out of the
scope of this book.

In this scenario, some servers are made available to the Internet from
behind a BorderManager server, but are hosted on an isolated private
network segment (the DMZ). Should the servers on the isolated
segment be compromised in some way, the traffic from that segment
must still pass through a firewall in order to get to the main internal
LAN segment. This scenario uses only a single firewall.

The isolated (DMZ) segment is essentially the same as in the
previous scenarios where a server is made available to the Internet
via reverse proxy or static NAT and packet filter exceptions. There
are only two differences:

1. The only devices on the isolated segment are servers designed to
be available to the Internet, and those servers are (generally) not
supposed to be used for internal file & print services.

2. The isolated segment is isolated from the other internal
segment(s) by means of packet filters.
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The key to this design is to set up custom packet filters to block all
traffic between internal segments, and then add custom packet filter
exceptions to allow only the desired traffic. In this way, some extra
protection can be obtained over putting the publicly-available
servers right into the main internal LAN. Should an intruder
somehow take control over a server in the isolated segment, very
little traffic would be allowed from that server back to the main
internal LAN. An example would be to allow only HTTP and FTP
traffic to pass from the main internal LAN segment to the isolated
LAN segment, and perhaps even then only from selected IP
addresses, by using stateful packet filter exceptions.

This book will not attempt to explain the details of accomplishing
the packet filtering. However, the concept would be to copy the
default packet filters that block traffic to and from the public
interface to packet filters that would block traffic to and from the
isolated LAN segment. Then add packet filter exceptions as desired
to allow only the barest minimum of traffic between the isolated
LAN segment and any other internal LAN segment(s).
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Scenario 6 - A Classic Two-Firewall DMZ

As with the previous scenario, this book will not attempt to explain
how to configure BorderManager to serve as a firewall for a
DeMilitarized Zone (DMZ), but instead only explains the concept.
Setting up a DMZ is out of the scope of this book.

A Two-Firewall Classic DMZ Configuration

Example
An organization uses

main internal LAN is protected behind both firewalls. In case the public firewall is compromised, the internal LAN
segment is still protected by the private firewall.

two firewalls, with the public servers connected on a (DMZ) LAN segment between them. The

Internet
Router

Public FTP Server

Public Mail Server

Public Web Server
DMz o

—
.
Public Firewall Mai
-I:IE | taln |
nterna
Bt

—=-

Internal hosts

Private Firewall

=

Internal Servers

In this scenario, servers designed to be available from the Internet
are placed in a segment isolated between two firewalls. This design
is much the same as in the previous scenario except that two
firewalls are used instead of one. The first (more public) firewall
allows only selected inbound traffic from the Internet through packet
filter exceptions and proxy services. The second (more internal)
firewall allows even less traffic through to the Internal LAN, and it
also allows some internal traffic outbound to update the isolated
servers.

This scenario provides additional security to the internal LAN in
case the public firewall itself is compromised.

Filters and packet filter exceptions would be necessary on each
firewall, and proxies might be used at both or either firewall.
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Scenario 7 - A Simple Site-to-Site VPN

This scenario shows a very simple site-to-site BorderManager VPN.
Two BorderManager 3 servers are connected over the Internet by
using a VPN “tunnel”. All IP and IPX traffic between the two sites
is encrypted and placed inside IP packets when being transmitted
over the Internet links so that the data cannot easily be deciphered.
Once the data arrives at the other end of the VPN link, the
BorderManager server decrypts the data and routes it to the local
internal LAN. This scenario can (and often is) combined with one or

A Typical Site-to-Site VPN Configuration
Example:

An organization's Site-to-Site VPN uses a Class C private IP network (192.168.99.0) for the VPN tunnel. Each
BorderManager VPN server is assigned a VPN tunnel address from the 192.168.99.0 network to be a member of the
site-to-site VPN. The VPN tunnel network address must not be in use anywhere else on the connected LAN's. The
remote sites must all have different internal IP network addresses. In this example, Site A is on a 192.168.10.0
internal network, while Site B is on a 192.168.11.0 internal network. The VPN tunnel network is different from both.

A unique (hexadecimal) IPX network number is also assigned to the VPN tunnel in order to route IPX through the VPN
from one site to another. The IPX network number for the VPN tunnel is DEADBEEF, and that network number is not
in use anywhere else on the interconnected networks.

The Site A BorderManager The Site B BorderManager
server's default route is Note that the two VPN servers server's default route is
1.1.1.253, which is the Site have VPN tunnel addresses in 2.2.2.253, which is the Site
A Internet Router's LAN IP the same IP network! B Internet Router's LAN IP
address address

Site A
Public IP Address
1.1.1.254
(255.255.255.252)

Site B
Public IP Address
222254
(255.255.255.252)

Site B
Private IP Address
192.168.11.254
(255.255.255.0)

LAN IP Address
192.168.10.252
(255.255.255.0)

Site A
VPN Tunnel
IP Address
192.168.99.254
(255.255.255.0)

Site B
VPN Tunnel
IP Address
192.168.99.253
(255.255.255.0)

~

Site B
BorderManager Server

Site A
BorderManager Server

Site A Site B
Internet Internet
Router Router

LAN IP Address
222253
(255.255.255.252)

LAN IP Address
1.1.1.253
(255.255.255.252)

The Site A BorderManager server 'protects' network The Site B BorderManager server 'protects' network
192.168.10.0, which then shows up as a static route 192.168.11.0, which then shows up as a static route

in the Site B VPN server, pointing to 192.168.99.254 in the Site A VPN server, pointing to 192.168.99.253
as a next hop. (Thereby forcing all traffic from Site B as a next hop. (Thereby forcing all traffic from Site A
to 192.168.10.0 to go through the VPN tunnel). to 192.168.11.0 to go through the VPN tunnel).

more of the other scenarios.

A VPN tunnel is a routed solution, with the VPN tunnel itself
looking like a separate IP and/or IPX network. Because of routing
considerations, the VPN tunnel IP network address and IPX network
number must be unique and not used anywhere else on either LAN
connected to the VPN.

IPX can also be tunneled across a VPN connection, and the same
routing rules apply. The VPN tunnel must have an IPX network
number that is not in use anywhere on the connected networks, and
the connected networks must also have unique IPX network
numbers.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 54



Chapter 2 - Basics June 8, 2004

Scenario 8 - A Simple Client-to-Site VPN

In this scenario, the BorderManager server has been configured for a
client-to-site virtual private network. A windows PC running
Novell’s VPN client software can make a local Internet connection
and then establish a secure, encrypted link to a BorderManager
server located virtually anywhere in the world. The remote client
can use a dial-up connection, a cable modem, or a LAN connection,
though certain restrictions apply. This scenario can (and often is)
combined with one or more of the other scenarios.

A Typical Client-to-Site VPN Configuration

Example

An organization's Client-to-Site VPN uses a Class C private IP network (192.168.99.0) for the VPN tunnel. IPX can
also be supported for access over the VPN, if configured. The IPX network number assigned to the VPN tunnel must
be unique in the network.

The Client-Site VPN configuration used is the same as that set up for the server to be a Master VPN Site-Site server.

The BorderManager
server's default route is
2.2.2.253, which is the
Internet Router's LAN IP
address

connected
Router

Private IP Address
192.168.10.252
(255.255.255.0)

Public IP Address
2.2.2.254
(255.255.255.252)

VPN Tunnel
IP Address
192.168.99.254
(255.255.255.0)

Windows PC Standard

Modem

@4 =
"y BorderManager Server
\NP\\A\\‘\

Internet

Router
WAN IP Address
(ISP Assigned)

A Client-to-Site VPN makes it look like the remote hosts are directly
connected to the internal LAN, though the speed is generally MUCH
slower, especially if the remote host is using a modem connection.

LAN IP Address
22.2.253
(255.255.255.252)

NDS-based access rules control who gets access into the LAN over a
VPN connection. Once the user is connected to the LAN through
the VPN, the access rules do not apply any more. The user is then
free to access any TCP/IP or IPX-based services on the LAN,
subject only to controls on those services, such as a login
requirement to a NetWare server, or a user ID and password
requirement to an FTP server.
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Scenario 9 - Complex Multiple BorderManager Server

Environments

I show two environments here, which are probably too complex for
most readers to worry about. The first one shows the test network I
used to do most of the screenshots and examples in the first two
editions of my book. It was useful for some people to try to trace
back through the addressing to see how the servers were
interconnected. However, as | added new servers and upgraded old
one, the scenario was completely outdated. Nevertheless, some of
the examples in the book are still based on these servers and
addresses.

I keep the old scenario here for reference. I added a newer version
to show how the test network is currently laid out, mostly to show
any readers who are interested how things can be interconnected in a
fairly complex way. It may be useful for those who want to trace
through how I set up the BorderManager 3.8 site-site VPN. It may
also be of use for those who wonder how you might set up a test
network behind a cable modem — all of the servers and workstation
in the test network have internet access.

Please don’t worry about these scenarios too much if they seem too
complex to follow. They are not essential to understand how
BorderManager works, but are only here for completeness. I give
descriptions of some of the major features of the scenario that I have
used in writing this book after each diagram.
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Scenario 9A — The Original Network

This (older) scenario, which is actually how my home network used
to be set up, is useful for testing and showing a number of
complicated configuration options. Some of the examples in the
book are built around this configuration.

192.168.10.251

A Complex Multi-Server (Lab) Scenario (255.255.255.0)

PRIVATE
5 dial-up 192.168.10.254 192.168.10.250
connection (255.255.255.0) 192.168.10.249
- (255.255.255.0) NetWare 5.0 NetWare 5.1/Win98
dynamic IP GroupWise 5.5 FTP
address Internal DHCP WEB Serverr
DNS NNTP
2 Web Servers NDPS
ZENWorks Inventory Websphere
NDPS Media Server
1 —emmmmm—  Internal LAN
BORDER3 et 4| 10/100 switch i i
NetWare 5.1 / BMgr 3.5 Vm“ig:";’géeggeommk
between
BORDER1 and BORDER2
PRIVATE
Hu 192.168.11.254

(255.256.255.0)

VPN:

192.168.99.254 VPN:

192.168.99.253

4.3.21
(255.255.255.0) ==

=
==
I PuBLIC =
PUBLIC
PRIVATE 432254 - 4.3.2.250 I
192.168.10.252 BORDER1 4.3.2.253 3.2, O 11
o NetWare 4.11 0L oo (255.255.255.0)
(255.255.255.0) BMgr 3.0 4.3.2.252 0000000 BORDER2
HTTP Proxy 4.3.2.251 1ICSW2K NeBmVarrg 2‘0
Client-Server VPN (255.255.255.0) Windows 2000 Advanced Server Client-Sgwér VPN
Site-Site VPN web server Site-Site VPN
Public-Side DHCP DNS server e-slte
-default route is 192.168.10.254 NNTP server
SMTP/ POP3 server Hub
HTTP Proxy

The BorderManager server BORDER1 is a two-interface
configuration. The public interface is connected to a hub. The
private interface is connected to a switch.

The BorderManager server BORDER2 is a two-interface
configuration. The public interface is connected to the same hub as
the public interface of BORDERI1. The private interface is connected
to another hub.

The BorderManager server BORDER3 is a two-interface
configuration with one interface consisting of an ordinary external
analog modem. BORDER3 is configured to dial up to an ISP and
make an internet connection on demand.. The private interface is
connected to the same switch as the private interface of BORDERI.

In the scenario shown, there is a site-to-site VPN connection
between BORDER1 and BORDER?2, although that connection is not
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actually connected to the Internet. The BORDERI server is using a
default route pointing to the BORDER3 server, which has an
Internet connection. A CERN cache hierarchy is being used
between BORDER1 and BORDER3. BORDER?2 can also reach the
Internet by going across the Site-to-Site VPN link to BORDER3.

BORDER1 wuses BorderManager 3.0 software installed on a
NetWare 4.11 server, while BORDER2 uses BorderManager 3.5
software installed on a NetWare 5.0 server. BORDER3 is using
BorderManager 3.5 software running on NetWare 4.11.

All of the NetWare servers except BORDER3 are installed in the
same tree. The BORDER3 server acts as a CERN proxy to the rest
of the network.

The BORDER1 and BORDER2 servers simulate an Internet
connection (4.3.2.0 network) and establish a site-to-site  VPN.
Workstations and other servers are placed on the 4.3.2.0 network to
test inbound and outbound connectivity.

The P200 server at IP address 192.168.10.250 is supplying internal
DNS and DHCP services to the 192.168.10.0 network.

Multiple public IP addresses are assigned to the public interfaces of
both BORDER1 and BORDER?2, with some used in a static NAT
configuration, and others used for reverse proxy acceleration.

Internal web servers, an FTP server and a SMTP mail server are
shown as they will be used in some examples later in the book.

A server called ICS-W2K exists at IP address 4.3.2.1 (on the
‘public’ side of BORDERI1 and BORDER2). This server runs
DNS, FTP, HTTP, NNTP, POP3 and SMTP and is used to test
inbound and outbound proxy and static NAT access through
BORDERI1. This server simulates the Internet for the purposes of
testing Proxy services in most of the examples in this book

This scenario shows that you can come up with some creative ways
to make things work. The dial-up connection is actually used by
BORDERI1 and BORDER?2 through a cache hierarchy that sends all
HTTP requests to BORDER3. BORDERS3 is not even in the same
NDS tree as BORDER1 and BORDER2, which shows that
BorderManager services are not all NDS-dependent.

Note This is not a typical BorderManager installation scenario. | use it here
for various reasons, one of which is that it allows me to show how an HTTP
Caching Hierarchy works.
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BorderManager Server IP Addressing
Server Component IP Addresses Functions
BORDER1 PUBLIC Interface 4.3.2.254 Site-to-Site VPN, Client-to-
Site VPN
4.3.2.253 Reverse Proxy
4.3.2.252 Reverse Proxy
4.3.2.251 Static NAT
4.3.2.247 Reverse Proxy
192.168.99.254 VPN Tunnel IP address
BORDER1 PRIVATE Interface 192.168.10.252 Various proxies, default
route for 192.168.10.0
network
BORDER2 PUBLIC Interface 4.3.2.250 Site-to-Site VPN, Client-to-
Site VPN
4.3.2.249 Reverse Proxy
192.168.99.253 VPN Tunnel IP address
BORDER2 PRIVATE Interface 192.168.11.254 Various proxies, default
route for 192.168.11.0
network
BORDER3 PRIVATE Interface 192.168.10.254 CERN Proxy, default route
for BORDER1
BORDER3 PUBLIC Interface Dial-up interface (modem) | Internet connection
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Scenario 9B — The More Current Network

This scenario, which closely describes my current test network,
consists of a lot of servers and networks in a very confined space. In
fact, I have all of the servers on or under a single table in my office.
Even better, the network diagram doesn’t show the Linux servers
that are also in place!

Another Complex Multi-Server (Lab) Scenario

192.168.1.1

(255.255.255.0) CABLE

192.168.1.254
192.168.1.3 Virtual Private Network
192.168.1.5 192.168.99.0
Cable Modem (255.255.255.0) between

BORDER1 and BORDER2

10BaseT Hub (Cable) -
Sl
'Public'
PRIVATE Switch
192.168.10.252
192.168.10.254 VPN:
192.168.8.1 A 192.168.99.254
172.16.1.1 BORDER1
10.1.1.1 NetWare 5.1 =
PUBLIC: (255.255.255.0) BMgr 3.7 PUBLIC Switch
192.168.1.235 HTTP Proxy PUBLIC 43.2.250
VPN: Client-Site VPN 4.3.2.254 (255'2'55' 255.0)
192.168.199.1 e Site-Site VPN 43.2.253 e
PRIVATE Static NAT 4.3.2.252
10.1.1.254 Reverse Proxy 4.3.2.251 A 19;?(;‘;‘::5254
255.255.255.0, default route is 192.168.1.1 - 19641
( ) (255.255.255.0) Ni?vvzigzo (255.256.255.0)
BMgr 3.6
PUBLIC: 0 11111 Client-Site VPN
192.168.1.232 JACK Site-Site VPN
VPN: NetWare 6.5 Internal LAN
192.168.199.2 BMgr 3.8 L= ==t 10/100 switch
Client-Site VPN
Site-Site VPN
—
PRIVATE
172.16.1.254
(255.255.255.0)
T PRIVATE
192.168.8.254 192.168.10.250
(255.255.255.0) 192.168.10.249 ICS-W2K
PUBLIC: )
192.168.2.231 192.168.10.248 Windows 2000 Advanced Server
NetWare 6.0 VEN: 192.168.10.247 web server
BMgr 3.8 192.168.199.3 NetWare 6.0 192.168.10.246 DNS server
Client-Site VPN GroupWise 6.5 192.168.10.245 NNTP server
Site-Site VPN P Internal DHCP (255.255.255.0) SMTP/ POP3 server
IANNY DNS HTTP Proxy
192.168.1.231 192.168.2.1 NetWare 5.1 3 Web Servers
(255.255.255.0) (255.255.255.0) BMgr 3.8 ZENWorks Inventory
Client-Site VPN NDPS

NAT router Site-Site VPN iFolder

This network started out from the previous one, but the dial-up
connection was replaced by a cable modem, the BorderManager and
NetWare servers were upgraded (and one was retired), and three new
BorderManager 3.8 servers were added for site-site VPN testing.

The network here connects to the switch shown in the center of the
diagram, and consists of the 192.168.10.0 network. Not shown are
several workstations that connect to that network with either fixed IP
addresses or DHCP. Also not shown are two Linux servers.

The only network access is via a cable modem with a single public
IP address, and that address is assigned via DHCP from the ISP.
When the cable modem was first installed, I was unable to get
NetWare to reliably renew the address, resulting in address changes,
resulting in me having to redo my filter exceptions five times in two
weeks. I soon tired of that and inserted a small router between the
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cable modem and the rest of the network. This router (a Linksys)
has been very reliable. I have heard that Novell has fixed the
problems with DHCP assignments to a NetWare server, but I find a
number of advantages to using the Linksys router between the cable
modem and my network. For one thing, my BorderManager server
addresses never change anymore, and I don’t have to worry about
changing filter exceptions. I have found that I can do everything I
need to do with this configuration, except legacy VPN from the
Internet. The Linksys router does dynamic NAT for outbound
traffic. (Linksys calls this ‘Gateway mode’).

Behind the Linksys router connected to the cable modem is a
‘public’ subnet that I actually call the Cable subnet. This subnet
uses the 192.168.1.0 network address, and I have up to four
BorderManager and two Linux firewalls connected to it. My
primary firewall is BORDERI1, which has IP address 192.168.1.254
assigned as the primary IP address on an interface called CABLE.

BORDER1 has three interfaces, called CABLE, PUBLIC and
PRIVATE. CABLE connects to the Internet via Linksys router to
the cable modem. The PRIVATE interface connects to my main
internal switch, where my ZENWorks/GroupWise/etc. server and
workstations reside. The PUBLIC interface actually doesn’t connect
to the Internet at all, but it used for simulating an Internet connection
for testing and filtering screenshots. The PUBLIC network is 4.3.2.0
(class C subnet of 255.255.255.0 — all my subnets are class C). The
PUBLIC primary IP address is 4.3.2.254. BORDER1 has a VPN
tunnel address of 192.168.99.254. BORDERI is a BorderManager
3.7 server running on NetWare 5.1. BORDERI1 is a VPN master
server. BORDERI also has three additional primary IP bindings on
the private interface, which are only used for convenience in
configure BorderManager 3.8 VPN servers. The addressing and
routing concepts are explained in more detail below, when I describe
the MANNY, MOE and JACK VPN servers.

On the PUBLIC subnet, I have a permanent Windows 2000 server
called ICS-W2K (which simulates Internet servers for various tests),
and the public interface of the BORDER2 server. Most of the time
this server does nothing but crunch SETI@HOME data...

BORDER?2 exists primarily for legacy Site-to-Site VPN testing, and
it consists of BorderManager 3.6 running on NetWare 5.0.
BORDER2 is a VPN slave server. I have a small 4-port switch
attached to the private interface of BORDER2, to test end-end
connectivity across the Site-to-Site VPN. BORDER2 has a public
primary IP address of 4.3.2.250, and a private IP address of
192.168.11.254. BORDER2 has a VPN tunnel IP address of
192.168.99.253. BORDER?2 can only access the Internet via a cache
hierarchy, with the parent cache on BORDERI, and suitable access
rules to allow HTTP Proxy access.
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ZENOI is a NetWare 6.0 server with only one interface located in
the private LAN subnet, and it runs just about every Novell product
except BorderManager. In this book, it is hosts web sites accessed
by reverse proxy, and some other features, such as internal DNS. It
has a primary IP address of 192.168.10.245, and several secondary
IP addresses used for web sites and iFolder.

BORDERI1, BORDER2 and ZENOI1 are all in the same NDS tree.

That brings us to the three BorderManager 3.8 test servers, and the
odd IP addresses in use. These servers are named MANNY
(NetWare 5.1), MOE (NetWare 6.0) and JACK (NetWare 6.5). All
three run BorderManager 3.8, in a Site-to-Site VPN, and all three
were used extensively in BorderManager 3.8 beta testing.

MANNY, MOE and JACK are each in their own NDS trees.

JACK is the VPN Master for the BorderManager 3.8 Site-to-Site
VPN. MANNY and MOE are each slave VPN servers.

JACK has a primary ‘public’ IP address of 192.168.1.235. (The
192.168.1.0 subnet can connect directly to the Internet by going out
through the Linksys router at 192.168.1.1). JACK has a primary
private IP address of 10.1.1.254. The private interface is connected
to the main private LAN switch.

MOE has a primary ‘public’ IP address of 192.168.1.232. MOE has
a primary private [P address of 172.16.1254. The private interface is
connected to the main private LAN switch.

MANNY is a bit different. MANNY actually started out on the
192.168.1.0 network, but I inserted a small router between the
192.168.1.0 network and MANNY’s ‘public’ IP address in order to
test BorderManager 3.8 VPN with the server behind a NAT
connection. (Which works fine, by the way). MANNY has a
primary ‘public’ IP address of 192.168.2.231. MANNY has a
primary private IP address of 192.168.8.254. The private interface is
connected to the main private LAN switch. MANNY’s default route
points to the small router at IP address 192.168.2.1. That small
router has a ‘public’ IP address of 192.168.1.231. The other
BorderManager 3.8 servers connect to MANNY by pointing their
VPN connections at 192.168.1.231, and the small router does port
forwarding here to forward the data to MANNY. The configuration
for this is shown in the BorderManager 3.8 VPN chapter.

The IP addressing on the private side needs explanation. In order to
configure a VPN server, you must of course be able to communicate
with the server. Generally this means communicating on the private
interface. I could have set up three more private switches or hubs,
and moved a laptop or PC back and forth to do the configuration, but
that was quite inconvenient. Instead, I chose to do some creative
routing. My goal was to be able to use one of the PC’s on my
private (192.168.10.0) network to configure iManager settings on all
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three servers. At the same time, I could not have the servers
communicating to each other over TCP/IP on the private interfaces.
I needed to ensure that the Site-to-Site VPN I was configuring was
the only possible communication link between private interfaces of
each of these servers. (That is, if I could ping 172.16.1.254 from
JACK, I had to know that the traffic only got there by way of a
successful VPN connection). To achieve these goals, I added the
network addresses 192.168.8.1, 172.16.1.1, and 10.1.1.1 to
BORDER1 on the private interface. Next, I disabled RIP on
MANNY, MOE and JACK. Then I added a static route on JACK,
for network 192.168.10.0, with a next hop of 10.1.1.1. This allowed
JACK to communicate with any host on the 192.168.10.0 network,
but not to communicate with 172.16.1.0 or 192.168.8.0 networks
(MANNY and MOE). On MOE, I added a static route to
192.168.10.0 with a next hop of 172.16.1.1, and on MANNY, I
added a static route to 192.168.10.0 with a next hop of 192.168.8.1.

Thus, my PC, which has a default gateway pointing to BORDERI,
can route packets to the private interfaces of MANNY, MOE and
JACK, while those servers cannot directly contact each other’s
private IP address. This made it very easy for me to go back and
forth between each VPN server and do the required iManager
configuration.

Once I got Site-to-Site VPN, MANNY, MOE and JACK could ping
each other’s private IP addresses, via the VPN link.

It may comfort you to know that the network is complicated enough
for me that I have resorted to labeling the IP addresses on all the
servers, creating diagrams for the network, network jacks and switch
ports, and attempting to color code the patch cables to know what is
connected where.

If you’ve read this far, you must be a geek like me...
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Some Rules of Thumb and Words of Wisdom

I wanted to put this section in to start clearing up some confusion
and misconceptions that people often have about BorderManager.
These are just miscellaneous comments that should be investigated
closely by the reader if any of them seem to be surprising.

Do NOT use all available space on the NetWare server for
NSS pools when configuring NetWare. ALWAYS leave
some free space for a traditional NetWare partition so that
you can configure a traditional volume dedicated for HTTP
Proxy caching. If you have no idea how much space to
leave available, use 4GB.

Basic routing to the Internet should be working before
installing BorderManager.

You need to have a default route set up.

You do not need to use IP/IP or IPX/IP Gateway in order to
control user access with Access Rules. In fact, those
gateways are not supported, don’t work with the newest
versions of Client32, and should not be used.

You do not have to use the Mail Proxy to send outbound
email. You can use dynamic NAT and filter exceptions
instead.

If you want to make use of the Mail Proxy to receive mail
and proxy it to an internal mail server, BorderManager 3.8
can now accept mail to multiple domains, but you must
configure the domains to accept in the PROXY.CFG file.

The NNTP Proxy will only proxy traffic to a single external
NNTP server.

The NNTP Proxy does not cache NNTP traffic. (In fact,
only the HTTP and FTP Proxies cache any traffic).

There are very few practical differences between
BorderManager 3.0 and 3.5. There are almost zero
differences between BorderManager 3.5 and 3.6. The
biggest difference between BorderManager 3.5 and 3.6 is
the ability to use Client-to-Site VPN over NAT.
BorderManager 3.6 also contains a more robust version of
RADIUS.NLM. BorderManager 3.7 adds a web-enabled
capability to configure filter exceptions, and saves IP packet
filters and exceptions in NDS. BorderManager 3.7 also can
use a new SurfControl content-filtering solution, which
replaces the CyberPatrol product used in previous versions.
BorderManager 3.8 adds to the capability of 3.7 and
includes tremendous differences in VPN capability.
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BorderManager licenses do not enforce a user count. All
BorderManager licenses, except MLA licenses, will show
‘Installed Units: 1°, but this does not limit the number of
users.

BorderManager Alerts, at least up through version 3.8, are
not very extensive. However, they should be configured as
this is the primary means for BorderManager to notify
someone of problems.

The Indexed and Access Control log file is only stored on
the SYS volume, and can become quite large. Be judicious
in using this logging capability.

Access Rules are read from the top to the bottom, and the
first one which ‘matches’ is the only one that is used.

Access Rules based on a source of NDS user, group or
container are ignored if proxy authentication is not enabled,
or if the user is not proxy authenticated by some means. The
user will instead be affected by some other access rule NOT
based on an NDS user, group or container, including the
default rule. (Does not apply to legacy VPN).

Access rules based on group memberships are not dynamic.
If a member is added or subtracted from a group, the access
rule may not ‘refresh itself” for up to an hour. If you want a
group membership change to be immediate, click on the
Refresh Server button in the Access Rules menu.

With the exception of the IP/IP and IPX/IP Gateways, you
can really only use NDS-based sources in Access Rules for
HTTP Proxy, Transparent (HTTP) Proxy, FTP Proxy, and
Transparent TELNET Proxy.

You must have packet filter exceptions to allow the Proxies
to work. The default packet filter exceptions are designed to
allow some of the proxies, and the VPN, to work.

Site-to-Site VPN requires RIP filters to be working in order
to function properly. This has to do with packet filtering of
routing protocols. Site-to-Site VPN will eventually fail if
filtering is disabled, unless RIP is also disabled.

BorderManager default packet filters block ICMP (including
PING) packets at the public interface.

You can get BorderManager to work with a dial-up
interface, including a simple analog modem with
dynamically assigned IP address, though this is mostly
useful only in a lab situation.

You cannot set up a BorderManager server to split traffic
out through two public WAN links. Inbound traffic can
come in from multiple WAN public links, but all of the
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outbound traffic must use the same (default) route.
Actually, I lied a bit there. Site-to-Site VPN can fairly
easily make use of a particular public WAN link, as can
BorderManager 3.8 client-site VPN, but those are special
cases.

You cannot set up more than one default route. However,
there are versions of TCPIP.NLM that provide Dead
Gateway Detection, which can allow some limited ability to
detect a failed default route and switch to a backup.

You can use Proxies and dynamic NAT on the same server
AND on the same IP address just fine. You cannot use
Proxies and Static NAT on the same public IP address at the
same time.

Don’t try to set up Static NAT on the primary public IP
binding as it will kill BorderManager communications.

Static NAT is essentially only used for inbound connections
to devices on the LAN to be accessed from the Internet. My
book on configuring BorderManager filter exceptions
includes many examples of static NAT.

Don’t try to set up NAT on a single interface server as it will
quickly result in ARP table issues and communications will
stop.

Expect NLS licensing problems at some point. But don’t
give up, because those problems can always be overcome.

A properly configured BorderManager server is very fast,
assuming you have adequate RAM and have tuned it for
performance. If the server seems slow, something is wrong.
See Novell TID 10018669 or tip number 23 at
http://www.craigjconsulting.com/.

Don’t just ‘make up’ IP addresses for your internal LAN. If
you don’t know what you are doing, pick one of the
following network addresses, and use a 255.255.255.0
subnet mask: 10.x.x.x, or 172.16.x.x through 172.31.x.x, or
192.168.x.x. These are private IP networks that anyone is
allowed to use. But avoid using 192.168.0.0, 192.168.1.0,
172.16.0.0 or 10.0.0.0, because it is likely those addresses
will be used in other networks, and it will make VPN
connections more difficult to achieve if there is address
duplication.
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Chapter 3 - Installation

Server Hardware Suggestions

The hardware needed to install BorderManager 3.x can vary widely
depending on what else you might want to install on the server, the
number of users going through it, the speed of the Internet
connection, the amount of disk cache required, and other factors.

Here are some guidelines and a starting point for a typical
BorderManager server, running proxies and VPN, with TI
(1.5Mbps) Internet connection speed, servicing 250-500 users.
These are my recommendations, and not Novell’s recommendations.
You can certainly install and run a BorderManager server on much
less hardware than I list below, but I would recommend doing that
only for a test environment.

1. Minimum Recommended RAM: For versions prior to
BorderManager 3.7, 384MB, but 512MB or more is preferred.
You can run a server on less, but it will not perform well.
256MB is a good minimum for even small installations, with
less than 100 users. For BorderManager 3.8: 512MB minimum.
For BorderManager 3.7 or 3.8 with SurfControl: 1GB absolute
minimum. More is better, but over 2GB is probably not very
useful except in the most extremely busy servers.

2. CPU: Pentium-II 350 or faster CPU. Not a problem with
modern hardware. Older servers may benefit from even more
RAM if using slower processors. Multiple processors are not
used with BorderManager 3.x, and not supported at all if using
NetWare 4.11 with BorderManager. CPU power becomes much
more significant when using VPN connections. If you plan on
having a lot of VPN clients, you should get the fastest CPU you
can in the server.

3. Network Card: 100Mbps or faster Ethernet card for the private
interface. You want a fast connection on the private side, even
with a slow WAN link on the public side, because much of the
data will be pulled from cache instead of coming over the WAN
link. Be absolutely sure that any network card is set up as either
full-duplex or half-duplex on both the card and the switch the
card is plugged into (if using a switch). Whether the card and
switch are set for manual or automatic duplex sensing, they need
to match. The public side network card generally doesn’t need
to be any faster than the WAN interface speed.
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NetWare Server Installation Tips

This book is not intended to be a guide on installing NetWare. The
reader is expected to know how to do that already, or to figure that
out by him/herself. However, there are some tips here that may be
useful for even those people who have set up many NetWare servers,
if they were not for Internet access, or did not have BorderManager.

Using Caldera DRDOS and NetWare — MultiBoot Menu

If you install NetWare from a CD (or format the drive from the
NetWare license disk), Caldera DRDOS will format the drive. It can
be very useful to have a multiboot menu to allow you the option of
easily boot to DOS with a CDROM driver loaded, or start NetWare
automatically after a short delay. I use the following CONFIG.SYS
and AUTOEXEC.BAT files to do this.

Note | provide all the files needed in this example at my web site
http://www.craigjconsulting.com/
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CONFIG.SYS

Rem You will need the Caldera DOS 7.01, 7.02 or 7.03, and the
programs XCOPY.EXE (from FreeDOS, or from

rem Caldera DR DOS 2) and NWCDEX.EXE (from the Novell license
disk, or Caldera DR DOS 7.0x Disk5).

rem Caldera DRDOS 7.03 can be downloaded from the Internet from
various sources.

rem You will have to use the makedisk or diskcopy commands to
create the DRDOS diskettes,

rem and then copy the appropriate files to your server.

rem You will also need some CDROM driver for your system. The
OAKCDROM. SYS driver shown

rem here can be used on many systems, but any driver that works
on your CDROM should be

rem fine (or better). Just edit the load line in CONFIG.SYS for
your driver name.

rem Caldera DRDOS multiboot menu for CONFIG.SYS

timeout=15

echo=1. Server

echo=2. DR-DOS

echo=3. XCopy all files on C: to D:
switch server, drdos, xcpy

exit

:server
set config=server
Files=60
Buffers=60

return

:drdos

set config=drdos

Files=60

Buffers=60
Device=c:\OAKCDROMDRV.SYS /D:CD001
return

1 XCpy
set config=xcpy
Files=60
Buffers=60
return

[novell]
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AUTOEXEC.BAT

rem Autoexec.bat

IF "%config%"=="server" goto NOVELL
IF "%config%"=="dos" goto DOS

IF "%config%"=="xcpy" goto XCPY

:DOS
nwcdex.exe /d:CD001
goto DONE

:XCPY

cls

@echo Copying all files on C: to D:
xcopy c:\*.*d:/h/k /r/f /v /ie/s
goto DONE

:NOVELL
cd c:\nwserver

server -nl

:DONE

These files allow me to boot the server automatically, or choose to
load the DOS-mode CDROM drivers in case I need to install
software (like NetWare). The CPQIDECD.SYS file is just a
standard IDE ATAPI CDROM driver, and it works on standard
CDROM controllers. You would need something different for a
SCSI CDROM.

CAUTION  Never use “CDROM” as a CPQIDECD or MSCDEX command line option. CDROM is a
reserved word in DOS and will not work to identify the CDROM. Use something like CDROM1 or
CPQCDROM instead.
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Using MSDOS 6.22 and NetWare 5.1

I found that the installation process would simply quit copying files
at some point when using my standard config.sys file that had been
working for years on many NetWare server installations. It appears
that I was short on the FILES and BUFFERS required for
installation on NetWare 5.1, because once I increased the values, my
installation proceeded without problems. If you boot from the
Novell CD and allow the automated installation to format your hard
drive (using Caldera DOS) for you, you should not have a problem.

I use the following dual-boot CONFIG.SYS and AUTOEXEC.BAT
files, generally:

CONFIG.SYS

[menu]

[common ]
FILES=50
BUFFERS=50
[dos]

LASTDRIVE=G

menuitem=NOVELL, Boot as Novell server (default)
menuitem=DOS,Boot to DOS with CDROM TSR's loaded
menudefault,novell, 15

DEVICE=\DOS\CPQIDECD.SYS /D:CDROM1

AUTOEXEC.BAT

@echo off
cls

goto S%config$
:NOVELL
cd c:\nwserver
server

goto END

:DOS

:END

rem Written by Craig Johnson, Jan. 9, 1998

path c:\dos;c:\nc
C:\DOS\MSCDEX /1:D /m:40 /d:CDROM1

These files allow me to boot the server automatically, or choose to
load the DOS-mode CDROM drivers in case I need to install
software (like NetWare). The CPQIDECD.SYS file is just a
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standard IDE ATAPI CDROM driver, and it works on standard
CDROM controllers. You would need something different for a
SCSI CDROM.

CAUTION Never use “CDROM” as a CPQIDECD or MSCDEX command line option. CDROM is a
reserved word in DOS and will not work to identify the CDROM. Use something like CDROM1 or

CPQCDROM instead.

Don’t Let The NetWare Installation Create the Volumes

Automatically

During the installation process for NetWare, you will be asked if you
want the NetWare partition to be created for you automatically. This
is fine, as long as you don’t want to make use of NSS volumes later.
(NSS volumes are not created inside a NetWare partition). In
NetWare 5.1, the NetWare partition will try to be created using all
available free space. However, the installation will also try to create
one large SYS volume on that partition, and you do not want that.
You need to stop at the point where you first see a SYS volume
created, and reduce the volume size to leave room for other volumes,
such as LOG, CACHEI1, CACHE2, etc. A 4GB SYS volume is a
good size to use these days. NetWare 6.0 and 6.5 will try to use
about 4GB for a dedicated NSS partition with only a SYS volume on
it, and leave the rest of the disk space unconfigured.

CAUTION ABSOLUTELY NEVER CREATE A PROXY CACHE VOLUME ON AN NSS VOLUME! Note
that this is the default setting if you have only a SYS volume on NetWare 6.0 and later.

The BorderManager 3.8 installation routine will offer you a choice
of creating one or more cache volumes as long as it sees free
(unpartitioned) space on NetWare 6.5 servers. This is a good thing,
as the 3.8 installation will automatically create those volumes with
the correct settings. But it will not create volumes in free space on
existing partitions. If the installation routine creates the cache
volumes for you, it will also automatically configure the HTTP
proxy to use them.

On NetWare 6.0, at the point where it suggests you create the SYS
volume, pressing F5 should toggle to a screen giving you the choice
to make the SYS volume’s partition a traditional NetWare file
system instead of NSS. This can be desirable, but is not essential.

Once you have created a SYS volume of adequate size (no less than
2GB, 4GB preferred after NetWare 4.11), you can allow the
installation to continue. You could also at this point add additional
volumes, but you can create them later using INSTALL.NLM
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(NetWare 4.x), NWCONFIG.NLM (NetWare 5.x) or ConsoleOne
(NetWare 6.x). Just be sure that you have enough free space left to
create these additional volumes, or you may have to repeat the
installation and choose a smaller SYS volume.

A custom (not ‘Express’) NetWare 6.x installation will default to
creating a 4GB NSS SYS volume, which is fine. You should have a
larger physical drive installed than that, and if so, you will see a lot
of unconfigured free space. I suggest configuring a legacy CACHE
volume at this point in the NetWare 6.x installation, so that you do
not have to go back and do that later. I also suggest you create a
LOG volume (probably about 2-4GB) to hold the proxy common log
files. If you are planning on using the Mail Proxy, also create a
MAIL volume of 1-2GB to hold the spool files.

Install BorderManager from the Root of the CD

Versions of BorderManager prior to 3.8 contain a directory for
BorderManager and another for NIAS on the product CD. A
common mistake is to try to launch the product installation when
pointing into the BorderManager directory because there is an
installation script there. The proper procedure is to point the
installation routine to the root of the BorderManager CD to pick up
the main installation script. The main installation script will install
NIAS components (which are required), and then install the
BorderManager components.

If you install the BorderManager components only, BorderManager
will not start because required NIAS files are missing.

Get the Server on the Internet Before Configuring

BorderManager

You do not have to have BorderManager configured in
NWADMN32 before you can connect to the Internet. In fact, you
really should have Internet connectivity itself set up BEFORE you
configure BorderManager services. Basically, this means that you
should have configured a default route and DNS services, and
possibly enabled Dynamic NAT on the public IP address before
worrying about whether your BorderManager proxy is configured,
and certainly long before you need to worry about how your access
rules are set up!

My advice: Install NetWare, and then install BorderManager. Go
through the initial configuration process up through the point where
the server has been rebooted after the BorderManager installation. If
you have installed BorderManager 3.x, you will probably also have
RADIUS.NLM loaded. (You will see a console screen about a Dial
Access System Name. If you don’t use RADIUS, comment out the
LOAD RADIUS line in AUTOEXEC.NCF or STARTBRD.NCF).
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LOAD INETCFG, and go into Protocols, TCP/IP and set up a
default route under LAN Static Routing. Next, specify a domain
name and at least one public DNS server IP address in DNS
Resolver Configuration. Exit INETCFG, and Reinitialize System.
In case you have filters configured, UNLOAD IPFLT to disable
filtering. Now, if things are configured correctly, you should be able
to LOAD PING WWW.NOVELL.COM, have that URL translated
to an IP address, and start receiving PING responses. I would not
bother to set up anything else for BorderManager until you can
PING an Internet URL from the server console itself. You should
not enable filtering for the PING tests.

BorderManager relies on the underlying routing capabilities of
NetWare to be working. If you have not gotten Internet access
capability working before BorderManager, you may waste a lot of
time trying to figure out what is going wrong.

In summary, you will generally need to do all of the following to
ping an Internet URL from the server once BorderManager has been
installed:

e Disable packet filtering (Unload IPFLT.NLM)

e Set up a default route. (Use INETCFG, Protocols, TCP/IP,
LAN Static Routing Table, Route Type=Default Route,
<enter your Internet router’s LAN IP address).

o Set up your ISP’s DNS server addresses on the NetWare
server. (Use INETCFG, Protocols, TCP/IP, DNS Resolver
Configuration).

If you find that routing is not working, check the default route. If
you can PING only by IP address and not by URL, check the DNS
resolver configuration.

Other extremely useful debugging tools at the server include SET
TCP IP DEBUG=1 to see the IP packets at the server (=0 turns off
the display), and LOAD IPTRACE x.x.x.x to do a trace route to an
IP address.

Load TCPCON is useful for checking the presence of IP routes,
though it should NOT be used to enter a route. TCPCON is also
useful to see the interface numbers, which show up in FILTER
DEBUG output
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Setting the Default Route and DNS Servers

Installing BorderManager versions prior to 3.7 does not
automatically set up a default route, even though you will not be able
to communicate to the Internet without one. Use the following
procedure to set a default route, using INETCFG.NLM at the
BorderManager server console. I recommend that you do this before
installing BorderManager.

The following example shows a NetWare 6.5 server configured to
use a default route of 192.168.1.1.

P& Novell RConsoleJ: JACK

Server Screens ‘Internet\ﬁmrkingCnnﬂguratiun(active) j 4=| & | Sync Joud ﬁ

TCP~IP Protocol Configuration

TCP-IP Status: Enabled F
IF Packet Forwarding: Enabled<"Router"?

RIP: Enabled
OSPF: Disabled
08PF Configuration: (Select to Uiew or Modifyd

LAM Static Routing: Enabled
LAM Static Routing Table: (Select For List)

Dead Gateway Detection: Disahled
Dead Gateway Detection Configuration: ¢(Select to Uiew or Modify?

SMMP Manager Tahle: (Select For List?
DMS Resolver Configuration: (Select to Uiew or Modifyl

Buffer Input Send

LOAD INETCFG, and select menu option Protocol, TCP/IP, as
shown in the example above.

Note If you intend to use packet filter exceptions to bypass the proxies or
IP Gateway for selected traffic, you also will need to Enable IP Packet
Forwarding. However, the BorderManager services themselves (proxies,
IP Gateway, VPN) do not require the BorderManager server to act as a
router. In most cases, you will want to enable IP routing.

Enable LAN Static Routing, and then select LAN Static Routing
Table.
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%4 Novell RConsoleJ: JACK EE

Server Screens  |Internetworking Configuration (active) ﬂ 4| B ync gg{g ﬁ

ICP-IF Protocol Configuration

Destination

N
LAN Static Houting Table: (Select For List>

Dead Gateway Detection: Disabhled
Dead Gateway Detection Configuration: ¢(Select to Uiew or Modifuyd

SNMP Manager Table: (Select For List)
DNS Resolver Configuration: (Select to Uiew or Modifuyd

Buffer Input Send

The initial entry may be blank. Press the Insert key to add a value.

P& Novell RConsoleJ: JACK

Server Screens |Internetwarking Configuration (active) j 4=| & | Sync P ﬁ

TCPF~IP Protocol Configuration

-1
TCP/" TCP-IP Static Routes " i
Static Route Configuration

Route Type:
IF Address of Metwork-Host:

Subnetwork Mask: Route Type:

Mext Hop Router on Route:

Metric for thisz route:
Type of route:

SNMF Manager Tahle: (8elect For List)
DMS Resolver Configuration: (Select to Uiew or Modify>

Buffer Input Send

Press Enter, and select the option for Default Route.
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P& Novell RConsoleJ: JACK

Semer Screens  |Internetworking Configuration (active) j = » ync ﬁ@ ﬁ

TCPF~IP Protocol Configuration

-1
TCP/" TCP-IP Static Routes "
Static Route Configuration

Route Type: Default Route
IPF Address of Metwork-Host:

Subnetwork Mask:

Hext Hop Router on Route: H9?2.168.1.1

Metric for this route: 1
Type of route: Pas=zive

SMMP Manager Tahle: (Select For List)
DHS Resolver Configuration: (Select to Uiew or Modifyl

Buffer Input Send

Fill in the IP address of the next hop from the BorderManager server
to the Internet. This will generally be the LAN IP address of the
Internet router, and it must be an address on a network to which the
public interface of the BorderManager server is connected. (A
dummy address is shown here).

Press Escape.
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*& Novell RConsoleJ:

Semer Screens  |Internetworking Configuration (active) j = » ync ﬁ@ ﬁ

TCPF~IP Protocol Configuration

LAM Static Routing Table: (Select For List)

Dead Gateway Detection: Dizabled
Dead Gateway Detection Configuration: (Select to Uiew or Modifyl

SMMP Manager Tahle: (Select For List)
DHS Resolver Configuration: (Select to Uiew or Modifyl

Buffer Input Send

You should now see the default route entry as one of the static routes
listed for the BorderManager server.

Press Escape again and select Yes when asked to Update Database.
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Now move the cursor down to DNS Resolver Configuration and
press Enter to add DNS server IP addresses.

P& Novell RConsoleJ: JACK

Server Screens  |Internetworking Configuration (active) j ﬂl # Syne 5&@ ﬁ

TCEF~IP Protocol Configuration

DMS Resolver Configuration

Domain Mame: bormanjohnzonhome .com
H Server H1: 192.168.108.252
QSPF|| Name Server H2: 192_168.10_250
QSPF|| Mame Server H3: 24.1.2480.33

LAM Static Routing: Enabled
LAM Static Routing Table: (Select For List)

Dead Gateway Detection: Dizabled
Dead Gateway Detection Configuration: (Select to Uiew or Modify?

SMMP Manager Tahle: (Select For List)
DHS Resolver Configuration: (Select to Uiew or Modifyl

Buffer Input Send

The example shown above shows two [P addresses configured for
DNS resolution.

The Domain Name is set to the internal DNS domain I used for my
test network. While you do not have to enter a value here, it may be
used in outgoing NNTP messages and SMTP mail by the appropriate
proxies.

The Name Server #1 IP address shown is the IP address of an
internal DNS server. If you have an internal DNS server, list it first.
If you have no internal DNS server, add the IP address of one of
your ISP’s DNS servers.

The Name Server #2 [P address shown is the IP address of a public
DNS server. List your ISP’s DNS server IP addresses here. (You
should have a least two public DNS servers configured for fault
tolerance. The entries shown above are useful only in my test
network).

Escape back to the INETCFG main menu, and select Reinitialize
System to update the values entered. Then toggle through the
console screens until you come back to the INETCFG main menu,
and press Escape to unload INETCFG.

If you have entered the correct values, and your routers are
configured, connected and operating properly, you should now have
Internet connectivity.
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BorderManager Server Configuration

Suggestions

To go along with the above suggestions on hardware, I suggest the
following BorderManager configuration options:

1.

Cache Volumes: Use dedicated cache volume(s)! You MUST
have the HTTP Proxy cache set up to use a volume other than
SYS. (The default is to use SYS, but that is the first thing to
change when you configure the BorderManager server using
NWADMN32. If installing BorderManager 3.8 on NetWare 6.5,
the installation may give you the option of creating and/or using
a traditional cache volume under certain circumstances). 1
recommend one or more dedicated 4-5GB legacy (non-NSS)
cache volumes, using 16K block size, no suballocation and no
compression. It is best to not use compression at all on a
BorderManager server for performance reasons, but essential not
to use compression on cache volumes. The total cache volume
space allotted should be approximately equal to the amount of
data from web pages (and downloaded files) browsed in one
week during a busy time. Cached web pages default to
becoming stale after one week anyway, so holding data in cache
longer than that just makes the volumes slower to index when
you load BorderManager. If you want 20GB of cache space, use
four 5-GB cache volumes. The best performance results from
using multiple cache volumes will only come when dedicating a
separate disk to each volume, in order to split the disk requests
across multiple spindles

Note In order to configure cache volumes, you need to select an advanced
option during a NetWare 5.x installation. Otherwise you will end up with the
default — a SYS volume that uses up the entire NetWare partition. You can
either re-install the server, add another drive, or get a copy of a utility like
PowerQuest’s ServerMagic 3 or Volume Resize from Portlock. ServerMagic
or Volume Resize can be used to resize the partitions and volumes,
including resizing a SYS volume down to a reasonable 4GB so that you can
then use NWCONFIG to create cache and log volumes. As of this writing,
Portlock software cannot reduce the size of an NSS volume.

Log Volumes: I recommend a dedicated log volume, though it
is not essential. Log files can get extremely large, and you do
not want them to take up space on the SYS volume. 1
recommend a 2GB LOG volume to hold Common Log files,
more if you want to keep a lot of log history with a lot of users.

SYS Volume Size: I strongly recommend configuring (at least)
a 4GB SYS volume. The Indexed and Access Control rule logs
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are both contained in Btrieve files under the
SYSASYSTEM\CSLIB directory, and you have little control
over how large those log files get, or how often they roll old data
over. Running out of space on a SYS volume is a serious
problem for any NetWare server running NDS as you can get
NDS corruption. See Novell TID 10051681 for a method of
controlling log files with the CSAUDIT module. There is also a
section on using CSAUDIT in this book in the chapter
“Logging”. Note that simply applying the NetWare 5.1 service
packs can require over S00MB of free space on the SYS volume,
and more space is required for NetWare 6.x.

4. General Server Performance Tuning: Refer to the chapter
later in the book entitled “Performance Tuning” for some
guidelines on tuning a BorderManager server aggressively for
very fast performance.
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NDS Design Considerations

Background Information

BorderManager will store much of its configuration as NDS
attributes to a server object. In addition, the best way to set up
access rules is to save the rules as part of the BorderManager server
object attributes. This means that it is best to have a read/write
replica on the BorderManager server that at least holds the
BorderManager server object. The BorderManager server can be
placed at any point in the NDS tree and still allow all users in the
tree access through it to the Internet.

If you have more than one BorderManager server, installing them in
the same container can reduce the work needed to maintain rules, as
they can be applied at the container level; BorderManager will read
rules up the tree, i.e. rules applied to the server first, then its
immediate container and so on, up to the root. However, this method
does not really allow you to customize the rules for particular
containers through inheritance.

In NDS6 and NDS7, subordinate references can be a problem. For
this reason, I recommend not putting BorderManager in a Root
partition if you have more than about 7 servers. Generally speaking,
having a server in the Root replica will tend to generate a lot of
subordinate references to other servers, though this depends on the
NDS design and placement of replicas. Creating a partition just for
the BorderManager server(s) can help to minimize subordinate
references, as can placing the BorderManager server(s) at containers
lower than the Organization container.

Version-Specific NDS Considerations

BorderManager 3.8 has relatively severe NDS requirements,
especially as compared to previous versions.

BorderManager 3.6 and earlier would work with any version of
NDS. BorderManager 3.7 and 3.8 require auxiliary classes in NDS
to support filtering, and therefore require eDirectory version 8 or
above. (DS versions 8.82 or higher. 85.12a or higher, or 10xxx).
The server holding the master replica of the Root partition also needs
to be running NDS 8.6 or later, preferably the latest version of NDS
that is being used in the tree. NetWare 5.1 service pack 5 will
update NDS to version 8.82 (if using NDS 8), and this should be
considered as the minimum NDS version to use with BorderManager
3.7. Failure to have the minimum NDS version in place on the
master of Root and the BorderManager 3.7 or 3.8 server will result
in NDS errors when trying to migrate filters into NDS.
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BorderManager 3.8 requires eDirectory 8.6.2 or 8.7 or higher. (This
is not the same as DS version 8.82 — these DS versions are numbered
something along the lines of 10411.02. The eDirectory requirement
for BorderManager 3.8 is for VPN support.

BorderManager 3.7 and 3.8 store filters in a special container in
NDS called NBMRuleContainer. You will have less trouble
managing filtering if there is only one BorderManager 3.7 or 3.8
server in the same OU, as sharing the same NBMRuleContainer can
cause issues.

BorderManager 3.7 & 3.8 require replicas on the server for filtering
to work correctly.

BorderManager reads licenses out of NDS initially only from the
Master server of the replica that holds the licenses. Particularly for
Site-to-Site VPN, this means that the Master server of that replica
should be on the BorderManager server itself.

For the reasons just given, my recommendation is the following:

e Make an OU called BMGRI1 (or BORDERI or similar) in
the container where you were thinking of putting the
BorderManager server.

e Put only one BorderManager server in that BMGR1 OU.
e Partition the BMGR1 OU from the tree.

e Have at least three replicas of the BMGR1 OU, and have the
Master replica on the BorderManager server.

Now you will have a small replica, holding the licenses and filtering
objects for the server, on the BorderManager server itself, with the
BorderManager server being the master of that replica ring.

How to Install BorderManager Remotely

Because BorderManager installation requires the Java GUI-based
method to be used (for BorderManager 3.x on any server after
NetWare 4.x), you cannot use RCONSOLE, RCONJ or 3"-party
utilities like Adremsoft’s Adrem Free Remote Console. None of
those utilities can view the GUI screens, which are XFree86
windows sessions. However, there is a way that you can redirect the
Xwindows display to your local desktop. It is relatively easy to
switch back and forth between a local (server console) GUI screen
and your PC, using some customized NCF files. You use
RCONSOLE, RCONJ, etc, to get things started.
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An Xwindows server program running on your PC. (You
could use Linux as well). I used a program called WinaXe
that I downloaded from http://www.tucows.com.

An NCF file which redirects the XWindows display from
the server console to your PC’s IP address.

An NCF file which redirects the XWindows display back to
your server console. (You simply modify the existing
STARTX.NCEF file for this).

An NCF file which kills any existing XWindows display
that is running so that you can redirect it where you want.

NetWare 5.0 or later.

For Netware 5x & 6.0, I put my files in the
SYS:JAVA\NWGFX directory, where STARTX is located.
For NetWare 6.5, use the SYS: JAVA\WWWGEFX\BIN
directory.

Note |

provide sample NCF files at my web site

http://www.craigjconsulting.com/.
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Example Scenario

In the example shown, I have a NetWare 5.1 or 6.0 server at IP
address 192.168.10.250. My PC is at IP address 192.168.10.254. 1
am running WinaXe 6.2, listening on console port ‘0’. WinaXe is
set up in Single Window Mode.

STARTX.NCF
This is the standard STARTX.NCF file, modified to ensure that the
XWindows display goes to the server console. This file is normally
located in the SYS:\JAVA\NWGFX directory. Note that the :0 is
required here, and the spaces around the ‘=" signs is significant.
env display = 127.0.0.1:0
envset display=127.0.0.1:0
load xinit
REMX.NCF
This NCF file redirects the XWindows display to 192.168.10.254,
console number ‘0’. This file is normally located in the
SYS:\JAVA\NWGFX directory. Note that the :0 is required here,
and the spaces around the ‘=’ signs is significant.
env display = 192.168.10.254:0
envset display=192.168.10.254:0
load xinit
DX.NCF

This NCF file kills any running XWindows display, so that you can
launch it again and direct it where needed. You would use this if the
display was already launched on the GUI was running on the server
console. Without this NCF file, you would have to be at the server
console, in the GUI, to unload it. This file can be located in the
same directory as the STARTX and REMOTEX files, or put into the
SYS:\SYSTEM directory.

unload xfvgalb
unload xfsvga
unload xaccel
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Start your XWindows session on your PC.
Be sure you have your PC’s IP address in the REMX.NCF file.

Using RCONSOLE, RCONIJ, etc, to make a remote console
connection to the server, run the DX.NCF file. This should kill
any XWindows session running.

At the server console, type JAVA —SHOWALL. If you see a
‘Taskbar or ‘bg’ session running, you will probably need to kill
it. Look at the session ID number, then type JAVA —kill<id>,
where <id> is the session number of the bg session. (The bg
session is, I believe, the GUI background). If killing the session
does not work, you may have to stop and restart java, with a
JAVA —-EXIT command.

Run the REMX.NCEF file. The XWindows session should show
up on your PC.

Now you can install BorderManager remotely. The
BorderManager files themselves need to be available on a
mounted volume (CDROM or copied to one of the server
volumes).

CAUTION The demo version of WinAXE only works for 30 minutes — do not launch WinAXE until you
are ready to install BorderManager, and immediately begin the installation process. If you have to cancel
out of the installation, be sure to completely stop and restart WinAXE before repeating the installation.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 86



Chapter 3 - Installation June 8, 2004

Recommended Patches and Installation
Sequence

BorderManager 3.x requires certain software to be installed before
you can install BorderManager. Check the readme files on the
installation CD before installing the software. Install required
service packs first, if you don’t already have them installed on the
server.

BorderManager 3.8 includes a prerequisite check at the beginning of
the installation sequence to see if you have all required or optional
components installed. This check includes NDS version, LDAP
requirements, NICI encryption requirements, TCPIP requirements
and iManager requirements. Some of the required components, such
as TCPIP or NICI, are supplied on the BorderManager Companion
CD.

Check the Novell Public Forums for advice on the latest listed and
unlisted patches to apply to the server for BorderManager, as well as
the installation sequence that is recommended. This subject can get
quite complex, to the point that Novell TID’s have been written, and
web sites (mine, for one, at http://www.craigjconsulting.com/) have
been put up with recommended patch sequences. The following
section may be well out of date by the time you read this.

I highly recommend you start by looking at Novell’s Minimum
Patch List at http:/support.novell.com/misc/patlst.htm. The
minimum patch list contains released (non-beta) patches that are
recommended by Novell. Next, check tip #1 at
http://www.craigjconsulting.com for the latest available patch
sequence and warnings. This list will often contain beta patches, and
other patches that may not be on the minimum patch list.
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Installing BorderManager 3.8

on NetWare 6.5

Note If you have an older version of BorderManager installed on the server
before installing BorderManager 3.8 in an in-place upgrade scenario, you
may not be able to install 3.8 without first removing the old BorderManager
entries from the PRODUCTS.DAT file. This is most easily done with the
UINSTALL command. UINSTALL, followed by the exact text in the
Configured Products List (in NWCONFIG), simply removes the text from the
Configured Products list, and that will allow BorderManager 3.8 to be
installed. See Novell TID 10022635.

Note You cannot start the installation procedure for BorderManager using
NWCONFIG. You must first launch the GUI installation program (STARTX),
and point to the BorderManager 3.8 PRODUCT.NI file, on the root of the
BorderManager CD.

1. Install NetWare 6.5. NetWare 6.5 includes the required version
of NDS eDirectory, NICI, and iManager 2.0, which makes it
well-suited for BorderManager 3.8. It is best to install NetWare
6.5 with only iManager 2.0 (and requirements for iManager —
the installation routine will take care of that for you).

2. Install NW65SP1a.EXE (or the most recent NetWare 6.5 support
pack).

3. If you did NOT install NW65SP1a.EXE first, then, from the
BorderManager 3.8 Companion CD, install the NetWare 6.5
version of TCPIP. Use the Domestic version if you want to
configure VPN. Use the Null version otherwise. (Requires a
reboot). The correct version for VPN will say (Domestic) NICI
with a MODULES TCPIP command.

4. 1If you DID install NW65SP1.EXE, there is a post-NW65SP1
TCP patch available. At the time of this writing, the latest
version was TCP654REV2.EXE. TCP patches come out often,
and you should be checking for them.

5. Load INETCFG at least once, to transfer critical networking
information into their final destination files in SYS:ETC.

6. Reboot the server, and begin the BorderManager 3.8 installation.

7. Install various other patches such as new versions of NAT or
packet filtering modules that may have been released since
BorderManager 3.8. Check the Novell Support Connection
public forums (news://support-forums.novell.com) and
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http://www.craigjconsulting.com for current information, as not
all available patches will show up on the minimum patch list.

8. If you are upgrading a BorderManager installation from a
version prior to 3.7, you must migrate the TCP/IP-related filter
exceptions into NDS using the FILTSRV MIGRATE procedure
at the server console.  Afterwards, I recommend using
FILTCFG.NLM to modify any IP filters, simply because it
writes changes to both NDS and filters.cfg. (That way, you
always have an up-to-date filters.cfg file as a backup). You can
use iManager to manage filtering for BorderManager 3.8. (You
still must use FILTCFG.NLM to modify IPX or Appletalk
filters). This subject is discussed in great detail in the Third
Edition of my “Novell BorderManager: A Beginner’s Guide to
Configuring Filter Exceptions” book.

9. Update SYS:AETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site
(http://www.craigjconsulting.com). The file provided by default
has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.

10. If you will be using SurfControl, get the latest version of
SurfControl from http://www.surfcontrol.com.  As of this
writing, Service Pack 3 is available. Service pack 3 is a
complete installation of SurfControl, including a recent
database, and is much newer than the version supplied on the
BorderManager 3.7 product CD. Service Pack 3 adds 8 more
categories not present in earlier versions.
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Note You cannot start the installation procedure for BorderManager using
NWCONFIG. You must first launch the GUI installation program (STARTX),
and point to the BorderManager 3.8 PRODUCT.NI file, on the root of the
BorderManager CD.

Install NetWare 6.0.

Install NW6SP4.EXE or later NetWare support pack. (NW6SP3
is the minimum requirement to install BorderManager 3.8).

If you installed NW6SP3, you will need to update TCP files.
(NW6SP4  includes a version of TCPIP that meets
BorderManager 3.8 VPN requirements, but does not install it
automatically unless you are upgrading an existing
BorderManager server.) From the BorderManager 3.8
Companion CD, install the NetWare 6.0 version of TCPIP.
(Requires a reboot). If NW6SP4 is installed, you can find the
Domestic (NICI) version of  TCPIP in the
PRODUCTS\TCP\TCPD folder. However, read the next
paragraph.

There is a post-NW6SP4 TCPIP patch available called
TCP608VREV2.EXE. TCP patches come out often, and you
should check for them.

If you installed NW6SP3, you will need to update NICI.
(NW6SP4 installs a version of NICI that meets BorderManager
3.8 requirements). From the BorderManager 3.8 Companion
CD, install NICI 2.6 on the server. (Explode the NICI file
somewhere on the server, and then use NWCONFIG to point to
the .IPS installation subdirectory).

(Optional) From the BorderManager 3.8 Companion CD, install
eDirectory 8.7.1. The minimum requirement of NDS is version
8.82, but the latest version is definitely recommended. (Requires
a reboot). Run DSREPAIR.

Load INETCFG at least once, to transfer critical networking
information into their final destination files in SYS:ETC.

Install BorderManager 3.8.

Install various other patches such as new versions of NAT or
packet filtering modules that may have been released since
BorderManager 3.8. Check the Novell Support Connection
public forums (news://support-forums.novell.com) and
http://www.craigjconsulting.com for current information, as not
all available patches will show up on the minimum patch list.
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If you are upgrading a previous BorderManager installation
(prior to 3.7), and you have customized the filter exceptions, you
must migrate the TCP/IP-related filter exceptions into NDS
using the FILTSRV MIGRATE procedure. Afterwards, you can
use FILTCFG or iManager to modify IP filters. (You still must
use FILTCFG.NLM to modify IPX or Appletalk filters). This
subject is discussed in great detail in the Third Edition of my
“Novell BorderManager: A Beginner’s Guide to Configuring
Filter Exceptions” book.

Update SYS:\ETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site
(http://www.craigjconsulting.com). The file provided by default
has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.

In order to configure the new VPN services for BorderManager
3.8, you must have access to iManager 2.0. If you have a
NetWare 6.5 server available, you can use iManager 2.0 from
that server (even if it is in a different tree). Alternatively, you
can install iManager 2.0 from the Companion CD to a NetWare
6.0 server, or a Windows 2000 or XP PC, add the VPN snapins,
and use that to configure BorderManager 3.8 VPN. Note that if
you try to install iManager 2 from the Companion CD to a
NetWare 6.0 server, that you will very probably need to modify
a number of configuration files to get it to work. The required
steps are given in the Troubleshooting chapter.

If you will be using SurfControl, get the latest version of
SurfControl from http://www.surfcontrol.com.  As of this
writing, Service Pack 3 is available. Service pack 3 is a
complete installation of SurfControl, including a recent
database, and is much newer than the version supplied on the
BorderManager 3.7 product CD. Service Pack 3 adds 8 more
categories not present in earlier versions.
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Note You cannot start the installation procedure for BorderManager using
NWCONFIG. You must first launch the GUI installation program (STARTX),
and point to the BorderManager 3.8 PRODUCT.NI file, on the root of the
BorderManager CD.

10.

Install NetWare 5.1

Install NW51SP6.EXE or later NetWare 5.1 support pack.
NWS51SP7 is preferred.

From the BorderManager 3.8 Companion CD, install the
NetWare 5.1 version of TCPIP. (Requires a reboot)

From the BorderManager 3.8 Companion CD, install NICI 2.6
on the server. (Explode the NICI file somewhere on the server,
and then use NWCONFIG to point to the .IPS installation
subdirectory).

From the BorderManager 3.8 Companion CD, install eDirectory
8.7.1, or download a later version from Novell and install that.
8.7.3 is preferred. (Requires a reboot). Run DSREPAIR.

Load INETCFG at least once, to transfer critical networking
information into their final destination files in SYS:ETC.

Reboot the server, and begin the BorderManager 3.8 installation.

Install the latest TCPIP.NLM, if one has been released
separately from the NetWare service pack. Any newer version
needs to explicitly state that it supports BorderManager 3.8. As
of this writing, the latest post-NWS5I1SP7 TCP patch is
TCP518VREV2.EXE. You want the NICI (Domestic) version
to show up when you type MODULES TCPIP at the server
console.

Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell Support
Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch list.

If you are upgrading a previous BorderManager installation
(prior to 3.7), and you have customized the filter exceptions, you
must migrate the TCP/IP-related filter exceptions into NDS
using the FILTSRV MIGRATE procedure. Afterwards, you can
use FILTCFG or iManager to modify IP filters. (You still must
use FILTCFG.NLM to modify IPX or Appletalk filters). This
subject is discussed in great detail in the Third Edition of my
“Novell BorderManager: A Beginner’s Guide to Configuring
Filter Exceptions” book.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 92


news://support-forums.novell.com/
http://nscsysop.hypermart.net/

Chapter 3 - Installation

11.

12.

13.

June 8, 2004

Update SYS:\ETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site
(http://www.craigjconsulting.com). The file provided by default
has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.

In order to configure the new VPN services for BorderManager
3.8, you must have access to iManager 2.0. If you have a
NetWare 6.5 server available, you can use iManager 2.0 from
that server (even if it is in a different tree). Alternatively, you
can install iManager 2.0 from the Companion CD to a NetWare
6.0 server, or a Windows 2000 or XP PC, add the VPN snapins,
and use that to configure BorderManager 3.8 VPN. Note that if
you try to install iManager 2 from the Companion CD to a
NetWare 6.0 server, that you will very probably need to modify
a number of configuration files to get it to work. The required
steps are given in the Troubleshooting chapter.

If you will be using SurfControl, get the latest version of
SurfControl from http://www.surfcontrol.com. As of this
writing, Service Pack 3 is available. Service pack 3 is a
complete installation of SurfControl, including a recent
database, and is much newer than the version supplied on the
BorderManager 3.7 product CD. Service Pack 3 adds 8 more
categories not present in earlier versions.
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Installing BorderManager 3.7

On NetWare 6.0

Unlike previous versions of NetWare, you cannot start the
installation procedure for BorderManager using NWCONFIG. You
must first launch the GUI installation program (STARTX), and point
to the BorderManager 3.7 PRODUCT.NI file, on the root of the

BorderManager CD.
1. Install NetWare 6.0.
2. Install NW6SP4.EXE (or later) NetWare support pack

3.

11.
12.

13.

If you installed only NW6SP3, install PURGE NW.EXE (fixes
NW6SP3 bug)

If you installed only NW6SP3, install NW56UP3.EXE (post-
NWG6SP3 patch)

If you installed only NW6SP3, install NLS603FT.EXE (and run
SETUPNLS afterwards)

Install the latest TCPIP.NLM, if one has been released
separately from the NetWare service pack. As of this writing,
TCP608VREV2EXE was the latest version, but it should only be
installed with NW6SP4 installed first.

Install BorderManager 3.7.
Install BM37SP3.EXE (or later)
Install BM37FP4B.EXE (this is a post-BM37SP3 patch).

Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell Support
Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch list.

If you are upgrading a previous BorderManager installation, and
you have customized the filter exceptions, you need to migrate
the TCP/IP-related filter exceptions into NDS using LOAD
FILTSRV MIGRATE at the server console. You must not see
any NDS errors in the Logger screen when migrating filters, or
there will be filtering issues. Afterwards, you can use either
FILTCFG or iManager to manipulate filters and exceptions, but
I have found FILTCFG to be both easier and more reliable. You
must use FILTCFG.NLM to modify IPX or Appletalk filters.
This subject is discussed in great detail in the Third Edition of
my “Novell BorderManager: A Beginner’s Guide to Configuring
Filter Exceptions” book.
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Update SYS:\ETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site
(http://www.craigjconsulting.com). The file provided by default
has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.

If you will be using SurfControl, get the latest version of
SurfControl from http://www.surfcontrol.com. As of this
writing, Service Pack 3 is available. Service pack 3 is a
complete installation of SurfControl, including a recent
database, and is much newer than the version supplied on the
BorderManager 3.7 product CD. Service Pack 3 adds 8 more
categories not present in earlier versions.

Note BorderManager 3.7 is not supported on versions of NetWare prior to

5.1.

Unlike previous versions of NetWare, you cannot start the
installation procedure for BorderManager using NWCONFIG. You
must first launch the GUI installation program (STARTX), and point
to the BorderManager 3.7 PRODUCT.NI file, on the root of the

BorderManager CD.

1. Install NetWare 5.1

2. Install NW5ISP7.EXE or later NetWare 5.1 support pack.
(BorderManager 3.7 will not install without at least NW51SP4
installed first).

3. If you did install only NWS5I1SP6, install PURGE NW.EXE
(fixes NW5SP6 bug)

4. If you did install only NW51SP6, install NW56UP3.EXE (post-
NWS5SP6 patch)

5. Install the Ilatest TCPIP.NLM, if one has been released
separately from the NetWare service pack. As of this writing,
TCP585VREV2.EXE was the latest version (post-NWS51SP7
patch). New TCP patches are common, and you should keep
looking for them.

6. Install BorderManager 3.7.

7. Install BM37SP3.EXE (or later)

8. Install BM37FP4B.EXE (this is a post-BM37SP3 patch).

9. Install various other interim patches such as new versions of

NAT or packet filtering modules. Check the Novell Support
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Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch list.

If you are upgrading a previous BorderManager installation, and
you have customized the filter exceptions, you need to migrate
the TCP/IP-related filter exceptions into NDS using LOAD
FILTSRV MIGRATE at the server console. You must not see
any NDS errors one the server console when migrating filters, or
there will be filtering issues. Afterwards, you can use FILTCFG
to manipulate filters and exceptions. This subject is discussed in
great detail in the Third Edition of my “Novell BorderManager:
A Beginner’s Guide to Configuring Filter Exceptions” book,
available at http://www.craigjconsulting.com.

Update SYSAETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site
(http://www.craigjconsulting.com). The file provided by default
has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.

If you will be using SurfControl, get the latest version of
SurfControl from http://www.surfcontrol.com. As of this
writing, Service Pack 3 is available. Service pack 3 is a
complete installation of SurfControl, including a recent
database, and is much newer than the version supplied on the
BorderManager 3.7 product CD. Service Pack 3 adds 8 more
categories not present in earlier versions.
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Installing BorderManager 3.6

CAUTION The BorderManager 3.6 installation has a problem in the install script that causes it to copy all
the files in the NIAS directory from the CD on the server, even if they are older than the versions on the
server! You MUST reapply the latest service pack for NetWare after installing BorderManager 3.6 to
correct this issue. (This is regardless of whether you plan on using NIAS features or not).

On NetWare 6.0

Note If you are upgrading from NW 5.x, see the BM36SP1A.EXE readme.

1. Install NetWare 6.0. You can also install NW6SP4.EXE now,
but you must reinstall it after installing BorderManager 3.6 to be
sure you do not have back-revved files.

2. Install NW6SP4.EXE.

3. If you have not installed NWG6SP4, then install
ADMATTRS.EXE - This patch creates NDS attributes for
BorderManager relating to a Login Policy Object. NMAS may
be installed by default, and installing BorderManager after
NMAS can create problems! Before proceeding, see
http://support.novell.com/servlet/tidfinder/2959071

4. Install BorderManager 3.6 - When prompted to reboot do NOT
reboot. Go on to the next step. If you cannot install
BorderManager at all, see the other tips at
http://www.craigjconsulting.com.

5. Install BM36SP2A.EXE - Addresses install bug for NetWare 6
and BorderManager 3.6. Do NOT reboot.

6. Install BM36NSP1.EXE - Replaces outdated NIAS files in
BorderManager 3. This patch requires BM36SP1A to be
installed first, which is the only reason to install BM36SP1A at
this point. (You can reboot after this patch if you like).

7. PROXY.NLM - You can wuse the latest proxy for
BorderManager 3.7 on 3.5 and 3.6 servers. Get it from whatever
the latest BorderManager 3.7 patch is. (You cannot use the
BorderManager 3.8 version of proxy on earlier versions of
BorderManager). Starting with the BM37FP4B.EXE patch, you
may also have to copy in the AUTHCHK.NLM file to get proxy
to load.

8. Optional - Install the CSATPXY.NLM from the latest
BorderManager 3.7 patch to fix a logging bug in
BorderManager.
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9. Install / reinstall NW6SP4.EXE — (Or latest support pack for

NetWare).

10. If you only installed NW6SP3, install PURGE NW.EXE (fixes
NWS5SP6 bug)

11. If you only installed NW6SP3, install NW56UP3.EXE (post-
NWS5SP6 patch)

12. If you only installed NW6SP3, install NLS603FT.EXE (and run
SETUPNLS afterwards)

13. Install the latest TCPIP.NLM, if one has been released
separately from the NetWare service pack. As of this writing,
TCP60SVREV2K.EXE was the latest version. New TCP
patches are common, and you should keep looking for them.

14. Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell Support
Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch list.

15. Update SYS:\ETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site
(http://www.craigjconsulting.com). The file provided by default
has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.

On NetWare 5.1
1. Install NetWare 5.1

2. Install NWSINI1.EXE - Only needed if you installed NW51SP3
before installing BorderManager. See
http://support.novell.com/servlet/tidfinder/2960217.

3. Install ADMATTRS.EXE - Should only be needed if you have
NMAS installed in your NDS tree. This patch creates NDS
attributes for BorderManager relating to a Login Policy Object.
Before proceeding, see
http://support.novell.com/servlet/tidfinder/2959071

4. Install BorderManager 3.6. Don't install NW51SP3 first! If
you installed NWS51SP3 first, and have trouble here, see the
other tips at http://www.craigjconsulting.com.

5. Install NW51SP7.EXE (or later) - Reinstall this patch even if it
was previously installed due to the older NIAS files being
installed by BorderManager 3.6. See the note above about the
installation of older files problem
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If you only installed NW51SP6, install NLS603FT.EXE and run
SETUPNLS.NLM. This is a post NW51SP6 patch. Run
SETUPNLS afterwards.

If you only installed NW51SP6, install PURGE NW.EXE. This
is a post NW51SP6 patch to fix a problem in the NW51SP6
patch itself.

If you only installed NW51SP6, install NW56UP3.EXE. This is
a post NW51SP6 / NWS51SPS patch.

PROXY.NLM - You can use the latest proxy for
BorderManager 3.7 on 3.5 and 3.6 servers. Get it from whatever
the latest BorderManager 3.7 patch is. Starting with the
BM37FP4B.EXE patch, you may also have to copy in the
AUTHCHK.NLM file to get proxy to load.

Optional - Install the CSATPXY.NLM from the latest
BorderManager 3.7 patch to fix a logging issue.

TCP585VK.EXE, or later. This is a post-NW51SP7 patch.

CAUTION Do NOT try to run TCPIP.NLM 5.5x after installing NW51SP4. SP4 puts on TCPIP 5.90). If
you feel that you need 5.53 (any version) for some reason, you need to uninstall SP$ and stay at SP3.

12.

13.

14.

Remove the Minimum and Maximum Packet Receive buffer
limits that NWS5ISP3 (and later) patches put in
AUTOEXEC.NCF, and run the TUNEUP.NCF file from tip #23
at http://www.craigjconsulting.com, or use your own settings.
The limits from NW51SP3 are too low. Other support packs
may hard-code this or similar settings into AUTOEXEC.NCF,
so beware.

Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell Support
Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch list.

Update SYS:\ETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site
(http://www.craigjconsulting.com). The file provided by default
has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.
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On NetWare 5.0
1. Install NetWare 5.0

2. Install a previous support pack, then NWS50SP6A.EXE
(Installing NW50SP6A, with DS 8 running on NetWare,
can cause a serious problem IF a previous NetWare support
pack has not been installed).

3. Install BorderManager 3.6. If you cannot install
BorderManager at all, see the other tips at
http://www.craigjconsulting.com.

4. Reinstall NW50SP6A.EXE - Reinstall this patch due to the
older NIAS files being installed by BorderManager 3.6.
See the cautionary note above at the beginning of the
BorderManager 3.6 installation section about the
installation of older files problem.

5. Install BM36SP2A.EXE or BM36SP1A.EXE (if you have
it) - Addresses install bug for NetWare 6 and
BorderManager 3.6. Do NOT reboot.

6. Install BM36NSP1.EXE - Replaces outdated NIAS files in
BorderManager 3. This patch requires BM36SP1A to be
installed first, which is the only reason to install
BM36SP1A or BM36SP2A at this point. (You can reboot
after this patch if you like).

7. Install BM36SP2A.EXE. You will need a customized
install script from my web site in order to install this patch,
since the patch came out after Novell dropped support for
BorderManager on NetWare 5.0. See tip #l at
http://www.craigjconsulting.com for a link to the file.

8. PROXY.NLM - You can use the latest proxy for
BorderManager 3.7 on 3.5 and 3.6 servers. Get it from
whatever the latest BorderManager 3.7 patch is. Starting
with the BM37FP4B.EXE patch, you may also have to copy
in the AUTHCHK.NLM file to get proxy to load.

9. Optional - Install the CSATPXY.NLM from the latest
BorderManager 3.7 patch to fix a logging issue.

10. Install TCP553V.EXE. You will not be able to install a
later version of TCPIP on NetWare 5.0.

11. Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell
Support Connection public forums (news://support-
forums.novell.com) and http://www.craigjconsulting.com
for current information, as not all available patches will
show up on the minimum patch list.
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Update SYSAETC\PROXY\PROXY.CFG. You can use the
example file  maintained at my web @ site
(http://www.craigjconsulting.com). The file provided by
default has a bare minimum of entries, and many bug fixes
and enhancements have been added to the PROXY.CFG
file with each BorderManager patch. An example file is
shown later in this book.

Install NetWare 4.11/4.2
Install NW4SP9.EXE

Install BorderManager 3.6 - (Install it from the root of the
CD!!!)

Install BM36SP2A.EXE

PROXY.NLM - You can use the latest proxy for
BorderManager 3.7 on 3.5 and 3.6 servers. Get it from
whatever the latest BorderManager 3.7 patch is. Starting
with the BM37FP4B.EXE patch, you may also have to copy
in the AUTHCHK.NLM file to get proxy to load.

Optional - Install the CSATPXY.NLM from the latest
BorderManager 3.7 patch to fix a logging issue.

Reinstall NW4SP9.EXE - Reinstall this patch due to the
older NIAS files being installed by BorderManager 3.6.
See the note above about the installation of older files
problem.

Run the TUNEUP.NCF file from tip #23 at
http://www.craigjconsulting.com, or use your own settings.
(The limits from NW51SP3 (and later) are too low. Other
patches may insert these or similar limits in
AUTOEXE.NCF, so beware!

Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell
Support Connection public forums (news://support-
forums.novell.com) and http://www.craigjconsulting.com
for current information, as not all available patches will
show up on the minimum patch list.

Update SYS:\ETC\PROXY\PROXY.CFG. You can use the
example file  maintained at my web  site
(http://www.craigjconsulting.com). The file provided by
default has a bare minimum of entries, and many bug fixes
and enhancements have been added to the PROXY.CFG
file with each BorderManager patch. An example file is
shown later in this book.
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Installing BorderManager 3.5

On NetWare 5.1

If you had ever installed the old 3.5 Enhancement Pack, the
problems in updating it are over. The BorderManager 3.5 Service
Pack 2 and later is compatible with newer proxy/ACL patch code (as
in the BM35C09.EXE patch) and includes the Enhancement Pack
features. The BM35SP2 or BM35SP3 patches can be installed over
servers running either the BM35C0x or Enhancement Pack patches.

1. Install NetWare 5.1

2. Install BorderManager 3.5 (Install it from the root of the
CD!!!) If you cannot install BorderManager at all, see the other
tips at http://www.craigjconsulting.com.

3. Install RADCLNTI1.EXE - A RADIUS patch, if you are using
RADIUS.

4. Install NW51SP6.EXE.

Note Mar. 1, 2002: There is a bug in TCPCFG.NLM in NW51SP4.EXE.
The result is that NAT Implicit Filtering gets enabled every time you start
INETCFG. This will cause inbound traffic to reverse proxies, and (probably)
to static NAT to fail. There is also a bug in NW51SP5 that causes issues
with IPX over Site-Site VPN. The VPTFIX.EXE patch should take care of
both issues.

CAUTION Do NOT try to run TCPIP.NLM 5.5x after installing NW51SP4. SP4 puts on TCPIP 5.90). If
you feel that you need 5.53 (any version) for some reason, you need to uninstall SP4 and stay at SP3.

5. NOTE: Do NOT try to run TCPIP.NLM 5.5x after installing
NWS51SP4. SP4, and later, puts on TCPIP 5.90j. If you feel that
you need 5.53 (any version) for some reason, you need to
uninstall SP4 and stay at SP3. You can use TCP553V.EXE for
NW 5.1 SP3 servers.

6. Install PURGE NW.EXE. This is a post NW51SP6 patch to fix
a problem in the NW51SP6 patch itself.

7. Install NW56UP3.EXE. This is a post NW51SP6 / NW51SP5
patch.

8. PROXY.NLM - You can use the Ilatest proxy for
BorderManager 3.7 on 3.5 and 3.6 servers. Get it from whatever
the latest BorderManager 3.7 patch is. Starting with the
BM37FP4B.EXE patch, you may also have to copy in the
AUTHCHK.NLM file to get proxy to load.
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Optional - Install the CSATPXY.NLM from the latest
BorderManager 3.7 patch to fix a logging issue.

BM35SP3.EXE Requires at least NW51SP2. If you install
the NW51 service pack after this patch, reinstall this patch. See
also a discussion of BorderManager filtering modules!) Has
Code Red and RealAudio/RTSP fixes.

BM35ADM7.EXE Addresses interoperability issues between
the Login Policy Object created by NMAS / NetWare 6 install
when BorderManager or RADIUS already exists in the tree.

RADATR4.EXE If you are using RADIUS, install this
update.

VPTFIX.EXE Fixes problem with VPN losing IPX capability.
Applies to NW51SP4 and NWS51SP5 servers, but not NW51SP3
or NW51SP6. Has a later version of INETLIB.NLM than
included in NW51SP5.

IPFLT1.EXE IP filter module patch. (If still available for
download. The IPFLT.NLM and IPFLT31.NLM files were
updated in BM37SP1.EXE and BM36SP2A.EXE.)

TCPS583K.EXE Post-NWS51SP6 patch for TCPIP. Do NOT try
to run TCPIP.NLM 5.5x after installing NW51SP4 or later. If
you feel that you need 5.53 (any version) for some reason, you
need to uninstall SP4/SP5/SP6 and stay at SP3. See tip #6 at my
web site.

NAT600D.EXE (Only needed if running NWS51SP4.
NWS51SP5 and later has this, or newer, version.) Newer version
of NAT which (usually) fixes an issue with Client-Site VPN
pinging private IP address of the BorderManager Server.

FLSYSFT7.EXE (Only needed if running NWS51SP4.
NW51SP5and NWS51SP6 has a later version.) Check the
readme..

Remove the Minimum and Maximum Packet Receive buffer
limits if the support pack puts that in AUTOEXEC.NCF, and run
the TUNEUP.NCF file from tip #23 at
http://www.craigjconsulting.com, or use your own settings.
(The limits from NW51SP3 (and later) are too low. Other
patches may insert these or similar limits in AUTOEXE.NCF, so
beware!
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Note Running the SYS:PUBLIC\BRDRMGR\SNAPINS\SETUP.EXE
program to update the NWADMNS32 snapin files after installing the
BM35SP2 patch does NOT help to copy snapins to another server, because
the patch doesn't update that directory. (The BorderManager server itself is
correctly updated by installing the patch. Instead, manually copy the
updated snapins from the BM35SP2 \public\win32\snapins directory to the
BM server's \public\brdrmgr\snapins\data\border\win32\snapins directory.
Then rerun the snapin setup against the desired servers.

19. Run the CyberPatrol CP_SETUP.EXE program to extract the
new files and apply them.

20. Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell Support
Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch list.

21. Update SYSAETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site
(http://www.craigjconsulting.com). The file provided by default
has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.

1. Install NetWare 5.0

2. Install NWS5SP2A.EXE - This patch is present on the
BorderManager installation CD under the CSP directory.
Installing NW50SP6A.EXE, with DS 8 running on NetWare,
can cause a serious problem IF a previous NetWare support
pack has not been installed).

3. Install BorderManager 3.5 - Install it from the root of the CD!
If you cannot install BorderManager at all, see the other tips at
http://www.craigjconsulting.com.

4. Install NW50SP6A.EXE - Includes newer BorderManager
filtering modules - Do NOT reboot yet!)

5. Install NICID157.EXE - Install the NICI 1.5.7 update, and
reboot. See service pack issues mentioned at
http://www.craigjconsulting.com in tip #1.

6. Install BM35SP3.EXE - Requires NW50SP6 or later. If you
install the NW5 service pack after this patch, reinstall this
patch. You REALLY NEED TO read the discussion of
BorderManager filtering modules at
http://www.craigjconsulting.com if you choose to apply
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NWS5SP5 and have not applied BM35SP1 before!) Has Code
Red and RealAudio/RTSP fixes.

7. PROXY.NLM - You can use the Ilatest proxy for
BorderManager 3.7 on 3.5 and 3.6 servers. Get it from
whatever the latest BorderManager 3.7 patch is. Starting with
the BM37FP4B.EXE patch, you may also have to copy in the
AUTHCHK.NLM file to get proxy to load.

8. Optional - Install the CSATPXY.NLM from the latest
BorderManager 3.7 patch to fix a logging issue.

9. Install BM35ADM6.EXE - Addresses interoperability issues
between the Login Policy Object created by NMAS / NetWare
6 install when BorderManager or RADIUS already exists in the
tree. If you installed BM36C0O1A.EXE, you don’t need this
patch.

10. RADAT4.EXE - If you are using RADIUS, install this update.

11. NAT600D.EXE (or later) - If using Client-Site VPN, check that
you can ping the BorderManager internal IP address with this
version of NAT. If there is a problem, try back-revving
NAT.NLM.

12. Install ADMNS519F.EXE — A NWADMN32 update that helps
with snapin issues somewhat.

Note Running the SYS:PUBLIC\BRDRMGR\SNAPINS\SETUP.EXE
program to update the NWADMN32 snapin files after installing the
BM35SP2 patch does NOT help to copy snapins to another server, because
the patch doesn't update that directory. (The BorderManager server itself is
correctly updated by installing the patch. Instead, manually copy the
updated snapins from the BM35SP2 \public\win32\snapins directory to the
BorderManager server's
sys:\public\brdrmgr\snapins\data\border\win32\snapins directory. Then rerun
the snapin setup against the desired servers.

13. Run the CyberPatrol CP_SETUP.EXE program to extract the
new files and apply them. (Note: As of 2004, SurfControl has
quit supporting or updating CyberPatrol. In order to run a
content filtering program, your only choice now is LinkWall).

14. Install the latest TCPIP.NLM, if one has been released separate
from the NetWare service pack.

15. Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell Support
Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch
list.
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Update SYSAETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site
(http://www.craigjconsulting.com). = The file provided by
default has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.

Install NetWare 4.11

Install IWSP6A.EXE — As a minimum. You can also install
NW4SP9. This patch is provided on the BorderManager 3.5
CD under the CSP directory. If you start with NW4SP9, you
should re-install it after BorderManager 3.5 is installed.)

Install BorderManager 3.5 - Install it from the root of the CD!

Install NW4SP9.EXE - Includes newer BorderManager filtering
modules.)

Install BM35SP3.EXE - Requires NW4SP9.EXe. If you install
the NW4 service pack after this patch, reinstall this patch. You
REALLY NEED TO read the discussion of BorderManager
filtering modules at http://www.craigjconsulting.com if you
choose to apply NW4SPS8A and have not applied BM35SP1
before!). Has Code Red and RealAudio/RTSP fixes.

PROXY.NLM - You can use the latest proxy for
BorderManager 3.7 on 3.5 and 3.6 servers. Get it from
whatever the latest BorderManager 3.7 patch is. Starting with
the BM37FP4B.EXE patch, you may also have to copy in the
AUTHCHK.NLM file to get proxy to load.

Optional - Install the CSATPXY.NLM from the latest
BorderManager 3.7 patch to fix a logging issue.

BM35ADMG6.EXE - Addresses interoperability issues between
the Login Policy Object created by NMAS / NetWare 6 install
when BorderManager or RADIUS already exists in the tree. If
you installed BM36C01A.EXE, you don’t need this patch.

RADAT4.EXE - If you are using RADIUS, install this update.

NAT600D.EXE (or later) - If using Client-Site VPN, check that
you can ping the BorderManager internal IP address with this
version of NAT. If there is a problem, try back-revving
NAT.NLM.
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Note Running the SYS:PUBLIC\BRDRMGR\SNAPINS\SETUP.EXE
program to update the NWADMN32 snapin files after installing the
BM35SP2 patch does NOT help to copy snapins to another server, because
the patch doesn't update that directory. (The BorderManager server itself is
correctly updated by installing the patch. Instead, manually copy the
updated snapins from the BM35SP2 \public\win32\snapins directory to the
BorderManager server's
sys:\public\brdrmgr\snapins\data\border\win32\snapins directory. Then rerun
the snapin setup against the desired servers.

11. Run the CyberPatrol CP_SETUP.EXE program to extract the
new files and apply them. (Note: As of 2004, SurfControl has
quit supporting or updating CyberPatrol. In order to run a
content filtering program, your only choice now is LinkWall).

12. Install the latest TCPIP.NLM, if one has been released separate
from the NetWare service pack.

13. Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell Support
Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch

list.
14. Update SYS:\ETC\PROXY\PROXY.CFG. You can use the
example file maintained at my web site

(http://www.craigjconsulting.com). The file provided by
default has a bare minimum of entries, and many bug fixes and
enhancements have been added to the PROXY.CFG file with
each BorderManager patch. An example file is shown later in
this book.
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Installing BorderManager 3.0

BorderManager 3.0 is not supported on NetWare 5.1
BorderManager 3.0 is also EOL (End Of Life), and no new patches
are being created for it. If you have abends with BorderManager 3.0
and you have the patches listed below, upgrade to the latest released
version of BorderManager.

On NetWare 5.0
1. Install NetWare 5.0

2. Install BorderManager 3.0 - If you cannot install BorderManager
at all, see the other tips at http://www.craigjconsulting.com.

3. Install NW50SP6A.EXE - Do NOT reboot yet!) - OR, install an
earlier NetWare support pack BEFORE trying to install
NWS50SP6A.

4. Install NICID157.EXE - Install the NICI 1.5.7 update, and
reboot. See service pack issues discussed in tip #1 at
http://www.craigjconsulting.com.

5. Install BM30SP3.EXE - Requires at least NW 5.0 Support Pack
4 to be installed. It also includes a new VPN client.)

6. Install BM3LICFX.EXE — Fixes some licensing issues.
7. Install BM3CP3.EXE - This is a CyberPatrol 6/16/2000 update.

8. Install ADMNS19F.EXE — This is a NWADMN32 update that
helps with snapin issues somewhat.

9. Install BM3SS02.EXE — Contains newer CLNTRUST.EXE.
10. RADAT4.EXE - If you are using RADIUS, install this update.

11. Install NAT600D.EXE - If using Client-Site VPN, check that
you can ping the BorderManager internal IP address with this
version of NAT. If there is a problem, try back-revving
NAT.NLM.

12. Install the latest TCPIP.NLM, if one has been released separate
from the NetWare service pack.

13. Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell Support
Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch list.

On NetWare 4.11/4.20
1. NetWare 4.11
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Install BorderManager 3.0
Install NW4SP9.EXE

Install BM30SP3.EXE - Requires NW 4.11/4.2 Support Pack 8A
to be installed. This is a 56-bit version patch. It also includes a
new VPN client.

Install BM3CP3.EXE - This is a CyberPatrol 6/16/2000 update)
Install BM3SS02.EXE — Contains a newer CLNTRUST.EXE.

Install RADAT4.EXE - If you are using RADIUS, install this
update.

Install NAT600D.EXE - If using Client-Site VPN, check that
you can ping the BorderManager internal IP address with this
version of NAT. If there is a problem, try back-revving
NAT.NLM.

Install the latest TCPIP.NLM, if one has been released separate
from the NetWare service pack.

Install various other interim patches such as new versions of
NAT or packet filtering modules. Check the Novell Support
Connection public forums (news://support-forums.novell.com)
and http://www.craigjconsulting.com for current information, as
not all available patches will show up on the minimum patch list.
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Upgrade Considerations

If you are upgrading an older version of BorderManager, there are a
few precautions you should take:

1.

Back up all the files in the SYS:\ETC directory! This will
give you a backup of your filters, static routes, static NAT
assignments, and several other useful files. If you are already at
BorderManager 3.7, the file holding filters may not be current, if
you did used iManager instead of FILTCFG to configure
filtering.

LOAD CONFIG /S at the server console. This will generate a
file called CONFIG.TXT in SYS:SYSTEM. This file is VERY
useful for documenting many critical server settings. If you do
not have CONFIG.NLM, you can get it from the Minimum
Patch List at http://support.novell.com.

Be sure you have installed the Microsoft Clipboard Viewer on
your PC. (It should be in the Accessories folder, on Win9x. In
Windows XP, you can use the CLIPBRD.EXE file in
SYSTEM32.) In NWADMN32, BorderManager Access Rules,
highlight all the access rules and copy them to the clipboard.
Use Clipboard Viewer to save the contents of the clipboard to a
.CLP file. You will not be able to view the contents, just
save/retrieve them. This backs up all your access rules to a file.

Install BorderManager 3.x over the top of your existing
BorderManager configuration. In general, old settings should be
retained.

For BorderManager 3.7 or 3.8 upgrades from 3.6 or earlier
versions, you will need to migrate any existing IP filter
exceptions into NDS. UNLOAD IPFLT, then UNLOAD
FILTSRV. Now LOAD FILTSRV MIGRATE, and afterwards
LOAD IPFLT again. Unless you know thoroughly what you are
doing with BorderManager 3.7 or 3.8 and how it handles
filtering changes, use only iManager to administer filters and
exceptions. (I cover filtering administration in much depth in
my book “Novell BorderManager: A Beginner’s Guide to
Configuring Filter Exceptions”. The Third Edition or later of
that book covers the BorderManager 3.7 and 3.8 filtering
system.

If you are going to use the new SurfControl content management
system, your old CyberPatrol Access Rule will need to be
deleted and replaced with a new one for SurfControl, after you
have installed SurfControl. There is no way to automatically
‘map’ the old CyberPatrol Categories to the new SurfControl
categories.
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If you are upgrading from BorderManager 2.1, you would be
well advised to install from fresh. In-place upgrades sometimes
work, and sometimes fail.

The packet filtering capabilities of BorderManager 3.x are far
more sophisticated than BorderManager 2.1. You would be well
advised to review every custom packet filter exception with an
eye to redoing any outbound exception to take advantage of
stateful packet filtering.

If you are planning on migrating to NetWare 5.1 or 6.0
concurrently with your BorderManager 3.5, 3.6, 3.7 or 3.8
upgrade, perform the BorderManager upgrade first.
BorderManager 3.0 is not supported on NetWare 5.1 or later.

BorderManager 3.8 is the only version of BorderManager that
will run on NetWare 6.5. If you are planning on upgrading to
NetWare 6.5, be sure that you are also planning on using
BorderManager 3.8.

Be careful that you do not accidentally try to assign the old
BorderManager licenses to BorderManager as the old licenses
will not work. An exception is that BorderManager 3.6 will use
BorderManager 3.5 licenses.
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Example Installation of BorderManager 3.8 on NetWare 6.0

The following section shows how I installed BorderManager 3.8 on
a NetWare 6.0, server, after first patching it with NW6SP3.EXE,
installing eDirectory 8.71, NICI 2.6.0 and the BorderManager 3.8
version of TCP/IP (domestic).

I also ran INETCFG at least once before installing BorderManager
as the installation will prompt you to do that otherwise.

b1 % Session

__N

@ Installed Products

- |

Products currertly installed

Product Mame

Wersion

@ Fieporting Snapin
@ Conzolelne 1.3.6
() eDirectary {tm) 8.7.1
@ LDAF Services

(53 eDirectary ftm) £.7.1

G:? MICI UL S Mtarlduide (125bit) Crepto XENG
@ Mowell Licensing Services

@ hlovell Modular Authentication Service
) Movell TLS Library

@ hetWare YWeb Manager

@ Rowell Imternational Cryptographic Infrastructure (MICH Y ersion 2.6.0

Yersion 1.3.6
Yerzion 1.3.6
Yersion 87.1.0
Yersion 87.1.0
Yersion &7.1.0

Yerzion 2.6.0
Yersion 5.0.2
Yerzion £.1.0
Yersion 1.1.0
Yersion E.1

| | Cloze

This installation was done by copying files to the local server, and
upgrading over an existing BorderManager 3.6 server.

Start the graphical user interface on NetWare (run STARTX).
Launch the Install dialog from the pop up menu in the lower left.
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1 % Session |Z“EI[ZI

Source Path

Fath |fi|e:.l'5’\"5:1nbm38‘l.PHODUCT. Ml

oo B rrocucTh
&= ] CaCHET: i
e ] oG
®= [ malL:
¢ &
@[] .conselecns
Lo D Apache
®= (] DELETED.SAY
@ (] edirar
@ [JETC
B (] Jawa
Lo D javazave
@ (] LoGIN
& [ mal
¢ B
© ] BMSHARED
© (] BORDER
® [ cLnsT

| Cancel

558 P

Browse to the location of the PRODUCT.NI file on the
BorderManager CD, and click on OK

File copying should start.
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b1 % Session

M MHowvell BorderManager Services Installation

Novell. BorderManager*
Setinie e s

welcome to Movell Borderfanager 3.8 Install. This installs Mowvel Borderidanager 2.8 (MBR 28],
an integrated family of directory-enabled network services. B 3.8 manages, secures and
accelerstes user access to information at every network border.

Copyright of Mowell, 1997-2003. R edistribution of this product withowt permission or without &
walid license is strictly prohibited,

Click Mext to begin Installation.

557 P

You should get to a screen that tells you that BorderManager 3.8 is
about to be installed. Click Next to continue.
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b1 % Session

M MHowvell BorderManager Services Installation T [
Novell. BorderManager*
— _ Novell.

Wiew license agreement in: English -

Fowellr] Borderhdanager(r] 3.8 PreReleaze

Companion CC
E
Mowell Software License Agreement (Beta Softuware] -

FPLEASE READ THIS BETA AGREEMENT CAREFULLY. BY INSTALLIMG OR
OTHERWISE USING THE SOFTWARE, vOU AGREE TO THE TERMS OF THIS
EETA AGREEMENT AMD &MY SUIPPLEMEMTAL MOWELL LICEMSE AGREEMENT
IMCLUDED "WITH THE SOFTWARE. IF vOU DO MNOT AGREE WITH THESE
TERMS, Do MOT DOWHLOAD, INSTALL OR WSE THE SOFTWARE. THE
SOFTWARE M&Y MOT BE SOLD, TRAMSFERRED, ©R FURTHER DISTRIBUTED
ECEPT AS AUTHORIZED BY MOWELL.

This Mowell Software Licenze Agreement ('Beta Agreemert”] together with any
Supplemertal Movell Licenze Agreement included with the Software
constitutes a legal agreement betwean You (an entity or 3 parzon] and Mowsll,
Inc. "Mowell']. Howewver, if vou obtained the Software in Europe, the
hiddle-East or Africa, any license under this Beta Agreement is granted to %ou
by, or on behalf of, Mowell Ireland Software Limited. The software product
identified in the title of this Beta Agreement, media (if any) and accompanying

documentation [collectively the "Software"] iz protected by the copyright laws
.t st of the | Imitad St ot M1SM amd sthar it i i izt t B

Cancel || Help | | = Back || | Acocept= |

557 P

If the proper patches have been installed on NetWare before you
begin installing BorderManager, you should reach the License
Agreement screen. Click on ‘I Accept’ to continue.
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b1 % Session

M MHowvell BorderManager Services Installation

Novell. BorderM er:

The following Mowell Bordertdanager Services will be installed.

[¥] Hovell Bardertanager FireWallCaching Services
,E Mowell Borderbanager YPM Services

|E’_i Meovell Modular Authertication Services

] Skip License Ingtal

Erter a licenze location path:

|Tlia| Licenze

Cancel || Help || = Back || et

557 P

Depending on your needs, you can install some or all of the
BorderManager 3.8 components. Essentially, all component files
will be installed, and the check boxes simply indicate which
LICENSES will be installed for you. I recommend installing all
features, even if you do not use them at first.

You can point to a file location holding the licenses now, or add the
licenses later. In the example above, I skipped the license install at
this point, and added them later using iManager.

Click Next to continue.
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b1 % Session

M MHowvell BorderManager Services Installation

Novell. BorderManager*
S o :

Minimum Requiremerts Check

Froduct Installed Wersion | hlinimunm Reguire. ..
et are 6.0.3 |6.0.3
HICT 260 |2.6.0
eliractary 2710 |z6.0.2
LDAP 27.1.0 |86.0.1
Flowell Bordertdanager | - | -
PKI T |ese |z20
SAS 161 11.6.0
METMLM32. MLR 5.5.8 EER:
TCFAIP Modules (clptL Domestic Encryption iDomestic Encryption

REEEEEE R E

Cancel || Help || = Back || et

You should now see the BorderManager 3.8 requirements check
screen.

If you have not met the basic requirements, you will have to cancel
the installation, install the required products or patches, and begin
the installation again.

Click Next to continue only if all requirements have been met.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 117



Chapter 3 - Installation June 8, 2004

b1 % Session

M MHowell BorderManager Services Installation

Novell. BorderManager*
Setinie e s

Minimum Requiremerts Check

Froduct Installed Wersion | hlinimunm Reguire. ..
et are 6.0.3 |6.0.3
nICI 260 |2.6.0

E——
Pleaze Hait z‘ E

In zaze you did not log in as a user with required
rights to elirectory, you will now be asked to login as
2 uzer with AdmirfAdmin equivalert/ Trustes rights to
the server cortexdt to readiwrite ebirectory schema
and to install licenses...

REEEEEE R E

557 P

You will be required to log in as an admin-equivalent user next.
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b1 % Session

M MHowell BorderManager Services Installation

Novell. BorderManager*

HDS Authentication @

? The uzer must be an Admin or Admin equivalent or 3 Trustes to
the zerver contexd. With these rights you can extend the
elirectory schema.

Uszer Name

User Fassword

Tree

REEEEEE R E

User Contesdt

ok | [ caneal | [ Detais

Cancel || Help || = Back || et

Log in as Admin, or an admin-equivalent user with the necessary
NDS rights to extend the schema for the NDS tree.

Click OK to continue.
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b1 % Session

M MHowell BorderManager Services Installation

Novell. BorderManager*

Minimum Requiremerts Check

Froduct Installed Wersion |Minimum Reguire. ..
letiidare E.0.3 |6.0.3

MICI 2.6.0 |2.6.0
aDirectory 27.1.0 |g6.0.2

IPlease Hait E‘ E

Install is walidating the service(s) you selected...

REEEEEE R E

Cancel || Help || = Back || et

558 P

The services you selected will be validated, and you will experience
a short delay.
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1 % Session IZJIEIEI

M Mowvell Hodular Authentication Service

Novell. BorderManager*

Fleaze select the MAS Login Method to install

[¥] Cedrditual

[#] CIGEST-MCS

wln

|E Simple Paszword

[¥] 509 Centificate

[¥] 509 pdvanced Certificate
@ Enhanced Password

v| Entrust

Drescription

[5elect All

Clear All

Cancel || Help || = Back || et

558 P

Next, you will be given the option to install NMAS methods. I
recommend installing them all.

Click Select All, then click Next to continue.
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b1 % Session |Z“E]@

M BorderHanager,.title °
Novell. BorderManager

2ptions for R adius Install and Migration,

[[] Load RADIUS on Reboct

Dezcription

Cancel || Help || = Back || Next>

558 P

You should get an option to load or not load RADIUS on reboot at
this point. The effect of this option is to put a LOAD RADIUS
statement in the STARTBRD.NCEF file.

I rarely use RADIUS on a BorderManager server, but if you want it
loaded automatically when the server reboots, select it here.
However, you will still need to go in to the STARTBRD.NCF file
and add command line options for the Dial Access System to be
used if you want RADIUS to actually load and work with no further
intervention.

Click Next to continue.
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1 % Session IZJIEIEI

M BorderHanager,title

Novell. BorderM
e

2ptions for R adius Install and Migration,

[[] Load RADIUS on Reboct

I Please Hait

" Building the configured Irtefaces List...

Dezcription

N

Cancel || Help || = Back || et

BorderManager will now build a list of interfaces that are already
configured.

You may be prompted to run INETCFG.NLM on the server at least
once before this step can succeed.
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b1 % Session |Z“E]@

M MHowvell BorderManager Services Installation

Specify the usage for each irteface

Inteface Narne IP Address [
FPRIVATE 132.168.9.1
FLELIC 192.168.1.222 i

The default gateway:
mez].fea].i 1.7 ]

IE In=tall ihdanager Snapinz for Firewall

Cancel || Help || = Back || et

12:22 PM

The interfaces configured in INETCFG will be shown next, and you
can choose which interfaces are to be PUBLIC and PRIVATE, for
filtering and proxies.

The Default Gateway is read from the SYS:ETC\GATEWAYS file
(and is configured in INETCFG, Protocols, LAN Static Routing).

Install iManager Snapins for Firewall should copy the filtering
snapins, but only for iManager 2.0 on NetWare 6.5 servers. See the
chapter on iManager later in this book for information on
configuring iManager with filtering and VPN snapins.

Note BorderManager 3.8 does not ship with snapins that work with
versions of iManager before version 2.0, meaning that managing
BorderManager 3.8 VPN on NetWare 6.0 or 5.1 requires either a NetWare
6.5 server to be present, or iManager 2.0 installed on a Windows PC.

Click Next to continue.
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b1 % Session |Z“E]@

M MHowvell BorderManager Services Installation

Novell. BorderManager*

Select Services And Set Fiter Exceptions

HTTF

=
&

=]
=l

Pail

DS

=]

Feal Audio and RTSP

=]
=]

TELMET Tranzsparent

=]

HTTF Transpanzrt

=]

WFM IF Facket Filtering

=]

Description

Cancel || Help || = Back || et

558 P

You will next be asked to select proxies to be used later. Choosing
proxies at this point results in filter exceptions being added to allow
the proxies to function, and also will result in some of the proxies
being enabled in NWADMN?32.

Click on Select All (you can always turn off the selections you do
not want later), and then click Next to continue.

Note The filter exceptions configured by any of these selections do not
allow internal hosts to make connections to the Internet. The filter
exceptions are configured only for use by the proxies.
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b1 % Session |Z“E]@

M MHowell BorderManager Services Installation

Novell Bnrden:i@ B

Select Services And Set Fiter Exceptions

Erable

¥l HTTP ¥l FTP

Suggestion for Separate Cache Yolune @ [E

Since you have enabled HTTRIFTRHTTP Tranzparert prosxoy

zervices, creste a separate tradtional (MWFS) wolume for staring
cached objectz. Thiz will 2ave the system from accidental disk
crashes which may result due to high disk activity inthe cache
wolume.

o
| select al Clear Al

Description

Cancel || Help || = Back || et

558 P

If you enabled HTTP, FTP or Transparent HTTP Proxy, you will get
a warning message that you should have a dedicated traditional
CACHE volume.

USING DEDICATED LEGACY (TRADITIONAL) CACHE
VOLUMES IS ESSENTIAL! It is also very important that the
HTTP Proxy not use SYS as a cache volume whether or not the
cache volume is NSS or legacy. The HTTP Proxy will not delete old
files in cache until its cache volume gets full, at which point you
would be having major NDS and suballocation issues on a SYS
volume.

If you do not have the space to create a legacy cache volume
because you have only one large NSS partition, I recommend
starting over and reinstalling NetWare, or adding another drive.

Note If you are installing on NetWare 6.5, see the following section titled
“NetWare 6.5 — Automatic Cache Volume Selection / Creation” at this
point.

Click OK.
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b1 % Session

M MHowell BorderManager Services Installation

Novell. BnrderManagerf

Select Services And Set Fiter Exceptions

Erable

¥l HTTP

Harning

o have enabled IP Packet Fitering. Except for the services

zelected, all P communication will be blocked on the public
intefaces.

oK

| select al

Clear All

Description

Cancel || Help || = Back || et

June 8, 2004

You may now see a reminder that IP filtering was selected. Click

OK.
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b1 % Session |Z“E]@

M MHowvell BorderManager Services Installation

Erter the minimum information to enable bail Proxoy.

Specifty whether you wart to procey the internal mail sereer, the exdernal mail server, or both.

IE Imtermal

E Exdernal

Erter Domain Mame for bail Prosxy

bormanjohnsonbomes, con'l

Cancel || Help || = Back || et

5:53 P

If you selected Mail Proxy, you will be asked to enter a domain
name and specify whether you want to proxy mail in the internal or
external direction.

Mail Proxy will still require you to make further configuration
settings both NWADMN32 and the PROXY.CFG file later in order
to function. The main point of this menu entry is to have the
BorderManager installation create POP3 and SMTP filter exceptions
for inbound or outbound directions.

I recommend selecting both options and entering at least a dummy
domain name. You can always change the Mail Proxy configuration
later.

Note You also will have to manually configure settings in the
SYS:ETC\PROXY\PROXY.CFG file as well.

Click Next to continue.
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b1 % Session

M MHowvell BorderManager Services Installation

Novell. BorderManager*
S o :

“ou hawve chozen to enable one or more Forward Prowxies, Yoo can enforce additional security
by implementing Acocess Control,

By default, sAccess Control will be enabled and all Prozy traffic will be denied. Use Rywbidmn to
configure Access Rules to explicithy alow specific traffic.

Uncheck "Access Control' if you do not want to implemert Access Cordrol.

@ Access Control

Cancel || Help || = Back || Next>

5:53 P

You will now be given the option of enabling or not enabling Access
Control. This choice has the effect of enabling or not enabling
Access Rule Enforcement in NWADMN32.

I recommend enabling access control.

You will have to add access rules in NWADMN32 later to allow use
of the proxies, but you will, of course, be doing that anyway!

Click Next to continue.
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b1 % Session

M MHowell BorderManager Services Installation

Tmo e

Novell. BorderManager*

“ou hawve chozen to enable one or more Forward Prowxies, Yoo can enforce additional security
by implementing Acocess Control,

By default, Access Control will be enabled and all Prozy traffic will be denied. Use Rywbidmn to
configure Access Rules to explicithy alow specific traffic.

IPlease Hait : E‘ EI

ﬁ Checking for configured Domain Mame System (DNS) ritrol.

domain name and Server IP Addresses...

ra-
—————

The BorderManager server will now check DNS settings already
configured in INETCFG.
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b1 % Session

M MHowvell BorderManager Services Installation

Novell. BorderManager*
Setinie e s

“ou can change the existing Domain Mame System (DRS) name for the computers on wour
retwork, Domain Mame System (OS] is a hierarchical naming system that uses a combination of

text names separated by periods to create 3 unique name. For example, Movell = domain name
on the Internat is "novell. com.”

DME Cromain Mame:

|b0rmanjohnsonhome. com

5:53 P

Enter your registered domain name when prompted. The installation
will pick up a domain name previously configured in INETCFG.

If you have no registered domain name, you can actually enter
whatever you like, but it would be a good idea not to choose a name
in use by someone on the Internet.

Click Next to continue.
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b1 % Session

M MHowvell BorderManager Services Installation

Novell. BorderManager*
S o :

Erter up to three IP addresses of the DS servers on your netwark, You can move a
highlightad ertry up or down to change the search order of wour DRNS servers.

Erter the IP Address of at least one DS server on your netuwork:

132.168.10.252
132.168.10.250
241,240,323

Cancel || Help || = Back || Next>

5:53 P

The installation will show any configured DNS server IP addresses
already entered previously, or allow you to enter new ones.

In the example show, two internal DNS servers were entered for the
first two choices, and a DNS server at the ISP was entered as the
‘last chance’ 3™ choice.

Click Next to continue.
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b1 % Session
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(=13

N HNovell BorderHanager Services Installation

Novell. BorderManager*

Choices for YFM Schema Extenzion

@ Use Clear Text Fassword

C} U=ze S5L for Schema Extenszion

Erter filename of Server Truzted Certific ste for SEL

Erter port on which LDAF is listening (if non-standard)

E Install iranager Snapins for WRM

Dezcription

The install rowtine will install the iManager snapins locally by default. Desalect this option
if you do not wart to install the YPH irManager snapins.

Cancel || Help || = Back || Ne><t>

Next, you should have an option for extending the schema for the
new BorderManager 3.8 VPN capability, and to add VPN snapins
for iManager.

The schema extension installation routine uses LDAP to log in to the
NDS tree and apply the changes. If you want to use Clear Text
Password, the LDAP Group object for the server must already be set
to allow clear text passwords. Otherwise you will have to use SSL,
and point to the location of the ROOTCERT.DER file for the
NetWare server.

Note The iManager snapin installation primarily applies to NetWare 6.5 with
iManager 2.0 installed.
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1 % Session |Z“EI[ZI

M Sunnary F ¢ EH
Novell. BorderM Novell.

Products to be installed

@ Mowell Borderbdanager 3.5.0 139.57 MEB
@ Mol Madular Authentication Service 4036 MEB

[Cancel || Help | | = Back || Finizh

5:53 P

After a short delay while BorderManager gathers configuration data,
you should see a summary screen.
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b1 % Session

Novell. BorderManager.

Novell BorderManager is one of the premier firewall & VPN technologies that
enable secure identity management solutions. With its powerful directory-
integrated features, you can control, accelerate and monitor your users
Internet activities. Because Novell BorderManager leverages identity-based
access control and forward proxies, you can safeguard your netwark against
undesirable Internet content while maintaining exceptional performance
levels.

Novell BorderManager also integrates IPSec-based VPN services and an ICSA
Labs-certified firewall to ensure that your network is protected and your users
are productive.

N Progress ° ¢ H

Copying SvSisystemizchemalnspm.sch

I 1%

Finally, the file copy process should begin, and copy all necessary
files to the server.

Following the file copy process, various settings will be configured,
and eventually you will be asked to remove any installation CD’s
and reboot the server.
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If You Are Upgrading BorderManager

E3 x-Session ]

IN BorderHanager Services Installation .0

NetWare- 6 ' Novell.

The follawing Borderdanager Services are going to be installed.
[¥] Borderanager FireWalfCaching Services
[¥] Bordersnager ¥PM Services

N Infornation & s

4 version of BorderManager 3 or higher aiready exists on this server.
Al of the existing configurstion will be praservad. Any future
changes ta the configuration oan be made using MtAdmin andjor
BRDCFG.NLM after completing this install

oK

Activation Key: |

[[cancel |[ Hep | [ =Back |[ nmext=

_

Novell | [~ [Borderban | 9:43 PM

If you had a previous version of BorderManager 3.x installed on the
server, most of the configuration information should be
automatically preserved and used with BorderManager 3.8.

Note Existing CyberPatrol rules are not upgraded automatically by a
SurfControl installation.

The installation routine skips many of the steps shown previously if
an existing BorderManager server installation was found in the
Configured Products list in NWCONFIG.NLM.

Click OK to continue, if you see this screen.
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NetWare 6.5 — Automatic Cache Volume Selection / Creation

Note This section does not apply to NetWare 5.1 or 6.0 servers.

If you are installing BorderManager 3.8 on a NetWare 6.5 server, at
the point you select to use the HTTP proxy you may see a dialog
directing you to create or designate traditional (non-NSS) cache
volumes for use by the HTTP Proxy. Whether or not you see the
dialog depends on whether or not you have traditional volumes or
unpartitioned free space on the server.

b1 % Session

g

8 N Hovell BorderHanager Services Installation

% Novell. BorderManager*

Novell.

Information for creating Cache Yolumes

Yolume MNarme Volume Type Use for Caching
LG Traditional

MAIL Traditional
=L hES
DATA MES

Free Disk Space Available : 2540 ME [

Create Yolume Delete Yolume i

- Description |-
The table lists the existing Yolumes. K you have selected HTTRIFTR/HT TP Transparert
promy services, creaste separate tradtional (MWFS) wolume(s) for storing cached
objects. Click Creste Wolume and enter required details inthe pop-up screen. You may
Alsc use amy existing traditional wolume(s] for caching. Mote that if you do not create -

| \Cancel || Help || = Back || Mled=

& )

E”WIEI | N Howell BorderHana...

1. If you have any existing traditional volumes on the server, they
will automatically be selected for use as caching volumes. In the
example shown, I had created traditional volumes for LOG and
MAIL before installing BorderManager 3.8. Notice that the
installation routine automatically flagged them for caching,
simply because they were traditional volumes and not NSS
volumes.
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2. If you have any free, unpartitioned space, you will be given the
option to create one or more traditional volumes to be used as
cache volumes. (Notice the Create Volume button). The
installation routine will automatically create traditional volumes
with no suballocation, no compression and 8K block size. (Long
name space will be added, but you can remove long name space
later with VREPAIR). If you allow the installation routine to
create volumes for you, you must designate the size, and provide
a ‘seed name’ for the volumes. Numbers will automatically be
added to the volume name, for the possibility that you may want
to create more than one cache volume. If you enter a volume
name of CACHE, you will end up with a volume -called
CACHEI1. (If you enter a name of CACHEI, you will end up
with a volume called CACHEI11). If you create two volumes

b4 ¥ Session

g

8 M HNovell BorderHanager Services Installation

Novell. BorderManager- Novell.

Irformation for creating Cache Yolumes

Yolurme MNarme Volurne Type Use for Caching
LOG Traditional
kAAIL Traditional
W5 [ }=3=
DATA MSS
CACHET Traditional

Free Disk Space Available :

Create Yoluma Dalete Yolume | IR

 Description
Thetable lists the existing Yolumes. K you have selected HTTRIFTR/HT TP Transparent
prozy services, creste separste tradtional (NWES) walume(s] for storing cached
objects. Click Create Wolume and enter requined details inthe pop-up screen. Wou may
also use any existing traditional wolume(s] for caching. Note that if you do not create -

| Cancel || Help || = Back || et

'

@H | N Nouel Border‘ana... - l I . l l . 8:28:15
with a name of CACHE, you will end up with volumes
CACHE]1 and CACHE2.

If you created traditional volumes for CACHE before the
installation, they will automatically be selected here. However, if
you also have other traditional volumes created that are not supposed
to be used for caching, you should uncheck those selections before
continuing.
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The volume selections made here can be modified after the
installation using NWADMN32, BorderManager Setup, HTTP
Proxy Caching, Cache Location.

Create, select and/or deselect cache volumes as needed, and click
Next to continue.
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Example Installation of BorderManager 3.7 on NetWare 6.0

The following section shows how I installed BorderManager 3.7 on
a NetWare 6.0, server, after first patching it with NW6SP1.EXE.

[&i x-Deep/32 Root Window (:0 SW Mode)

3 Installed Products

Froducts currently installed

Fraduct Name
BorderManager 2.8 Support Pack 14
NILS patch for Borderianager 3.6

Howell BRSDHCR &
eDirectory 8.6 {fm)

TEEECTECTETCET

Remove || _add | [ close

12:32 FM

Run STARTX, and launch the Install dialog from the pop up menu
in the lower left.
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[&i x-Deep/32 Root Window (:0 SW Mode)

5} Source Path #0300 0w g g E

Flease specify the path to the source files. This is the root of the
CD or the folder that contains the file ‘product nit

12:32 FM

Browse to the location of the PRODUCT.NI file on the
BorderManager CD, and click on OK

File copying should start.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 141



Chapter 3 - Installation June 8, 2004

il X-Deep/32 Root Window (:0 SW Mode)

IN BorderManager Services i T |
NetWarea 6 Novell

Welcome to Borderanager 2.7 Install. This installs BorderManager 3.7, an integrated family of
directory- enabled network services, that manages, secures snd accelerstes user accessio
information at every netwaork border.

Copyright of Novell, 19982002, Redistibition of this product withaut permission or without
walid license is strictly prohibited

To begin Installation press the Mesd button,

il N

12:34 FM

You should get to a screen that tells you that BorderManager 3.7 is
about to be installed.
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[&i x-Deep/32 Root Window (:0 SW Mode)

IN Bun:lerManager Services - e n‘ E
NetWare- 6

Novell

Welcome to Borderanager 2.7 Install. This installs BorderManager 3.7, an integrated family of
directory- enabled network services, that manages, secures snd accelerstes user accessio
information at every netwaork border.

Eor oo i i i E B fmission or without

o Install did not find Movell Licensing Services w5.0.2, which is 2

minimum pre-requisite to instaling Borderkanager 3.7. Plesse instal
this befars instaling BorderManagar 3.7,

oK

il N

12:34 FM

If you should get an error message indicating that you need to have
NLS version 5.0.2 installed before you can continue, it is an

indication that you need to install the NW6SP1.EXE patch on
NetWare 6.0.
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-Deeps32 Root Window (:0 SW Mode)

| M License Rgreenent : EE i s T d H
NetWare: 6

Novell

iew license agresment in: English -

Software Licenze for

Novell Borderanager 2.7

Software License

The Movell BarderManager 5.7 software and accompanying documentation
("Software') are protected by the copyright laws and tresties of the United
States (LL5) and other countries. In sddtion, possession and use of the
Software are subject o the terms of this Software License ('License"], By
exercising Your rights o make and use copies of the Software, Vou agres to
b bound by the terms of this License. The Software is ioensed to Vou, not
sold

The Software cortsing various software programs with differert licanse rights
Some of the programs are lisensed for use on a single computer (network:
server], whereas some are licensed for use on several machines
(workstations). The type of lizense that spplies depends on the following
definitions and the permitted uses specified in the dacumertation
accompanying the Software.

\Cliart Sefhuarst hlat Cliard_Cliant YPAL ar obhar s

[ cencel |[ Relp | [ <Back |[ 1accent |

Y

916 P

If the proper patches have been installed on NetWare before you
begin installing BorderManager, you should reach the License
Agreement screen. Click on ‘I Accept’ to continue.
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[&§ X-Deep/32 Root Window (:0 SW Mode)

IN BorderHanager Servici tallation @077

Novell

The following Borderdanager Services are going to be installed.

[¥] Borderananer FirsWallCaching Services
[¥] Borderanager
[¥] Bordertanager

ancel || Help | [ =Back |[ nmess

9:18 P

Depending on your needs, you can install some or all of the
BorderManager 3.7 components. Essentially, all component files
will be installed, and the check boxes simply indicate which
LICENSES will be installed for you. I recommend installing all
features, even if you do not use them at first.

You can point to a file location holding the licenses now, or add the
licenses later. In the example above, I skipped the license install at
this point, and added them later using iManager.

Click Next to continue.
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i X-Deeps32 Root Window (:0 SW Moda)

(N s i Tl T R
NetWare. 6 e

= Novell

The fallowing Bordertanager Services are going to be installed

[V] BardeManager FireWsliCaching Sarvices

[¥] Bordemanager VPN Services

u are instaling procaicach
that you
i

Activation Key: |

[ cancet |[ Help | [ =Back |[ Mext=

B

G198 P

If you enabled HTTP, FTP or Transparent HTTP Proxy, you will get
a warning message that you should have a dedicated traditional
CACHE volume.

USING DEDICATED LEGACY (TRADITIONAL) CACHE
VOLUMES IS ESSENTIAL! It is also very important that the
HTTP Proxy not use SYS as a cache volume whether or not the
cache volume is NSS or legacy. The HTTP Proxy will not delete old
files in cache until its cache volume gets full, at which point you
would be having major NDS and suballocation issues on a SYS
volume.

If you do not have the space to create a legacy cache volume
because you have only one large NSS partition, I recommend
starting over and reinstalling NetWare, or adding another drive.

Click OK to continue, then click Next.
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E3 %-Session

[N Bordertanager Services Installation ' oo Tt E
NetWare: 6 Novell

HDS Authentication

B The user must be an admin or Admin equivalent or a Trustee to
the sarver contexd, To extend NDS schems, the user must have
sufficient rights to the roct of the tree.

Uszsr Name [dmin

Usar Paszword

Tree

User Cortext

| [ cancet | [ petais

[[cencel [[[ Rep | [ <Back |[ memt=

Y

Novell| [N Borderdan | 9.42 PM

You will need to be Admin-equivalent if this is the first
BorderManager 3.7 server in the tree in order to extend the schema
attributes. Unlike previous versions, BorderManager 3.7 stores IP
filtering information in NDS.
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If You Are Upgrading BorderManager

IN BorderHanager Services Installation | S s |

Novell.

The follawing Borderdanager Services are going to be installed.

[¥] Borderanager FireWalfCaching Services

[¥] Bordersnager ¥PM Services

{ | Infornation &% i ]

4 version of BorderManager 3 or higher aiready exists on this server.
Al of the existing configurstion will be praservad. Any future
changes ta the configuration oan be made using MtAdmin andjor
BRDCFG.NLM after completing this install

=

Activation Key: |

[[cancel |[ Hep | [ =Back |[ nmext=

_

Novell | [~ [Borderban | 9:43 PM

If you have a previous version of BorderManager 3.x installed on the
server, the configuration information should be automatically
preserved and used with BorderManager 3.7.

Note Existing CyberPatrol rules are not upgraded automatically by a
SurfControl installation.

Skip ahead to Installation, Continued, a few pages later in this book.
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Fresh Install of BorderManager 3.7

E3 X-Session

Novell.| [N Berderiian]

IN BorderHanager Services Installation &7 SR T 4

| NetWare. Novell

Specity the usaqe for sach Interface

Interface Marme IP Adcress Private
FUBLIC 432100 (]
FRIVATE 192.168.10.244 [

[¥] Set Fitters to secure all Public Interfaces

Description

Set default IF and IPX: fitters for the checked public imMerfaces, K this is an upgrade, the
xisting filters will be preserved. For more information, se= Help.

The default gateway:

[ cancel |[ Help | [ =Back |[ Mew=

Ll N

11:35 Ad

If you have never installed BorderManager on this server before, you
will have additional configuration screens not seen on an in-place
upgrade installation.

Select the public and private interfaces and define them
appropriately. | made sure my interfaces were named PUBLIC and
PRIVATE before I started the BorderManager installation.

Select the option to set the filters on the public interface.

Note The default gateway shown in the screenshot above was configured
using INETCFG.NLM prior to installing BorderManager.

Click Next to continue. I told BorderManager to set the filters on the
public interface.
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E3 %-Session

[N Bordertanager Services Installation © oo Tt E
NetWare: 6 Novell

Select Services And Set Fiter Exceptions
Enable
[¥] HTTP Prosy
[¥] FTF Proxy
[¥] mail
[¥] Mews
[ Real dudio and RTSF
[v] Dhs
[¥] HTTF Transparert

[v] TELNET Transparert

concel |[ Hep | [ <Back |[ mest-

Y

Novell| [N Borderdan | 11:35 AM

Select the proxy services you wish to use at this point. (You can also
select them later in NWADMN32).

The installation routine will:

e configure stateful filter exceptions for each type of proxy
selected so that you will not have to do that manually later, and

e cnable most of the selected proxies.

Not all of the proxies will show up in NWADMN32 as being
enabled. Specifically, the Mail Proxy and News Proxy will not be
enabled, because there is additional configuration that must be done
for each in NWADMN32. However, filter exceptions will already
be enabled to allow those proxies to work in the outbound direction.

CAUTION  Prior to the BM37SP2.EXE patch, the stateful filter exceptions put in place by a fresh install of
BorderManager did not include sufficient exceptions for the VPN to function. BM37SP2.EXE includes a
newer version of BRDCFG that addresses the issue. BRDCFG in an unpatched BorderManager 3.7
installation also includes sufficient exceptions, but they are completely different than a fresh installation OR
from BM37SP2. This situation is covered in depth in my BorderManager filtering book.
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E3 %-Session

[N Bordertanager Services Installation © oo Tt E
NetWare- 6

Novell

Vou have chosen to ensble ane or more of the Forward Proxies. k can enforce additional
security by implemerting Access Cartrol

By default Access Control wil be enabled, and all Frosxy traffic wil be denied. Flease use
Hiv Admin to corfigure Access Rules to expliclly allow specific i

I wau do not wart o implemert Access Control, uncheck "Aocess Cortrol below

[V Aocess Contral

[[cencel |[ Relp | [ <Back |[ [mest

Y

Novell| [N Borderdan | 11:35 AM

You may now choose to enforce access controls. This option
determines whether or not access rules start out being enforced.

If you choose this option, all outbound traffic through the proxies
will be denied, because no Allow access rules will be set up at first.
You need to add the appropriate access rules in NWADMN32 to
allow particular proxies. (Refer to the chapter on Access Rules later
in this book).

Click Next to continue.
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E3 %-Session

[N Bordertanager Services Installation © oo Tt E
NetWare. 6 Novell

“ou can change the existing Domain Name System (DNS) name for the compiters on your
netwark.BNS is a hierarchical naming system that uses a combination of text names separated

by periods to creste 3 uniqua name. For example, Movelts domain name o the Internet is
*novell.com

DS Domain Mame:

Trmspom

[[cancel [[ Relp | [ <Back |[ mest~

Y

Novell| [N Borderdan | 11:35 AM

Next, you should configure your DNS domain name.

If you do not have a registered domain name, you can make one up,
but you should not use one that is already in use on the Internet, or
you could get some unexpected results.

Click Next to continue.
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E3 %-Session

[N Bordertanager Services Installation © oo Tt E
NetWare: 6 Novell

Enter up to 3 IP sddresses of the DMS servers on your netwark, Vou can move a highlighted
entry up or down o change the search order of your DNS

Erter the IP address of 3t lesst one DMS server on your networl

192.168.10.250
192.162.10.262

Novell| [N Borderdan | 11:36 AM

Enter the IP addresses of any internal or external DNS servers for
your network.

If you have an internal DNS server, I recommend configuring it as
the first DNS entry in the list.

Be sure to allow any internal DNS servers to bypass the
BorderManager server proxy with a stateful filter exception and
dynamic NAT. (Do not point an internal DNS server to a
BorderManager DNS proxy, and then point BorderManager back to
the internal DNS server!)

After any internal DNS servers are added, put in the addresses of
your ISP’s DNS servers.

Click Next to continue.
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Installation, Continued (Fresh Install or Upgrade Situation)

The installation routine for either an upgrade or a fresh installation
of BorderManager should be the same from this point forward.

After this point, you will see a few more installation windows,
including one that shows files being copied.

You will also see a screen telling you that the NDS schema is being
extended. It is critical that all servers in the root and local
BorderManager server replica rings are up and synchronizing.

3 X-Session |

N ove I I www.novell.com/berdermanager

N File date conflict @iy § o2 4]

™

Novell® Vou have & newer version of flie BMLFRAME CLA on your computer

is a high @ D you want 2 teplacethe existing fle wh EVLFRAVE CLA?
Ouernrite Gptions

manage] =

|evemgs (@) Mo, do not ovennrite the esisting file

Services () Alweays cuenrite newer files

seamles () Mever cverwrite newer files (recammendad).

network

services, |

BorderM

are in

ok | [ cancel | [ Detais

BorderManager
ENTERPRISE EDITION

you can manage the entire suite of services
froma sing|e, centralized administration console.

Novell|[ N Frogess | [N [Filedatece] 9046 PM

If you see a warning about overwriting newer files, I recommend
that you do NOT overwrite them.

Click OK to continue as needed.
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E3 X-Session i

Novell| [ Irearess |

N ove I I www.novell.com/bordermanager
N

BorderManager™ Enterprise Edifion delivers:

* true single sign on across network
services, making security policy
enforcement transparent for your

. diremr)"'bc‘se Please Mait
that lowers your
administration b it
» complete intra;
profection witho
penaliies associated with other security
producfs,

™

Adding Bordersnager Authentication Services Object

[__Caneel

BorderManager
ENTERPRISE EDITION

* an extensible framework that allows
you fo add new Novell and pariner
security management services as
business and security needs dictate.

2:50 P

You will see a screen telling you that a BorderManager
Authentication Services object is being added to NDS. This object
has to do with storing IP filter information in NDS.

Afterwards, you will see a screen telling you that the
AUTOEXEC.NCF file is being updated. The AUTOEXEC.NCF
file will have a STARTBRD line added to launch BorderManager

services.

The STARTBRD.NCF file may contain a LOAD RADIUS line. If
you do mnot wish to run RADIUS, manually edit the
BRDSTART.NCF file and comment or remove the RADIUS load
command.
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E3 %-Session

-7

IE Installation conplete =~ T o @ B

Eorderanager 2.7 Installation is now complete,

It you have skipped installing Borderisnager 3.7 license during
linstallation, you should do that manually before you can start
using Movell BarderManager 3.7

‘ou must reboot the server for the changes made during
linstallation to take effect.

‘ou can do one of the following:

[[rebect | [ ciose [_Readme

Novell.| [installation ex | 9.51 PM

Finally, you will reach the end of the installation process, and see a
screen telling you to reboot the server. Reboot at this time.
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Post-Installation Procedures for BorderManager 3.7 or 3.8

Installing BorderManager 3.7 or 3.8 Licenses with iManager

If you installed BorderManager 3.7 or 3.8 without licenses, you will
need to use iManager or NWADMN32 to install the licenses.

Note You must have at least one NetWare 6.x server in your NDS tree in
order to use iManager, unless you install iManager 2.0 on Windows.
IManager 2.0 is provided on the BorderManager 3.8 Companion CD. See
the chapter on iManager later in this book.

iManager 1.x example:

Open Internet Explorer or Netscape, and use the following URL:
HTTPS://<server IP address>:2200

Notice that this is HTTPS, not HTTP.

The IP address is for any server (or Windows PC) running iManager,
and does not have to be the BorderManager server.

Substitute the private IP address of your iManager server for <server
IP address>. The port (:2200) is the default iManager port number.

You will see an iManager link, which takes you to a login prompt.
Log in as admin or admin-equivalent. The example shown is for
NetWare 6.0. (If you have any problems at this point, it is far
simpler to use NWADMN32 to add a license!)

You will see an iManager link, which takes you to a login prompt.
Log in as admin or admin-equivalent.
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<3 Novell iManager - Microsoft Internet Explorer = |I:I|ﬂ
J File Edit Wiew Favorites Tools Help | ﬂF
J @Back - \) - @ @ \{h‘pSearch ‘ii_f’Favorites eMedia @l 8- 'l_‘ﬁ - \_‘J @ ..‘ﬁ
J-‘“\QdT’BSS IE,I'eMFramell'webacc?tasldd=Fw..ﬁ.uthenticateForm&merge=Fw..ﬂ.utthrm j Go |J Links * JNDI"EDI'I antivirus 51 -
Novell iManager = A
Novell
Login
m Uzer Mame:
-l |admin
Fazzword:
I.--.-.|
context:
Insc:
Tree:
|5y5|:|p
__ Login |
O Copprgh | PRI hovdl, bne. 10 e phaa caved
=
|@ Done |_|_|T§|§ Internet &

Log in as admin or admin-equivalent.
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2 https://192.168.9.1:2200/eMFramefwebacc?taskld=dev. Emptyftmerge=fw.Main&User. context=rynpYktonmA - ... |Z||E|

X

File Edit ‘“iew Favarites Tools Help :!
e Back - ,\_/'J |ﬂ @ h /_\J Search ‘-E:'\'( Favorites @ Media e} <]~ .,___’\; - _J & ﬁ
Addrass |$§j https:ff192. 16,9, 1: 2200 /eMFrame/webacc?taskId=dey. Emptvimerge=f. Main&User . context=rynpYktonmai Vl Go Links *
Google v| vl ff searchweb ~  F2 Pasfank B o blacked [ [ options

Novell iManager =

@ fa Novell.
User: admin.DD.BETAZ. -
DHS Management .
Novell. iManager TN (s

DHCP Manage ment Version1.2.2 @

iPrint Management

[l License Management

Install a License ¥ou are currently logged in as user admin.DD
Move a License in the Movell Directony Services tree BETA2
Delete a License
Manage License Properties Please select a task on the left,
@ Done é # Internet

You want to select License Management, and Install a License on
the left.

You should have a window to browse to the license file. Browse to
the license file (probably on a floppy disk).

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 159



Chapter 3 - Installation June 8, 2004

A https://192.168.9.1:2200/eMFramefwebacc?taskld=dev. EmptyfEmerge-fw. Main&User.context=rynpYktonmA - ...

File Edit ‘“iew Favorites Tools  Help f ,’
\ A ™) 0y ' N dy

e Back - ) \ﬂ @ -.'_lj 7 ) Search . Faveries el\ﬂedm @ [t-_-:-_\ T @ _J ﬁ ‘3

Address |@ https:/f192.168.9, 1:2200/eMFramefwebaccthaskId=dev.Emptyimerge=Ffw. MaindUser . context=rynpktonmai V| Go Links

GO‘OSIQ - | v | 0 searchweb » g FaeeRank B g blocked [F1 | [ options

Novell iManager =
I - @ @ Novell.

User: admin.00.BETAZ.

¥ DN$ Management Install a License

DHCP Management Movell Borderianager 2.8.0 - Trial 134-000&12-001

iPrint Manage ment
Select certificates

< License Management M UNLIMITED UNIT Bordertanager Access Control LICENSE - SH:65241849

Install a License

e B (Eee FUNLIMITED UNIT Bordertanager Client WPN LICENSE - Sh:6524184%
Delete a License FIUMLIMITED UNIT BorderManager Gateways LICENSE - SN:65241849
Manage License Properties FIUNLIMITED UNIT Bordertanager Proxy LICENSE - SM:65241849

MUNLIMITED UNIT Borderhbanager Site to Site VPN LICENSE - SM:65241849

<« Back | Mext == | Cancel |

@ Done é 0 Internet

Select all of the licenses to install.
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2 hitps://192.168.9.1:2200/eMFramefwebacc?taskld=dev. Emptymernge=fw. Main&User.context=rynpYktonmA - ... |Z||E|r>__(|
File Edit ‘“iew Favorites Tools  Help -;‘,"
e Back ~ () \ﬂ @ ') - Search ¢ Favarites ﬁ* Media Q‘E A~ T _J ﬁ ﬁ
Address |féj https:/f192.168.9, 1:2200/eMFramefwebaccthaskId=dev.Emptyimerge=Ffw. MaindUser . context=rynpktonmai V| Go Links
GO'Oglf - | v | 0 searchweb » g FaeeRank B g blocked [F1 | [ options

Novell iManager

@ @ Novell.

User: admin.00.BETAZ.

¥ DN$ Management Install a License
DHCP Management Installing:  SN:65241349:Novell+Borderanager Access Control+380
565241349 : Movell+Borderfanager Client WPh+380
iPrint Manage ment SM:65241349:Novell+Borderfanagar Gateways+380
ERT M q 5M:65241349: Movell+BorderfManager Prosgy+380
M L 5M:65241849:Novell+Bordertanager Site to Site YPN+380
Install a License
Move a License .
Delete a License Location:
Manage Lizense Properties oo |
<<Back |  nstall | Cancel |
&] https:/192.168.9.1:2200/eMFrame/webaccé 2 @ Internet

Browse to the location in the NDS tree where you want the licenses
to be installed. I recommend putting them in the same container as
the BorderManager 3.8 server.

Once the licenses are installed, you will see a window that tells you
they have been successfully installed, and which gives you a ‘Done’
option.
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The FILTSRV MIGRATE Procedure

If you have just installed BorderManager 3.7 or upgraded to
BorderManager 3.7 or 3.8 from an earlier version, you now need to
migrate filtering information into NDS. The following procedure
needs to be done once, when BorderManager is first installed.

Note The same procedure can be used later, in order to restore filtering
information from a backup file, in case of disaster. There is more discussion
on this point in the book “Novell BorderManager: A Beginner's Guide to
Configuring Filter Exceptions”, available from
http://www.craigjconsulting.com/.

1. UNLOAD IPFLT

2. UNLOAD IPXFLT

3. UNLOAD FILTSRV

4. LOAD FILTSRV MIGRATE
5. UNLOAD FILTSRV

6. LOAD FILTSRV

7. REINITIALIZE SYSTEM

That should get the IP filter information (filters and exceptions)
copied into NDS so that iManager can see them. (IPX and Appletalk
filter exceptions are not copied to NDS or managed with iManager).

If you see —-603 errors when you reinitialize system, or
FILTCFG.NLM comes up when empty menus, you might need to
manually extend the schema, and then repeat the FILTSRV
MIGRATE process. Manually extend the schema with the following
command:

LOAD SCHEXT <.admin.org> <admin password>

I recommend using FILTCFG to administer filters and exceptions as
it writes filtering information to both FILTERS.CFG and NDS,
thereby giving you a backup of filters in a file. (I cover filtering
administration in much depth in my book “Novell BorderManager:
A Beginner’s Guide to Configuring Filter Exceptions”. The Third
Edition (or later) of that book covers the BorderManager 3.7 and 3.8
filtering system.
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Starting BorderManager

You may wish to customize the AUTOEXEC.NCF file to more
efficiently load BorderManager because of issues with
BorderManager and Novell Licensing Services (NLS), and
command line options available on certain modules. The following
examples show portions of the AUTOEXEC.NCF file used on a
BorderManager server. These examples point out a number of
useful tips for launching BorderManager.

BorderManager 3.0 / NetWare 4.x

This is from a BorderManager 3.0 server that is a Site-to-Site VPN
master, and is used for proxy services. I have included explanations
and some options that are more oriented towards BorderManager 3.5
and 3.6 with later patches.

#

#

Load NLSLSP
Mount All
Load CSAUDIT

Load CCS
Load PKI
END SAS/PKI

R R

Load VPMASTER

FILE SERVER NAME BORDERI1
IPX INTERNAL NET 1234

load conlog MAXIMUM=100

; Network driver LOADs and BINDs are initiated via
The actual LOAD and BIND commands

; are contained in INITSYS.NCF and NETINFO.CFG.

; These files are in SYS:\ETC.
sys:\etc\initsys.ncf

; INITSYS.NCF.

SET NAT DYNAMIC MODE TO PASS THRU=ON

# STATIC NAT FOR PCANYWHERE, FTP SERVER, CITRIX
ADD SECONDARY IPADDRESS 4.3.2.253

# REVERSE PROXY ACCELERATION FOR WEB SERVER
ADD SECONDARY IPADDRESS 4.3.2.252

# STATIC NAT TO MAIL SERVER

ADD SECONDARY IPADDRESS 4.3.2.251

Search Add SYS:\JAVA\BIN

# BEGIN SAS/PKI

(ADDED BY SASI)

Load MONITOR

Load RDATE /P 240 /V 2 /U /M 999999999 171.64.7.77
Load BorderManager Services

? Load BRDSRV.NLM

Load SYS:\ETC\CPFILTER\CPFILTER

(ADDED BY SAST)
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SET NAT DYNAMIC MODE TO PASS THRU=ON - This
command keeps dynamic NAT from blocking inbound VPN and
reverse proxy connections to the server. It is equivalent to the
DISABLE NAT IMPLICIT FILTERING setting in INETCFG,
Protocols, TCPIP.

ADD SECONDARY IPADDRESS x.x.x.x — These commands
add the secondary IP addresses needed for static NAT.
Depending on the version of BorderManager (3.5 or later), IP
addresses defined in NWADMN32 will be loaded as secondaries
automatically when PROXY.NLM loads.

? Load MONITOR - The ? tells NetWare to stop for 10
seconds and ask (on the server console) if the module should be
loaded. After 10 seconds, the module is loaded if you do
nothing. I simply use the ? to introduce a 10-second delay in the
load sequence to give NLS licensing services a chance to
complete so BorderManager Proxy will load without an error.

? Load RDATE /P 240 /V 2 /U /M 999999999 171.64.7.77 —
Used only on NetWare 4.11-5.1, RDATE sets the server clock.
Once again, I introduce a 10-second delay to give NLS services
time to complete the startup sequence so that PROXY.NLM will
load without an error later. RDATE is used to set the clock on
the server to an internet time source. In this case, 171.64.7.77 is,
a time server in Stanford, California. The RDATE options are:
/P 240 (check time every 240 minutes), /V 2 (allow up to 2
second variance on the clock before time is changed), /U (use
UDP protocol), /M 9999999999 (a large number of seconds, the
time the clock can be off and still be reset by RDATE), and the
IP address of the target server. For NetWare 6.0 server, use the
built in TIMESYNC.NLM to do NTP time services instead of
RDATE.

? Load BRDSRYV — The BRDSRV command will automatically
load all other BorderManager services except for site-site VPN
and RADIUS components. The ? option again delays the load
command for 10 seconds, so that the licensing services have a
chance to complete the initialization process. If you have a fast
server, you may not need to use as many ? commands as I show
in this example!

LOAD CPFILTER - This statement loads CyberPatrol

LOAD VPMASTER - This statement loads the module used to
provide VPN service control from within NWADMN32 for a
VPN master server in a Site-to-Site VPN configuration. If you
have a VPN slave server, you would instead LOAD VPSLAVE.
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BorderManager 3.7/3.8 /| NetWare 5.x/6.x

This is from a BorderManager 3.7 / NetWare 6.0 server that is a
Site-to-Site VPN master, and is used for proxy services

FILE SERVER NAME BORDERI1

IPX INTERNAL NET 1234

#

# Get licensing services started early
Load NLSLSP

Load NLSTRAP

Load NLSFLAIM

#

; Network driver LOADs and BINDs are initiated via
; INITSYS.NCF. The actual LOAD and BIND commands
; are contained in INITSYS.NCF and NETINFO.CFG.
; These files are in SYS:\ETC.
sys:\etc\initsys.ncf

#

# Load Secondary IP Addresses
SECOND.NCF

#

Search Add SYS:\JAVA\BIN

#

Mount All

# BEGIN SAS/PKI (ADDED BY SASTI)

Load CCS

Load PKI

# END SAS/PKI (ADDED BY SASI)

Load MONITOR

#

# Load BorderManager Services

Load SYS:\ETC\CPFILTER\CPFILTER
?STARTBRD

LINKWALL

Load VPMASTER

1. Load NLSLSP, LOAD NLSTRAP, LOAD NLSFLAIM — The
purpose of these statements is to try to force licensing services to
initialize as soon as possible so that when BorderManager needs
to load, the licenses will be available.

2. SECOND.NCF - This NCF file contains all the secondary IP
addresses needed for static NAT only. It is more convenient to
call all those ADD SECONDARY IPADDRESS x.x.x.x
commands out in an NCF file because you can simply type
SECOND at the console prompt should you ever have lost the
secondaries. (You can sometimes lose the secondaries when
reinitialize certain LAN drivers).
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3. LOAD CPFILTER - This statement loads SurfControl in
BorderManager 3.7. SurfControl recommends that CPFILTER
be loaded before BorderManager proxy loads.

4. ?STARTBRD - The STARTBRD command will automatically
load all other BorderManager services except for site-site VPN
in BorderManager 3.7. (IKE-based VPN is auto-loaded from
STARTBRD with BorderManager 3.8). The ? option delays the
load command for 10 seconds, so that the licensing services
have a chance to complete the initialization process.

5. LINKWALL - If you are using Connectotel’s LINKWALL
product, it is loaded after PROXY is loaded.

6. LOAD VPMASTER - This statement loads the module used to
provide VPN service control from within NWADMN32 for a
BorderManager 3.7 VPN master server in a Site-to-Site VPN
configuration. If you have a VPN slave server, you would
instead LOAD VPSLAVE. This command should not be
required for BorderManager 3.8.
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General Installation Notes

Working Around Licensing Startup Delays

Note See the section on NLS licensing below for an explanation of
licensing in general. This segment is intended to show you a way to get
BorderManager to start automatically, working around a slow initialization of
licensing services problem.

NetWare 5.1 and later includes NLS updates that take much longer
to start licensing services. NLS updates should be applied in the
NetWare service packs. (The same issue happens on NetWare 4 and
5 servers if you have installed the NLS patches that include the
NLSFLAIM database manager). A consequence of these updates is
that BorderManager licenses may not be available when
BorderManager tries to load because the licensing services are not
yet available. The work-around is to delay the BorderManager load
somewhat.

BorderManager 3.0, 3.5 and 3.6

The following technique works for me. First, move the LOAD
BRDSRYV line to the end of AUTOEXEC.NCF. Also move any
VPMASTER, VPSLAVE and LOAD RADIUS statements to the
end. Then, cause a 10-second delay to occur before loading
BRDSRV by adding a ? to the beginning of that line in
AUTOEXEC.NCEF, as follows:

?LOAD BRDSRV

This generally gives NLS a chance to complete initializing before
BorderManager launches. The key is usually seeing the
NLSFLAIM.NLM module complete its loading before launching
BorderManager. Should you see licensing error messages come up
when certain BorderManager components are loading, yet loading
those modules manually later works fine, you probably need to
introduce more delays in the load sequences before BorderManager
services try to load. Try adding a ? to other load statements
preceding the LOAD BRDSRYV line in AUTOEXEC.NCF.
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BorderManager 3.7 and 3.8

BorderManager 3.7 and 3.8 launch from within a STARTBRD.NCF
file called from AUTOEXEC.NCF. You can delay the start of that
NCF file if you need to because of issues with BorderManager and
Novell Licensing Services (NLS). The BorderManager 3.7
installation should have inserted a STARTBRD command in the
AUTOEXEC.NCF file.

Normally, the STARTBRD command should work fine to
automatically load all modules. However, for reasons involving
occasional issues with licensing services, you should try to keep the
STARTBRD command at the end of AUTOEXEC.NCF. If you
should find that you get error messages about licenses not being
available for BorderManager when the server boots, but that you can
manually launch BorderManager when the boot sequence is
completed, you may simply need to delay the STARTBRD
command for a bit. The easiest way to do this is to add a question
mark and space in front of the STARTBRD command.

?STARTBRD

This should have the effect of delaying the command by 10 seconds,
which is often enough time to allow licensing services to initialize
before BorderManager requests a license.

NDS -601 Error Messages At Startup

It is normal to get a —601 error when first starting the server after
you install BorderManager on a NetWare 4.11 server. This error
occurs because the BorderManager services are loaded before
BorderManager itself has been configured. When you launch
NWADMN32 (with proper BorderManager snapins), the snapins
will recognize that the NDS schema for BorderManager may not
have been extended and will submit schema extensions.
Configuring the BorderManager attributes in NWADMN32 after
that point should take care of any —601 errors on the next server
reboot. The GUI installation process on NetWare 5.x and 6.x should
already have made several settings for you. Enforcing rules, defining
IP addresses as public and private, enabling HTTP proxy are all
things that the NetWare 5 BorderManager GUI installation process
tries to do for you. If those settings are made, you should not get the
—601 error after a reboot, but even if you do, adding the public and
private IP addressing configuration in NWADMN32 should take
care of the —601 errors.
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Loading and Unloading BorderManager Manually

You may well find the need to unload and reload BorderManager
manually as you start the configuration process. In addition, it can
be much faster to down the server if you first unload the
BorderManager modules. (BorderManager tries to release NLS
licenses as it is unloaded, but downing the server will probably
disable NDS first, resulting in long timeout delays while
BorderManager finds out that it cannot contact NDS to release the
licenses).

Note BorderManager 3.7 and 3.8 comes with two NCF files that you can
use, or modify, as desired. STARTBRD.NCF and STOPBRD.NCF. The
STARTBRD.NCF file may also launch RADIUS, or set certain parameters.
The STOPBRD.NCF file does not unload RADIUS. Neither NCF file
contains any commands to start or stop 3rd-party products like SurfControl or
LinkWall.

I have found the following two NCF files to be useful for me in
stopping and restarting the BorderManager services. Feel free to
modify them for your own purposes. Just use a text editor (LOAD
EDIT at the server will work) to create the following two files in the
SYSASYSTEM directory. Typing BMOFF at the console prompt
should then unload the BorderManager files, and typing BMON
should reload the files.

You will find it useful to stop and restart the BorderManager
services, or at least the PROXY.NLM, for the following purposes:

1. You have just set up the BorderManager for the first time.

2. You have just changed the proxy cache location or other
parameters.

3. You have just changed the log file location

4. You have just added or changed a custom error page for the
HTTP Proxy.

5. You want to force a reload of the services for troubleshooting.
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BMOFF.NCF (BorderManager 3.6 or Earlier)
If you have BorderManager 3.7 or 3.8, use STOPBRD.NCF.

rem Craig Johnson, Feb. 12, 2002 See http://www.craigjconsulting.com
rem Unloads most BorderManager-related NLM's

unload proxy

rem You may want to delay unloading proxycfg until proxy.nlm
rem unloads completely.

rem Some users have seen an abend without the delay, though
rem most are fine.

rem The ? should cause a 10-second delay before proxycfg
rem unloads, unless you press Y.

?unload proxycfg

rem Unload CyberPatrol.

unload cpfilter

rem unload IPX/IP, IP/IP and SOCKS Gateway

unload ipxipgw

rem Unload VPN authentication module

unload authgw

unload authchk

rem Unload Access Rules module

unload aclcheck

rem Unload BorderManager alert module

unload nbmalert

rem The next two lines unload VPN modules.

unload vpmaster

unload vpslave

rem Unload main BorderManager monitoring modules

unload brdmon

unload brdsrv
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BMON.NCF (BorderManager 3.6 or Earlier)

If you have BorderManager 3.7 or 3.8, use STARTBRD.NCF.

Rem
Rem
Rem
rem
rem
rem
rem
Rem
rem
rem
rem
rem
rem
rem
rem
rem
rem
rem
Rem
rem
Rem
Rem
rem

Rem
Rem

COMPLEX SECTION - uncomment the Load lines if you really need them.
*** Don't use the /NOLOAD section unless you really need to
use the -M option

*** with Mail Proxy! The /NOLOAD option can really make
loading & unloading BorderManager tricky. (Meaning possible
ABENDS on reloading)

*The NOLOAD proxy prevents autoloading of most other
BorderManager modules

Load BRDSRV /NOLOAD

*The /S options represses certain (cosmetic) error messages.
Load ACLCHECK /S

*Not needed if already loaded, but the /NOLOAD option above
will cause an ABEND when

*PROXY loads if you don't load this first.

Load IPXF

*The /M option tells Mail Proxy to query more than one MX
record if needed

Load PROXY -M

*Loads CyberPatrol

Load SYS:\ETC\CPFILTER\CPFILTER

*Load additional options that do not autoload with the
BRDSRV /NOLOAD option

Load AUTHGW

SIMPLE BorderManager Load Section
*Start most BorderManager services

Load BRDSRV

Rem

*Load CyberPatrol

Load SYS:\ETC\CPFILTER\CPFILTER

Rem
Rem

*Loads VPN control module - select the one you are using,
*or comment out both if not using VPN.

Load VPMASTER

rem

Load VPSLAVE
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BorderManager Licenses

BorderManager 3.0, 3.5 and 3.6 were sold in several different
bundles. The Enterprise Edition contained licenses for all the
BorderManager services, which are Proxy, Access Control, Client-
to-Site VPN, Site-to-Site VPN and Gateways. Other versions of
BorderManager 3.x, such as VPN or Firewall, contain only some of
the licenses, however, all versions of BorderManager 3.x prior to 3.7
included trial licenses for all of the services. Be careful that you do
not install a trial license if you intend to install the actual license.
Trial licenses can be easily identified by the file name of the license
files as they end in a ‘T’.

In addition, BorderManager 3.0, 3.5 and 3.6 shipped with a run-time
license for NetWare 5 or 5.1, consisting of a NetWare 5/5.1 Server
Connection license and a NetWare 5/5.1 2-user license

BorderManager 3.6 uses BorderManager 3.5 licenses.  All other
versions of BorderManager use their own licenses.

BorderManager 3.7 and 3.8 is only sold with licenses for all services
— essentially like the Enterprise Edition of previous versions.
BorderManager 3.7 or 3.8 licenses may require iManager to install
them on NetWare 6.x.

What Are NLS Licenses?

Unlike NetWare 4 and earlier versions of NetWare, BorderManager
licenses are NDS-based, making use of Novell Licensing Services
(NLS), like NetWare 5 and 6. This leads to a number of issues,
because NLS itself was plagued with problems when it first was
introduced. (NLS issues were reduced with each service pack).
NLS-based licenses are created as NDS objects, and can only be
maintained by the same user ID that created them. In the later
versions of NLS, following certain patches, the NLS licenses cannot
even be backed up to tape, so keep the license diskettes themselves
in a safe place. It is a good idea to copy the files on the license
diskettes to one or more servers so that the files themselves can be
backed up as needed.

License information is communicated between NDS and the server
by the NLSLSP.NLM program running on a NetWare 4.x, 5.x or 6.x
server. When you install NLS, the SETUPNLS.NLM program is
run at some point, and that program creates an NLS object for the
server, in the server context, called NLS LSP_ <servername>.

BorderManager 3.x contains NLS licenses (either production or trial)
for:

e Access Control
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e Proxy

e Gateways

e (Client-to-Site VPN
e Site-to-Site VPN
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z#MNovell+BorderManager Client YPN+300 |
ZNovell+BorderManager Gateways+300

ZNovell+BorderManager Proxy+300

#MNovell+BorderManager Site to Site WVPN+300
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-¥3SAS Service - BORDER1
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— 2 BMGRA40 - BORDERT

—¢a BORDER1-GW
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The licenses shown in the example above are for BorderManager
3.0. You can tell because they end in +300. (Actually, those are the
license containers — the actual license objects are inside each of the
license container objects.)

NLS Issues

NLS licenses can, theoretically, be installed anywhere in the NDS
tree above the server object or in the same container as the server
object and the server will walk the tree to find them. Don’t put the
licenses in another container unless you just want to increase the
number of licensing problems you might see. Install the licenses
into the same container with the server. Licensing is very sensitive to
NDS issues and timing issues. If a license cannot be found, some
services may fail. Licensing usage information is also updated
frequently, so constant NDS communications are needed. Failure to
communicate successfully with license objects also results in very
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annoying messages being sent to the server console, the users, or
both.

Since BorderManager Enterprise Edition, 3.7 and 3.8 contain five
separate NDS-based license objects, in addition to two for NetWare
5.x/6.x servers, the administrator of a BorderManager server has a
better chance than most to see licensing-related issues. See the
troubleshooting section of this book for information on how to deal
with licensing issues.

License objects, NLSLSP and associated schema definitions have
undergone changes with various patches since BorderManager 3.0
was released. As a rule of thumb, expect that any change involving
NLS may result in the need to delete and reinstall the licenses, and
perhaps the NLS LSP_<servername> object.

License objects can be installed by two methods for NetWare 5.x/6.x
servers and one method for NetWare 4.11 servers. Both server
versions can use NWADMN32 to install license objects. NetWare
5.x/6.x servers can use a menu option in NWCONFIG.NLM to
install license objects. NWCONFIG will always install the license
objects into the same context as the server, and it will automatically
assign the licenses to the server. NWADMN32 will install the
license objects (called envelopes in NWADMN32) wherever you
like, but it will NOT assign the license objects to the server
automatically. You must manually go into the license objects
themselves and assign them to a server with the NWADMN32
installation method.

Note Note: You can also use the LICMAINT.NLM utility to install licenses
on NetWare 4.11, and it may work when no other methods do. Look for the
utility in the NIAS42\INSTALL directory on a BorderManager CD.

MLA licenses are special. They can be installed as many times as
desired (in separate NDS containers), and NLS MLA licenses do not
have to be explicitly assigned to a server. In fact, a server
assignment can create a problem in some cases. The server
assignment issue comes up if you have one MLA license for all your
servers (and this can apply to NetWare 5.x or 6.x or BorderManager
3.x licenses), and you have more than one server in the same NDS
container. Because you cannot have more than one object by the
same name in a container, you cannot install a MLA license twice in
the same container. However, if you do not make a server
assignment for the MLA licenses, all servers without an explicitly-
assigned license will find the MLA license in the container and use it
automatically. But if NWCONFIG has been used to install the MLA
license, it may already have an explicit assignment to a server and be
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unavailable for use by other servers. In this case, removing the
server assignment from the license object would be required.

Note If you have NOT installed the MLA license to the server using
NWCONFIG, you may have to manually copy the NICI files from the license
diskette to the DOS partition (and rename them) in order to get encryption
services to work. See TID 2945674.
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Changing Out A BorderManager Server

There are at least two reasons you might want to change your old
server for another:

e You are replacing an old server with a new one that has been
built on different hardware.

e You wish to work on the production server while maintaining
connectivity for the users, minimizing downtime, and working
on the production server during normal working hours. In this
case, the idea is to swap in a temporary server, work on the
production server, and swap the production server back into
place.

Concerns

The procedure described below has some drawbacks, but will at least
give you some possibility for minimizing the disruption of changing
the server. The most serious implications are for inbound traffic,
and time-sensitive traffic such as Telnet.  Site-to-Site VPN
connections will not be supported with the method described below,
but would have to be recreated from scratch. Client-to-Site VPN
connections would have to be restarted. Outbound connections
through a browser generally require the browser to be stopped and
restarted. In some rare cases, the server may be connected to a
switch that refuses to release the old ARP table entry matching an IP
address to a network card MAC address, and the switch may need to
be reset.

Concept

Substitute the [P addresses on one BorderManager server to another
one, avoiding having both servers online at the same time with the
same [P addresses. Timing and sequencing of the changes is critical.

Procedure 1 — Primary IP Addresses Used

This procedure would tend to be used if you are permanently
changing one server for another, as in upgrading from a
BorderManager 2.1 server to a BorderManager 3.6 server.

1. Both servers should be up and running in the same NDS tree.
You need to have a replica on the new server that holds at least
the new BorderManager server object.

2. Change the SYS:\ETC\HOSTS file on the new server to the new
IP address.
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You may have to reattach and log into the server if you had an
IP connection to the server. In order to log in, you will have to
have a replica on the server holding your user ID.

In NWADMN32, BorderManager Setup, change the IP
addresses.

In NWADMN32, change any proxies (and access rules) as
needed to listen on the new IP addresses. At this point, all the IP
address-related settings on both servers should match.

Notify users that a brief outage of Internet services may occur.

Quickly disconnect the old server private side connection, and
reconnect to the hub or switch being used by the new server.

Quickly disconnect the old server public side connection and
reconnect to the new server public interface.

At this point, you might have to reset an internal switch if
connectivity cannot be made to the new server. (ARP caching
issue.) The only way to tell if this will be an issue is to test this
procedure ahead of time — something that could be done using
test servers.

If you were browsing through the old server, close and re-open
the browser, and you should reconnect right away to the desired
web site.  If you were using proxy authentication, a new
authentication request will be sent from the proxy to the clients.

Test all outbound and inbound applications to ensure that they
are working.

If you had a site-to-site VPN set up before, it will have to be
reconfigured from scratch on the new server, and if the server
being replaced was the Master VPN server, ALL of the servers
involved in the VPN would have to be reconfigured.

When things are working, you should be able to reconnect the
server to the internal network and remove the hub or switch that
was temporarily in use. This could be done much later, when
convenient.

In order for NDS synchronization to continue, the old server
must be brought back online. Use the BMOFF.NCF files
described in this book to unload BorderManager services first.

Using INETCFG, change the IP addresses on the old server.

Comment out the BorderManager load statements and any
secondary IP address assignments in AUTOEXEC.NCF.

Reconnect the private interface on the old server to the
production network. The old server should reconnect to the
NDS tree and establish time synchronization.
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18. When you are confident that the new server is functional, you
can remove NDS from the old server to take it out of the NDS
tree permanently.

Procedure 2 — Secondary IP Addresses Used

This procedure is much simpler than the first procedure, and can be
used in many cases if the two servers are properly configured ahead
of time. It is an excellent way to move a standby server into place as
a temporary replacement while you work on the production server.
It is also the procedure you use to prepare BorderManager servers to
be clustered. It requires you to have a public side subnet mask other
than 255.255.255.252 and at least one available public IP address to
assign to the server. It requires the main private proxy IP address on
both public and private servers to be a secondary IP address.
Internal routers and hosts would be pointing to this secondary IP
address as a default route, and browsers would be pointing to this
secondary IP address for the HTTP Proxy settings.

If all of the traffic of concern is outbound, this procedure becomes
extremely simple. However, site-to-site VPN is not supported, and
other inbound traffic via static NAT or reverse proxies would have
to be set up again or redirected via DNS services as needed. Client-
Site VPN essentially becomes a pair of Client-Site servers, with only
one of them working at a time.

In this procedure, two BorderManager servers are run in parallel at
the same time, with both public and private interfaces connected.
The servers will remain connected to the network at all times with
this procedure, which tends to minimize NDS disruptions.

For this example, the old server is configured with a private IP
address of 192.168.10.2, and the new server is configured with a
private IP address of 192.168.10.3. The old server has a secondary
IP address of 192.168.10.1 on the private side, and all of the proxies
are set to use the 192.168.10.1 address. The default gateway of
internal hosts are also pointing to 192.168.10.1.

The concept here is going to be to move the 192.168.10.1 address to
the new server, at which point all outbound traffic should follow.

1. The new server is configured in NWADMN32 to listen on its
primary IP binding for proxies. The old (production) server is
configured to use a secondary IP address for proxies. Default
routes are pointing to the old server’s secondary private IP
address. Testing indicates that all services are working on both
servers.

2. Using NWADMN32, change the private IP address on the new
server to 192.168.10.1 (main production server private IP
address being used). Do NOT press OK to save changes!
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Using NWADMN32, change all of the proxies (and any access
rules) as needed to use the new (192.168.10.1) private IP
address. Do NOT press OK to save changes!

On the old (production) server, type DELETE SECONDARY
IPADDRESS 192.168.10.1 (or whatever your private address
is). Do NOT press Enter yet.

On the new server, type ADD SECONDARY IPADDRESS
192.168.10.1 (or whatever the your private IP address is). Do
NOT press Enter yet!

At this point you should have a workstation ready to commit the
proxies to listen on a new IP address, the old server ready to
delete a secondary IP address, and the new server ready to add a
secondary IP address. Notify users that there will be a short
disruption of services.

Press Enter on the old server to delete the secondary IP address.
After that, no traffic should be going through the proxies.

Press Enter on the new server to assign the secondary IP address.
Traffic going out via default router and filter exceptions should
begin flowing immediately. If not, you may have an internal
switch that is holding old ARP cache data which needs to be
reset.

Press Enter on the workstation to assign all of the IP address and
proxy changes to the BorderManager server. As soon as the
server rereads its configuration from NDS, the proxies should
begin listening on the new secondary IP address.

Test outbound connectivity. Users will have to close and reopen
their browsers. In the best cases, I have seen this procedure
work with as little as 5 seconds of downtime for the switch. You
should test in your environment.

This procedure primarily takes care of outbound traffic, not
inbound or Site-to-Site VPN. Inbound static NAT connections
will move as easily as the outbound services did, as long as you
have moved the old public secondary IP addresses to the new
server, have static NAT already configured, and have filter
exceptions already configured. I normally use an NCF file to
remove secondary [P addresses, and another one to add them.

If you had reverse proxies configured for secondary IP
addresses, they can also switch over as easily.

If you are using Client-Site VPN, it needs to be configured on
both servers. As VPN normally works only on the primary
public IP address, the easiest way to get this working is to tell
remote clients to use the new server’s IP address. Site-Site VPN
simply will not transfer to a new server without being
reconfigured.
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14. You may now work on the new server as needed, applying
patches, replacing hardware, etc. Be aware that reloading the
proxy would try to reassign the IP addresses and result in
messages on the console that the IP address were already in use.
You may want to reconfigure the IP addresses in the
BorderManager Setup menu in NWADMN32 to not conflict
with those on the other server, or unload the BorderManager
services with the BMOFF.NCF file (or STARTBRD.NCF)
shown in this book.

15. When ready to put the production server back in place, you
follow the same procedure to swap IP addresses.
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Critical BorderManager-Related Files

Configuration Tools

INETCFG.NLM

A menu-driven utility used to configure networking components.
This utility writes data to the NETINFO.CFG, TCPIP.CFG,
RESOLV.CFG and GATEWAYS files.

NIASCFG.NLM

A utility used to configure NIAS dial-in/out services and VPN
services. Actually, all it does is serve as a menu to launch other
menus, such as VPNCFG.

VPNCFG.NLM
Used to configure Site-to-Site VPN parameters, and is also required
if configuring Client-to-Site VPN.

BRDCFG.NLM
Use to set up the default packet filters and default packet filter
exceptions at any time after the BorderManager installation. Should
you ever need to delete filter exceptions and replace the defaults, use
BRDCFG.

FILTCFG.NLM

A utility used to configure packet filter exceptions. Makes changes
to the SYS:ETC\FILTERS.CFG file as well as to NDS..
BorderManager 3.7 and 3.8 can also use iManager. I recommend
continuing to use FILTCFG.

INSTALL.NLM

A utility used to configure the server components and install product
options on NetWare 4.2 and 4.11. In NetWare 5.x, this file is called
NWCONFIG.NLM.

NWCONFIG.NLM

A utility used to configure the server on NetWare 5.x and 6.x.
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SYS:\PUBLIC\WIN32\NWADMN32.EXE

The main configuration utility used by Win95/98/NT PCs to
configure NDS-related objects and services, including most of the
BorderManager services. Requires you to be logged into NDS with
Client32.

SYS:\PUBLIC\MGMT\CONSOLEONE\1.2\BIN\CONSOLEONE.EXE

The replacement for NWADMN32 for many new features in
NetWare 5.1. There are no snapins for BorderManager 3.x for
ConsoleOne (as of the writing of this book), but you may have to use
ConsoleOne to create SSL certificates for BorderManager SSL
Proxy Authentication. ConsoleOne can also be used for Certificate-
related objects for BorderManager 3.8 VPN, and creating cache
volumes on NetWare 6.0.

iManager 2.0

iManager is not actually a file, but a Java-based application running
under Apache/Tomcat used to manage BorderManager 3.7 and 3.8
filters, licenses for NetWare 6.x, and the new BorderManager 3.8
VPN components. iManager is something you see in your browser.

iManager 2.0 is required to configure the BorderManager 3.8 VPN
components, but earlier versions of iManager can be used to manage
packet filtering. FILTCFG can be used to manage filters on all
versions of NetWare and BorderManager.

iManager 2.0 has requirements for a newer version of JAVA than
previous versions of iManager. This version of JAVA can be
problematic with many services that used previous versions of
iManager, and so you should be very careful when trying to upgrade
to iManager 2.0 on existing servers. iManager 2.0 is not supported
on NetWare 5.1. As of this writing, a version of iManager 2.0 was to
be supplied for NetWare 6.0 servers. iManager 2.0 comes as the
default version on NetWare 6.5.

You can use iManager 2.0 from any NetWare 6.5 server to
administer your BorderManager 3.8 VPN services, or use a
Windows installation of iManager 2.0 (from the BorderManager 3.8
companion CD).

IManager 1.5

iManager is not actually a file, but a Java-based application running
under Apache/Tomcat used to manage BorderManager 3.7 or 3.8
filters, and licenses for NetWare 6.0. Also can be used to schedule
tasks (commands) for events such as launching SurfControl updates.
iManager is something you see in your browser. iManager 1.x
comes with NetWare 6.0, while iManager 2.0 comes with NetWare
6.5. You cannot use iManager 1.x to administer the BorderManager
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3.8 VPN components. With some effort, you can get iManager 1.5
and 2.0 to run at the same time on a NetWare 6.0 server.

CRON.NLM

CRON is a scheduling utility, which can be used to launch
commands on a schedule. It can be used to launch SurfControl
updates. CRON  executes commands listed in  the
SYS:\ETC\CRONTAB file.

Novell Remote Manager (NRM)

NRM is a browser-based utility that can be used not only for
monitoring a NetWare server, but also for creating partitions and
volumes. For BorderManager 3.8, NRM provides VPN monitoring
functions not available elsewhere. NRM is sometimes called Portal,
because it comes from the PORTAL.NLM module. (Another
module, called HTTPSTK.NLM, is also required).

Data Files

SYS:\ETC\HOSTS

A text file containing host name/IP address information. Especially
useful in regard to configuring reverse proxy. Essential to have
Loopback and server name configured for NetWare 5.x./6.x Be sure
to leave a blank line at the end of this file for best results.

SYS:\ETC\HOSTNAME

A text file containing host name/IP address information. Similar to
the HOSTS file, but only for the server name itself. The address
should reflect the internal IP address in this file.

SYS:\ETC\GATEWAYS

A text file holding static routing assignments, the most important of
which is the default route. Normally edited transparently through
INETCFG, but can be edited manually. Site-to-Site VPN also puts
static routes in this file.

SYS:\ETC\RESOLV.CFG

A text file holding DNS resolver configuration for the server.
Normally edited transparently through INETCFG, Protocols,
TCP/IP, DNS Resolver Configuration, but can be edited manually.
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A file that contains TCP/IP configuration information. Edited
transparently through INETCFG. Not recommended to edit this file
manually unless you know what you are doing.

SYS:\ETC\NETINFO.CFG

A file that contains almost all networking information. Normally
edited through INETCFG, but can be manually edited in a pinch if
you know what you are doing. Sometimes ‘protected’ by a CRC
check held by NETINFO.CHK (which should be deleted if you are
going to manually edit NETINFO.CFG). Problems in
NETINFO.CFG can lead to odd failures, particularly with static
NAT.

SYS:\ETC\FILTERS.CFG

SYS:\ETC\CRONTAB

The file that holds packet filters and packet filter exceptions. Can be
manually edited if you know what you are doing. By backing up
this file, you can back up your packet filters and exceptions!

Note [P filters are stored in NDS with BorderManager 3.7 and 3.8, and can
be managed via a browser interface with iManager. It is possible to import
and export the NDS-based filter data to a text file, but that procedure is
outside of the scope of this book. See the Third Edition of my book “Novell
BorderManager: A Beginner’s Guide to Configuring Filter Exceptions”.

The file that holds scheduling data used by CRON to launch
programs. Useful for updating SurfControl.

SYS:\ETC\PROXY\PROXY.CFG

Startup Files

C:\CONFIG.SYS

The file that contains both required and optional settings for
PROXY.NLM, as well as anti-virus patterns.  The default file
should be updated when you install BorderManager 3.5 or later.

Used to provide CDROM drivers when installing NetWare from CD,
if you did not boot from the CD. (NetWare 5.x/6.x CD’s are
bootable, bios permitting, NetWare 4.x CD’s are not). You should
not load any DOS drivers when starting NetWare, except when
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needing to install NetWare at first, and you should never load
HIMEM.SYS when using NetWare.

Note: If using DOS 6.22, you SHOULD have at least FILES=30 and
BUFFERS=30 lines in CONFIG.SYS to reserve files and buffers for
NetWare to use when starting up. (Higher values are OK.)

Used to launch SERVER.EXE from DOS, which begins loading
NetWare.

C:\NWSERVER\STARTUP.NCF

Launches the initial NetWare drivers, and some memory related
commands, including disk drivers so that the NetWare partition can
be seen.

SYS:\SYSTEM\AUTOEXEC.NCF

Launches most of the NetWare services as NetWare loads, including
the commands to start BorderManager services.

Troubleshooting Tools

TCPCON.NLM

CALLMGR.NLM

PPPTRACE.NLM

A utility used to view ARP and TCP/IP routing tables. It is useful
for debugging multiple network environments and a host of TCP/IP-
related issues.

A utility used to force dial-up connections manually, and also can be
used to bring up VPN links in some cases. If you are trying to set up
a test BorderManager server with a modem and having problems,
you will want to use this utility to help debug the connection. Works
well with PPPTRACE.NLM.

A utility used to view PPP connections for dial-up interfaces. If you
are trying to set up a test BorderManager server with a modem and
having problems, you will want to use this utility to help debug the
connection. Works well with CALLMGR.NLM.
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Keeping BorderManager Up-to-date

Patches

BorderManager has had a history of unreleased field test or partner
release patches being available long before those patches make it to
the Minimum Patch List. It is best to keep an eye on the Novell
Support Connection public forums to find out what the latest field
test patch name is. In the same forums you can find information
about the quality and stability of the latest patches. They also have
tended to change revision often enough that they never quite seem to
make it to the minimum patch list. As an example, the
BACLI105.EXE patch for BorderManager 2.1 was available for
almost nine months before making it to the minimum patch list. If
you have problems with a BorderManager server, strongly consider
applying the latest available patches, even if they have not yet made
it to the minimum patch list.

Review the Novell Minimum Patch List at
http://support.novell.com/misc/patlst.htm for released patches. Note
that these are minimum patches — considered essential by Novell for
the best stability. There are often other patches available, and are
often beta and pre-beta patches available.

Keep an eye on the Novell Support Connection public forums to find
out about the Ilatest patch issues. You can also wvisit
http://www.craigjconsulting.com and check tip #1 there find out
about the current BorderManager patches and installation sequence.

PROXY.CFG Settings

The SYSA\ETC\PROXY\PROXY.CFG file contains optional settings
for the proxy configuration. With new proxy patches, Novell often
adds a new configuration option, to be enabled or disabled in the
PROXY.CFG file. Sometimes one patch will have an optional
parameter that is turned on by default in a later patch.

The parameters to configure are tied to the patch level of the server.
See Novell TID 10059667 for a list of parameters and their
meanings, and also read the patch installation instructions carefully.

There is an example PROXY.CFG file shown later in this book in
the Performance Tuning chapter. You should also check my web
site at http://www.craigjconsulting.com for a current version of
PROXY.CFG with recommended settings and discussion of
pertinent issues.
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The BorderManager 3.5 Enhancement Pack

Novell typically views Enhancement Packs as a means of
introducing new features, where patches are only supposed to fix
bugs. Adding an Enhancement Pack usually makes the product being
'enhanced' a whole new version - without changing the revision
number. This was certainly true of BorderManager 3.5 and
GroupWise 5.5 enhancement packs. Why do you care? Because
once you apply an enhancement pack, you may have to use entirely
different patch sets for the product! For instance, the
BorderManager 3.5 Enhancement Pack included code through the
interim BM35C02.EXE patch, but not the later patches, such as
BM35C03.EXE through BM35C08.EXE. In fact, these later patches
were incompatible with the BorderManager 3.5 Enhancement Pack
and the Enhancement Pack had to be (manually) uninstalled if you
wanted to put the later patches on.

This patch situation has changed with the BorderManager 3.5
Service Pack 2 patch. This patch includes the functionality of the
Enhancement Pack and is compatible with the Proxy/ACL patches
BM35C09.EXE and later, as of the time of this writing.

If you have patched your servers with the latest BorderManager
patches, you should have all of the capabilities provided with the
BorderManager 3.5 Enhancement Pack, and none of the problems.
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Tips For Getting NWADMN32 To Work With
BorderManager Servers

A number of people have had trouble getting NWADMN32.EXE to
work well with BorderManager 3.x. Here are some tips to try.

-601 Errors when Accessing BorderManager Servers

This error is caused by a bug in certain versions of NMAS installed
on the client, usually seen with Client32 4.90 or 4.90spla. There are
two ways to cure the problem:

e Remove NMAS from the PC, using Control Panel, Add/Remove
Programs, and look for NMAS Client Components. Naturally,
this will prevent you from using certain NMAS-related features,
but it is a quick and easy workaround.

e Patch Client32 with a post-4.90SP1a patch. As of this writing,
there is a patch called 49pspla_netwin32.exe. Download it from
Novell and install it. After a reboot, the —601 errors should be
gone.

Fix NWADMN32 Crash by Renaming the ACNWAUTH.DLL
Snapin

If NWADMN32 crashes as soon as you try to view the details on a
BorderManager 3.x server object, try renaming ACNWAUTH.DLL
so that it will not run. That snapin is for ActivCard authentication
objects only, and if you are not using ActivCard, you can live
without the snapin.

Get The Latest Version of NWADMN32

The latest version of NWADMN32.EXE is 5.19f, and is available
from http://support.novell.com in a patch named ADMNS519F.EXE.
However, this version should already be included on NetWare 5.1
and 6.0 servers.

Fix Invalid BorderManager Snapin Modules Errors

Create a shortcut to NWADMN32EXE using the path
\\<servername>\sys\public\win32, and then put
\\<servername>\sys\public in the 'starts in' field of the link. The
'target' value should be: \\<servername>\sys\public\win32.

Copy the  NLSAPI32.DLL from SYS:PUBLIC to
SYS:PUBLIC\WIN32.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 188



Chapter 3 - Installation June 8, 2004

Fix “No BorderManager Licenses Available” Messages

Look at Novell TID 2954946, "BorderManager 3.0 License Fix",
which discusses the BM3LICFX.EXE patch, if you are using
BorderManager 3.0.

Delete .LG Files in the SYS:\PUBLIC\WIN32\NLSVENGLISH
Directory

See Novell TID 10025511 at for some details and general
NWADMN32 issues help. (That TID mentions NWADMN?32 5.18,
but 5.19f is the latest available version now).

PC Hangs When Accessing NWADMN32

If you have a Windows 2000 PC that wants to freeze up when
accessing NWADMN32, try SET CLIENT FILE CACHING
ENABLED=OFF on the server console. Also, in the Novell
Client32 properties on the PC, set File Caching to Off.

NWADMN32 Fails After BorderManager 3.8 Upgrade

In general, after upgrading BorderManager or installing a new
BorderManager patch, it is a good idea to run the BorderManager
snapin installation program in
SYS:\PUBLIC\BRDRMGR\SNAPINS if you have any NWADM32
snapin-related issues. One specific file to look at is the MFC42.DLL
file in SYS:\PUBLIC or perhaps SYS:\PUBLIC\WIN32. Incorrect
versions of this file can cause problems with NWADMN32. My
NetWare 5.1, BorderManager 3.8 server has such a file dated
1/31/1997, but my NetWare 6.5, BorderManager 3.8 server has no
such file at all.

What snapins should | have?

This is NOT a comprehensive list, but it may help some people to
see what I have in my BorderManager test servers.

BorderManager 3.8 / NetWare 6.0
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The following snapins are used on one of my BorderManager 3.8
servers.

BorderManager 3.8 / NetWare 6.0

Volume in drive Q is SYS
Volume Serial Number is CO0A8-0901

Directory of Q:\PUBLIC\win32\snapins

09/13/2003 02:39 AM <DIR>
09/13/2003 02:39 AM <DIR>

05/19/1999 04:45 PM 85,504 ALERT.DLL
03/02/2000 09:09 AM 11,776 audit32.d11
09/15/1999 10:19 AM 119,296 BSCOV.DLL
01/24/2003 05:28 PM 803,328 BSMON.DLL
09/27/2003 10:29 PM 148 dir.txt
06/10/1998 09:13 AM 174,592 MANAGEIP.DLL
02/08/2000 09:27 AM 153,600 NCSSnap.dll
08/02/2000 06:26 AM 561,152 NLSMGR32.DLL
06/02/1998 06:33 PM 71,680 NWCADM32.DLL
11/04/1998 08:48 AM 78,848 NWSLPSI.DLL
12/19/2002 06:19 PM 532,992 proxycfg.dll
12/11/1999 08:49 AM 195,072 REGEDT32.DLL
08/07/2003 05:13 PM 364,032 restrict.dll
09/13/2003 09:53 AM <DIR> Ini

13 File(s) 3,152,020 bytes

3 Dir(s) 1,220,911,104 bytes free
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The following snapins are used on one of my BorderManager 3.7

servers, with no BorderManager patches installed.

0

0AOQ3

225,280
192,000

85,504

11,776
119,296
803,328
174,592
153,600
561,152

71,680

78,848
304,128
195,072
343,552

ACNWAUTH.DL

ADMSNAP.DLL
ALERT.DLL
audit32.d1l1
BSCOV.DLL
BSMON.DLL

MANAGEIP.DLL

NCSSnap.dll

NLSMGR32.DLL
NWCADM32 .DLL

NWSLPSI.DLL
RADSNAP.DLL

REGEDT32.DLL
RESTRICT.DLL

Ini

3,319,808 bytes

BorderManager 3.7 / NetWare 6.
Volume in drive O is SYS
Volume Serial Number is COA8-
Directory of O:\PUBLIC\win32\snapins

04/15/2002 06:10 PM <DIR>

04/15/2002 06:10 PM <DIR>

06/01/1999 10:20 AM

05/31/1999 10:47 PM

05/19/1999 04:45 PM

03/02/2000 09:09 AM

09/15/1999 10:19 AM

09/14/1999 12:07 PM

06/10/1998 09:13 AM

02/08/2000 09:27 AM

08/02/2000 06:26 AM

06/02/1998 06:33 PM

11/04/1998 08:48 AM

05/31/1999 10:44 PM

12/11/1999 08:49 AM

10/24/2001 12:42 PM

04/16/2002 01:26 AM <DIR>

14 File(s)
3 Dir(s)

2,949,763,072 bytes free

You should note that [ have renamed ACNWAUTH.DLL so that it
will not run. It sometimes causes NWADMN32 to GPF on loading,

and I don't use that snapin, so I disabled it.

ActivCard authentication objects).

That snapin is for
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BorderManager 3.6 / NetWare 5.1

The following snapins are used on one of my BorderManager 3.6
servers, with BorderManager 3.6 Service Pack 1 and the BM36CO01
patch installed. I had also previously installed the PXY027.EXE
patch (which contains an updated RESTRICT.DLL).

BorderManager 3.6 / NetWare 5.1
Volume in drive J is SYS
Volume Serial Number is COA8-0AFC
Directory of J:\PUBLIC\WIN32\SNAPINS

03/13/2001 04:57 PM <DIR>
03/13/2001 04:57 PM <DIR> ..
05/31/1999 10:47 PM 192,000 ADMSNAP.DLL
06/01/1999 10:20 AM 225,280 ACNWAUTH.DL
08/02/2000 01:26 PM 561,152 NLSMGR32.DLL
05/31/1999 10:44 PM 304,128 RADSNAP.DLL
05/19/1999 04:45 PM 85,504 ALERT.DLL
09/15/1999 10:19 AM 119,296 BSCOV.DLL
09/14/1999 12:07 PM 803,328 BSMON.DLL
06/02/1998 06:33 PM 71,680 NWCADM32.DLL
03/02/2000 04:09 PM 11,776 audit32.d1l1l
11/16/1999 05:34 PM 30,720 DBBACKUP.DLL
06/10/1998 04:13 PM 174,592 MANAGEIP.DLL
08/31/1999 11:08 AM 7,168 EPSNAPIN.DLL
09/18/1998 06:55 PM 78,848 NWSLPSI.DLL
07/12/1999 01:33 PM 28,672 NWIEASST.DLL
12/11/1999 03:49 PM 195,072 REGEDT32.DLL
11/16/1999 05:34 PM 31,232 REPORT~1.DLL
05/27/1999 03:42 PM 48,128 RXLGN.DLL
06/29/2000 11:03 AM 405,504 NDPSW32.DLL
02/18/1999 02:40 PM 447,488 PKISNAP.DLL
10/24/2001 12:42 PM 343,552 restrict.dll
03/31/2001 11:13 PM <DIR> MISC
03/13/2001 04:58 PM <DIR> Ini
03/18/2001 05:25 PM <DIR> 950nly
03/18/2001 05:25 PM <DIR> NTOnly

20 File(s) 4,165,120 bytes

6 Dir(s) 1,240,924,160 bytes free

You should note that I have renamed ACNWAUTH.DLL so that it
will not run. It sometime causes my NWADMN32 to GPF on
loading, and I don't use that snapin, so I disabled it. That snapin is
for ActivCard authentication objects).

There are some other DLL files besides BorderManager snapins
present in my example. The snapins should be the same as for
BorderManager 3.7.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 192



Chapter 3 - Installation

BorderManager 3.5/ NetWare 5.0

June 8, 2004

The following snapins are used on one of my BorderManager 3.5
servers, with BorderManager 3.5 Service Pack 1 and the BM35C09

patch installed.

BorderManager 3.5 / NetWare 5.0
Volume in drive K is SYS
Directory of K:\public\WIN32\SNAPINS

<DIR>
.. <DIR>
AUDIT32 DLL 11,776 03-02-00
RADSNAP DLL 304,128 05-31-99
ALERT DLL 85,504 05-19-99
RESTRICT DLL 343,040 09-15-99
NWCADM32 DLL 71,680 06-02-98
BSMON DLL 803,328 09-14-99
PKISNAP DLL 447,488 02-18-99
ADMSNAP DLL 192,000 05-31-99
NLSMGR32 DLL 556,544 02-29-00
ACNWAUTH DL __ 225,280 06-01-99
BSCOV DLL 119,296 09-15-99
INI <DIR> 06-25-00
950NLY <DIR> 06-25-00
NTONLY <DIR> 06-25-00
12 file(s) 3,160,064 bytes
5dir(s) 3,261,267,968 bytes free

10

:09%p
10:
:45p
10:
:33p
12:
:40p
10:
:17p
:20a
10:
11:
11:
11:

44p
41la
07p
47p
1%9a
37a

48a
48a

AUDIT32.DLL
RADSNAP.DLL
ALERT.DLL
RESTRICT.DLL
NWCADM32 .DLL
BSMON.DLL
PKISNAP.DLL
ADMSNAP.DLL
NLSMGR32.DLL
ACNWAUTH.DL
BSCOV.DLL
Ini

950NLY
NTONLY

You should note that I have renamed ACNWAUTH.DLL so that it
will not run. It sometimes causes my NWADMN32 to GPF on
loading, and I don't use that snapin, so I disabled it. That snapin is
for ActivCard authentication objects).
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BorderManager 3.0 / NetWare 4.11

The following snapins are used on my BorderManager 3.0 server
with the BorderManager 3.0 Service Pack 2 installed, and the

BM3PC17 patch.
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Directory of

NLSMGR32 DLL
ALERT DLL
BSCOV DLL
RESTRICT DLL
NWCADM32 DLL
BSMON DLL
AUDIT32 DLL
PKISNAP DLL
ADMSNAP DLL
INI

10 file(s)

3 dir(s)

Volume in drive I is SYS

I:\PUBLIC\WIN32\SNAPINS
<DIR>
<DIR>
556,544 02-29-00
76,288 10-12-98
117,760 11-23-99
342,016 12-03-99
71,680 06-02-98
803,328 11-23-99
11,776 03-02-00
447,488 02-18-99
192,000 05-31-99
<DIR> 07-19-00
2,618,880 bytes
232,718,336 bytes free

=
O ON D DY WD U

:17p
:24p
:51p
:29%
:33p
:05p
:09%
:40p
:47p
:59%a

NLSMGR32.DLL
ALERT.DLL
BSCOV.DLL
RESTRICT.DLL
NWCADM32.DLL
BSMON.DLL
AUDIT32.DLL
PKISNAP.DLL
ADMSNAP.DLL
INI
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Chapter 4 —
Understanding Packet
Filtering

Note Packet filtering is explained in detail in the book “Novell
BorderManager: A Beginner's Guide to Configuring Filter Exceptions”, by
Craig Johnson, and available from Craig’'s web site at
http://www.craigjconsulting.com. A few sections of that book have been
taken out and used in this book.

Packet filtering is critical to the operation of a BorderManager server
when being used as a firewall. You MUST enable at least TCP/IP
packet filtering support in order to have a secure server. Packet
filtering consists of two parts — packet filters and exceptions. Both
packet filters and exceptions are configured by default if you do a
complete BorderManager installation, or if you manually run
BRDCFG.NLM once.

Default packet filters block all packets that are not allowed by
exceptions, but the whole "filtering" action includes filters and
exceptions. The default packet filters are few and simple; they block
all traffic to and from the public interface.

Filter exceptions always override the packet filters. BorderManager
versions prior to 3.7 had a standard set of default exceptions, but
BorderManager 3.7 and 3.8 can have a completely different set of
defaults. In addition, BorderManager 3.7/3.8 reads IP filtering
information from NDS, while previous versions read filtering
information from files in the SYS:\ETC directory. There are very
significant ramifications to how BorderManager handles
filtering in version 3.7 and later!

The default packet filter exceptions are put in place to allow the
proxies (mostly), the IP Gateway and the VPN services to operate.
Without at least some exceptions, the BorderManager server would
not be functional as a firewall.
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Default Packet Filters

The default packet filters basically block all traffic between the
public interface and all private interfaces (in both directions), as well
as all traffic from the Internet to the public interface. (Packet filter
exceptions then allow selected traffic to the public IP address).
Packet filters are set up to block routing updates as well as TCP and
UDP traffic. The default packet filters do not block traffic to or from
the private interface(s) - except from private to public interface. By
cutting off traffic between the public and private interfaces,
BorderManager controls both incoming and outgoing traffic.

The BorderManager 3.x Default Packet Filters

The following is a list of all of the default packet filters (not
exceptions) set up by BRDCFG.NLM for BorderManager 3.x.
Should you see additional packet filters using FILTCFG.NLM, you
may have accidentally used BRDCFG.NLM twice - once on the
public interface and once on the private interface. (You would need
to delete the incorrect entries to get BorderManager to function).
These packet filter definitions are based on the example
configuration shown earlier in this book in the complex, multiple
server scenario number 8. IP Network 192.168.99.0 is the virtual IP
network assigned for the VPN. The name of the interface connected
to the Internet side of the BorderManager server is PUBLIC. No
AppleTalk protocol was enabled on the BorderManager server, or
some packet filters pertaining to AppleTalk would also have shown

up.

Outgoing RIP Filters:

e Filtered Route: Route to Network or Host: Network, IP address
of Network/Host: 0.0.0.0, Subnetwork mask: 0.0.0.0, Do Not
Advertise Route To: Destination Type: Interface, Destination:
VPTUNNEL

e Filtered Route: Route to Network or Host: Network, IP address
192.168.99.0, Subnetwork mask: 255.255.255.0, Do Not
Advertise Route To: Destination type: Interface, Destination:
<All Interfaces>

e Filtered Route: Route to Network or Host: Network, IP address
of Network/Host: 4.0.0.0, Subnetwork mask: 255.0.0.0, Do Not
Advertise Route To: Destination type: Interface, Destination:
VPTUNNEL

e Filtered Route: Route to Network or Host: Network, IP address
of Network/Host: 4.3.2.0, Subnetwork mask: 255.255.255.0, Do
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Not Advertise Route To: Destination type: Interface,
Destination: VPTUNNEL

Incoming RIP Filters

e Filtered Route: Route to Network or Host: All Routes, IP
address of Network/Host: <blank>, Subnetwork mask: <blank>,

Do Not Accept Route From: Source Type: Interface, Source:
PUBLIC

Outgoing EGP Filters:

e Filtered Route: Route to Network or Host: All Routes, IP
address of Network/Host: <blank>, Subnetwork mask: <blank>,
Do Not Advertise Route To: Destination Type: Interface,
Destination: PUBLIC

Incoming EGP Filters

e Filtered Route: Route to Network or Host: All Routes, IP
address of Network/Host: <blank>, Subnetwork mask: <blank>,

Do Not Accept Route From: Source Type: Interface, Source:
PUBLIC

OSPF External Route Filters
e Routes denied: All Routes

Packet Forwarding Filters

e Source Interface Type: Interface, Source Interface: <All
interfaces>, Destination Interface Type: Interface, Destination
Interface: PUBLIC (Public), Packet Type: <ANY>, Protocol: IP.
Src Addr Type: Any Address, Dest Addr Type: Any Address

e Source Interface Type: Interface, Source Interface: PUBLIC
(Public), Destination Interface Type: Interface, Destination
Interface: <All Interfaces>, Packet Type: <ANY>, Protocol: IP.
Src Addr Type: Any Address, Dest Addr Type: Any Address
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Packet Filter Exceptions

What are the Default Packet Filter Exceptions?

BorderManager 3.0, 3.5 and 3.6

June 8, 2004

Note The default packet filter exceptions allow all outbound traffic from
proxies, and some inbound traffic. However, the default packet filter
exceptions do not allow certain types of inbound ftraffic to some of the
proxies, such as inbound SMTP, NNTP or almost any special traffic for a
Generic TCP or UDP Proxy. In addition, no default packet filter exception
allows any inbound or outbound traffic for secondary IP addresses. You
must manually add packet filter exceptions for all of these situations as
needed.

BorderManager 3.0, 3.5, and 3.6 should have the following default
packet filter exceptions, designed to allow the proxy services and
VPN to function. These are the packet forwarding filter exceptions
as shown in FILTCFG.

1. Allow all outbound IP packets from the BorderManager public
IP address to the public interface.

2. Allow all inbound TCP packets with the destination port in the
range 1024-65535 from the public interface to the public IP
address of the BorderManager server.

Note There is an important distinction to be made here between the public
interface and the public IP address. All of the default exceptions specify
the public IP address rather than the interface. This is a necessary
distinction as calling out the interface instead of the public IP address results
in allowing undesired traffic. It also means that the default packet filter
exceptions do not cover any secondary IP addresses that you might add to
the public interface. Also, because a source or destination IP address is
specified in the filter exception, it is not necessary to specify the interface.

3. Allow all inbound UDP packets with the destination port in the
range 1024-65535 from the public interface to the public IP
address of the BorderManager server.

4. Allow all inbound TCP packets with the destination port 213
from the public interface to the public IP address of the
BorderManager server in order to allow VPN client-server
communications.
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5. Allow all inbound TCP packets with the destination port 353
from the public interface to the public IP address of the
BorderManager server in order to allow VPN client
authentication to the server.

6. Allow all inbound UDP packets with the destination port UDP
353 from the public interface to the public IP address of the
BorderManager server in order to allow VPN client to send
periodic keep-alive packets to the server.

7. Allow the SKIP protocol (protocol 57) from the public interface
to the public IP address of the BorderManager server. The SKIP
protocol is necessary for Novell VPN to function.

8. Allow all inbound TCP packets with the destination port 80
(HTTP) traffic from the public interface to the BorderManager
public IP address in order for the web server accelerator to
function.

9. Allow all inbound TCP packets with the destination port 443
(HTTPS/SSL) traffic from the public interface to the
BorderManager public IP address in order for proxy
authentication to a reverse web proxy accelerator to function.

Note The default packet filters cover both IPX and IP ftraffic, though this
book is exclusively concerned with IP packet filters and exceptions. The
default packet filters should not be blocking ANY traffic to or from the private
interface, so if enabling packet filters causes communications problems, it
may indicate that the packet filters were applied incorrectly with
BRDCFG.NLM, and need to be redone, especially if IPX communications
have been affected. However, there are some issues with certain types of
IP communications to NetWare 5.x servers trying to go to the public IP
address instead of the private IP address. In this case, the following
command may be needed: SET NCP INCLUDE IP ADDRESSES = x.X.X.X.
You will have the option to INCLUDE an NCP address in Monitor, Server
Parameters, NCP. It is better to simply include only the private IP address
of the server there, since that will automatically exclude all public addresses
AND the VPN tunnel address.
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BorderManager 3.7

BorderManager 3.7 differs greatly from previous versions in
how the filtering is managed, and in what default filters are
installed.

Note BorderManager 3.7 Service Pack 2 contains a new version of
BRDCFG.NLM that builds different default exceptions from either a fresh
installation of 3.7 or the version of BRDCFG that shipped with 3.7. The
newer version of BRDCFG also automatically puts the new exceptions into
NDS, meaning that you do not have to perform a FILTSRV MIGRATE
procedure.

The first time you start BorderManager 3.7, you need to migrate
filtering information into NDS with the FILTSRV MIGRATE
procedure (described elsewhere in this book). You will have to
unload FILTSRYV first to do that, and you will have to unload other
filtering modules in order to unload FILTSRV.

If you upgrade an older BorderManager server in-place to
BorderManager 3.7, your old exceptions will be used.

If you install BorderManager 3.7 without a previous version of
BorderManager in place, and without any packet filters or
exceptions having been set up, you will have stateful filter
exceptions designed for outbound communications for the proxies,
plus some (incomplete) filter exceptions for VPN connections. All
of the following filter exceptions have the following characteristics:

e a source IP address equal to the public IP address of the
server

e adestination IP address equal to any address
e asource interface equal to the public interface name

e adestination interface equal to All interfaces

stateful filtering is enabled

The BorderManager 3.7 default filter exceptions allowing outbound
communications are:

e DNS/TCP-ST — TCP destination port 53, for DNS queries
by the proxies

e DNS/UDP-ST — UDP destination port 53, for DNS queries
by the proxies

e FTP-PORT-PASV-ST — FTP control and data ports 20 and
21 — for FTP connections from the proxies

e NTTP-ST — (a misspelling of NNTP) , TCP destination port
119 — for NNTP communications from the News Proxy
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e POP3-ST — TCP destination port 110, for POP3 retrieval by
the Mail Proxy

e REALAUDIO-ST — TCP destination port 7070, for
RealAudio connections by the RealAudio & RTSP Proxy

e RTSP-ST — TCP destination port 554, for RTSP connections
by the RealAudio & RTSP Proxy

e SMTP-ST — TCP destination port 25, for sending SMTP
mail from the Mail Proxy. (This exception does not allow
for inbound SMTP mail TO the Mail Proxy)

e TELNET-ST — TCP destination port 23, for TELNET
connections from the Transparent Telnet Proxy.

e WWW-HTTP-ST — TCP destination port 80, for HTTP
connections from the HTTP and Transparent HTTP Proxy

o WWW-HTTPS-ST — TCP destination port 443, for SSL
(HTTPS) connections from the HTTP Proxy

The following inbound filter exceptions are also created by default
on BorderManager 3.7 servers:

e  VPN-AuthGW — TCP destination port 353, for Client-to-
Site VPN authentications communications

e VPN-KeepAlive — UDP destination port 353, for Client-to-
Site VPN keep-alive communications

e  VPN-SKIP — Protocol 57, for VPN key exchange.

CAUTION None of these VPN exceptions make allowance for the fact that the BorderManager 3.7 does
not allow all outbound IP from the public IP address by default, and as such there is not a way for the return
packets necessary to create a connection to exit the server. You must manually configure such
exceptions. There is also no provision in the default exceptions for inbound or outbound traffic on UDP
2010, required for Client-to-Site VPN over NAT connections.

Note The version of BRDCFG shipped in the BM37SP2 (BorderManager
3.7 Service Pack 2) patch creates an entirely different set of filter exceptions
that do contain particular exceptions, which will allow VPN services to
function. Versions shipped in later patches have additional changes.

BRDCFG.NLM is not used to create exceptions during a fresh install
of BorderManager 3.7. The filter exceptions which are created for
the proxies (during installation of BorderManager 3.7) are far more
specific than the previous BorderManager versions’ default
exceptions, and are also more secure. But you must know how
filtering works in detail if you want to allow additional proxies
beyond what was selected in the initial installation. If you run
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BRDCFG manually after installing BorderManager 3.7, then you
will have different filter exceptions than if you simply let the
BorderManager 3.7 installation configure your filters.

A full discussion of BorderManager 3.7 filtering is out of the scope
of this book, but is covered thoroughly in the book “Novell
BorderManager: A Beginner’s Guide to Configuring Filter
Exceptions”, available at http://www.craigjconsulting.com.

BorderManager 3.8

BorderManager 3.8 differs greatly from previous versions in how the
filtering is managed, and in what default filters are installed. It also
differs substantially even from BorderManager 3.7.

If you upgrade an older BorderManager server in-place, your
old exceptions will be used. You must manually migrate them
into NDS using the FILTSRV MIGRATE command.

If you install BorderManager 3.8 without a previous version of
BorderManager in place, and without any packet filters or
exceptions having been set up, you will have filter exceptions based
on the proxies you selected during the installation. See the example
earlier in this book showing filter exceptions in the iManager screen
following a BorderManager installation on NetWare 6.0.

The following exceptions should be in place if you selected all of the
proxies during the BorderManager installation.

10. AH-st — Two instances, one for inbound and one for outbound
traffic. Used for VPN.

11. ESP-st - Two instances, one for inbound and one for outbound
traffic. Used for VPN.

12. IKE-NAT-st - Two instances, one for inbound and one for
outbound traffic. Used for VPN.

13. IKE-st - Two instances, one for inbound and one for outbound
traffic. Used for VPN.

14. ipx/tcp-st - Two instances, one for inbound and one for
outbound traffic. Used for Legacy VPN.

15. pop3-st - Two instances, one for inbound and one for outbound
traffic. Used for Mail Proxy.

16. smtp-st - Two instances, one for inbound and one for outbound
traffic. Used for Mail Proxy.

17. VPN-AuthGW-ST - Two instances, one for inbound and one for
outbound traffic. Used for Legacy VPN.

18. VPN-KeepAlive-st - Two instances, one for inbound and one for
outbound traffic. Used for Legacy VPN.
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19. VPN-SKIP-st - Two instances, one for inbound and one for
outbound traffic. Used for Legacy VPN.

20. VPTUNNEL-st - Two instances, one for inbound and one for
outbound traffic. Used for Legacy VPN .

21. dns/tcp-st — Outbound only. Used for proxy DNS queries.
22. dns/udp-st — Outbound only. Used for proxy DNS queries.
23. ftp-port-pasv-st — Outbound only. Used for FTP proxy.
24, nntp-st — Outbound only. Used for News proxy.

25. realaudio-st — Outbound only. Used for RealAudio/RTSP
Proxy.

26. rtsp-st — Outbound only. Used for RealAudio/RTSP Proxy.
27. telnet-st — Outbound only. Used for Transparent Telnet Proxy.

28. www-http-st — Outbound only. Used for HTTP Proxy to access
web sites using port 80.

29. www-https-st — Outbound only. Used for HTTP Proxy to access
web sites using port 443.

Note The default packet filters cover both IPX and IP ftraffic, though this
book only discusses IP packet filters and exceptions. The default packet
filters should not be blocking ANY traffic to or from the private interface, so if
enabling packet filters causes communications problems, it may indicate
that the packet filters were applied incorrectly with BRDCFG.NLM, and need
to be redone, especially if IPX communications have been affected.
However, there are some issues with certain types of IP communications to
NetWare 5.x/6.x servers trying to go to the public IP address instead of the
private IP address. In this case, the following command may be needed:
SET NCP INCLUDE IP ADDRESSES = x.x.x.x. You will have the option to
INCLUDE an NCP address in Monitor, Server Parameters, NCP. It is better
to simply include only the private IP address of the server there, since that
will automatically exclude all public addresses AND the VPN tunnel address.

This book is not really intended to cover filtering. For much
more information on understanding packet filtering, see my book
“Novell BorderManager: A Beginner’s Guide to Configuring Filter
Exceptions”, at http://www.craigjconsulting.com.

These are the DEFAULT filters and exceptions. They do NOT
include exceptions necessary for any inbound traffic besides VPN or
Mail Proxy, so if you add a generic proxy or reverse proxy after the
installation routine, you will have to manually add filter exceptions
to allow the packets to get to the proxies.
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The astute reader may also notice that the default exceptions will not
allow the HTTP Proxy to browse to web sites that use ports other
than 80 or 443.
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Using iManager to View Filtering Information

A https:i192.168.10.244:2200/eMF ramefwebacc?taskld=dev. Emptyimerge=fw. MainiUser. context=nxnol = Ellﬂ

Note The following example is for iManager 1.5 running on a NetWare 6.0
server and with BorderManager 3.7 installed. | still recommend using
FILTCFG, as | think it is faster and easier to use, plus it automatically copies
filtering information to the FILTERS.CFG file as well as NDS.

Start iManager by pointing a browser (Internet Explorer is the only
browser likely to work correctly) to your BorderManager server
private IP address as follows. This example assumes the server’s IP
address is 192.168.10.244.

https://192.168.10.244:2200

You should see an option for iManager. Select it, and you should
have a login window. Log in to the NDS tree.

J Eile Edit ¥ew Favortes Tools Help | ,','
J GEack -l \ﬂ lELI _;\I | /.-\: Search “‘T/ﬂ'\';:’Favorites @Med\a {‘:{ - ».'_,’- - @ fi
J.l\gdress I@j https:/{192. 168, 10.244:22000eMFramejwebacctaskid=dew Empty&merge=Fw,Mainaser, context=nxnoLnnwbpBm j Go “ Links ** |J Morton Antivirus E, -
Novell iManager
[=][f] @ Novell
Voer: aamin o scp. B
DHCP Management % Border Manager Filter Configuration

DNS Management

eDirectory Administration

=] NBM Access Management

Select the Setver for filter configuration

iPrint Manage ment PGP Server

License Management FIREWALLNSC

| Cancel |

FitterConfiguration

]

’7 ’7 ]—[5 ‘Q Inkernet v

If the proper emFrame Java plugin files were successfully installed

when BorderManager was installed, you should have an option in
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iManager on the left side called NBM Access Management, with an
link below it called FilterConfiguration.

Select NBM Access Management, and then FilterConfiguration.
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Browse to the BorderManager 3.7 server, in the NCP Server option.

Then select OK.
A https:i192.168.10.244: 2200/eMF ramefwebacc?taskld-dev. Emptymerge-fw. Main&User. context=nxno = Ellﬂ
J File Edit ‘iew Favortes Tools Help | ;','
J Qﬁack - _) - \_LI |EL| _;\l | /.-\: Search \j:;_’Favurites @Med\a {‘T - ».,’. - @ d_i
| Address [&] https://192.168.10.244:2200jeMFrame jwebacc ttaskld=dev. EmptyEmerge=Fw. ManaLsar .context=nxmoLnnwbpEm B HLw‘nKs » || Narton Antivirus ) -
Novell iManager
[ @)= Novell,
lzar aamm . MEC.aeep. -
DHCP Management % Border Manager Filter Configuration

DNS Management

eDirectory Administration
[ Global IF Logging

iPrint Manage ment

License Management

] NBM Access Managsiment Select the type of filter to configure:

FitterConfiguration

Incoming RIP Filter
Cutgoing RIP Filter
Incoming EGP Filter
Outyoing EGP Filter
O5PF Filter

-Packet Forwarding Filter

oK Done Cancel Help |

|&] pone ’_ ’_ ’—é_ |4 mnternet v

Selecting the BorderManager server, and the FilterConfiguration
link within NBM Access Management will present you with a list of
filtering operations. All of these options have to do with IP filtering
only. IPX and Appletalk filtering options (rarely used) remain
administered by FILTCFG.NLM.

Note This book does not cover packet filtering in any great detail. Packet
filtering can be a complex subject, and is covered thoroughly in my book
“Novell BorderManager: A Beginner's Guide to Configuring Filter
Exceptions”. The Third Edition of that book covers how iManager and
filtering work.

The filter exceptions you see will depend on whether or not you
upgraded a previous version of BorderManager. If you do a fresh
install of BorderManager 3.7, you will be prompted to select the
proxies you wish to use, and some specific stateful exceptions will
be created based on those choices. If you are upgrading over a
previous version of BorderManager, your old filter exceptions
should remain in place. In each case, the FILTSRV MIGRATE
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procedure described earlier must have succeeded in order for the
filters and exceptions to appear in iManager.

The filter exceptions created will allow outbound communication
from the selected proxies. You will need to add some custom
exceptions if any proxy is set up to use a secondary IP address or if
static NAT is involved. If you are familiar with using FILTCFG, I
recommend continuing to use it.

In iManager, if you want to add your own custom filter exceptions,
you define new packet filter types in the Configure Service Type
menu. You can then select those definitions when you configure a
packet forwarding filter. Packet forwarding filters are where you
add new exceptions, and, as of this writing, the whole procedure is a
graphical version of the steps used in FILTCFG.

Selecting Configure Packet Forwarding Filter brings you to the
menu above, where you can enter a new filter exception by selecting
Exception List.
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A https:/1192.168.10. 244; 2200/eMFramefwebacc?taskld - dev. Empty@merge=fw. Main&User.context=out ngﬂ
J File Edit View Favorites Todls Help | -:,'
J eBack - d - |ih] @ Lh | /__j Search \i‘\'{Favorites e‘Media €3| [_':v :\f - _J @ '3
JAereSSI@ https:I,leZ.168.1D.244:22DD,l’eMFrame;’webacc?taskId=dev.Empty&merge=Fw.Main&User‘context=0utnTkIOIqBij GD “Links > JNorton Antivirus ] -
Novell iManager
(=¥ fa Novell.
Is=r aamin BC.2hep.
- - E
DHCP Manage ment Exceptions:Packets Always Permitted
DHS Manage ment
=l eDirectory Administration select Source Circuit service Type Destination Circuit
Create Object r PUBLIC - WPH-AUthGW All Intarfaces
%ﬁmim [ |PUBLIC - telnet-st all Interfaces
iPrint Management r PUBLIC - dns/udp-st Al Interfaces
License Management - PUBLIC - dns/tep-st All Interfaces
[ |puBLIC - rtsp-st all Interfaces
- PUBLIC - realaudio-st All Interfaces
[~ |puBLIC - nttp-st all Interfaces
[ |PUBLIC - pop3-st &1l Interfaces
I~ |puBLIC - smtp-st all Interfaces
- PUBLIC - ftp-port-pasv-st  |All Interfaces
[ |PUBLIC - wencii-hittps -t 21l Interfares
I~ |puBLIC - weww-http-st all Interfaces
- PUBLIC - WPN-SKIP All Interfaces
- PUBLIC - WPN-Keepalive All Interfaces
[~ |puBLIC - pop3-st all Interfaces
<< Pravious | Add | Modify | Delete | Done | Cancel | Help | | |
jhd
@ N

Once you select Exception List, you should see a list of all the
current [P filter exceptions. You can select individual exceptions in
order to edit or delete them.

The screenshot above shows the exceptions that resulted from
selecting all of the proxies when doing a fresh install of
BorderManager 3.7 on a NetWare 6.0 server.
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<This page intentionally left blank. This is to facilitate putting in
chapter tabs in a ring binder for double-sided printing. The main
chapters should start on an odd-numbered page.>
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Chapter 5 — The Initial
Configuration

Almost all BorderManager administration and configuration is done
in NWADMN32. You must open NWADMN32 and browse to the
BorderManager server object to begin. The examples in this book
are (mostly) taken from the test servers in my LAN. Double-click
on the BorderManager server object to set BorderManager
configuration options.

! Nefware Adminiztrator M=l E
Object  Wiew Optionz Tool: Window  Help

FE 0auwe = WE B lwBsE Ee &

@ [Root] =
- 2. dd [
—é&g DNSDHCP-GROUFR
—"E Apps
— i flag
-8 GroupWise
—"E Licenses
— i phx
-8 tuc
&2 groupl
g group?

&2 InternetUsers

- & Admin

- & anonymous

- & ProblemUser -
4| | v

Tree: JOHHSOM |.-’-'-.|:Imin.|:||:|

The very first time you configure the BorderManager server (on a
NetWare 4.x server), you may be asked to specify how your default
access rule is to function. You should choose the Deny option, so
that all access not specifically permitted by an access rule is denied.
This configuration option should be done within the BorderManager
installation process on a NetWare 5.x / 6.x server. (The NetWare
GUI installation for BorderManager will ask you for certain details
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and make the changes for you. However, should the installation
process fail before the java code writes the changes to NDS, you
may end up with a BorderManager system that needs to be
configured in NWADMN32 just like NetWare 4.11 — this includes
BorderManager 3.8 on NetWare 6.5.)

In order to configure BorderManager 3.x parameters, you must use
the NWADMN32.EXE program located in the BorderManager
server’s SYS:\PUBLIC\WIN32 directory. Otherwise you may not
have the proper snapins needed to work with the BorderManager
NDS attributes. The BorderManager snapins are installed on the
BorderManager server when BorderManager is installed, and can be
reinstalled or updated by running the
SYS:\PUBLIC\BRDRMGR\SNAPINS\SETUP.EXE program.

If you want to run NWADMN32 from a non-BorderManager server
and still manage BorderManager, you need to install the snapins to
the other server. Running the SETUP.EXE program in the
BorderManager SYS:\PUBLIC\BRDRMGR\SNAPINS directory
will allow you to easily copy the snapins to any server where you
have mapped a drive. However, you must still manually update the
snapins with any patch versions, and you must already have
NWADMN32 installed in the SYS:\PUBLIC\WIN32 directory.

Some BorderManager patches update the snapin files by updating
the files under the SYS:\PUBLIC\BRDRMGR\SNAPINS directory.
In order to apply these updated snapins, you must run the
SYS:\PUBLIC\BRDRMGR\SNAPINS\SETUP.EXE program once
for each server needing updated versions of the snapin files.

If you have launched NWADMN32 from a server that contains the
BorderManager snapins, you should see three BorderManager-
related tabs on the right side of the screen — BorderManager Alerts,
BorderManager Setup and BorderManager Access Rules.

Note If you have problems getting NWADMN32.EXE to launch, try
renaming the SYS:\PUBLIC\WIN32\SNAPINS\ACNWAUTH.DLL file to
something else so that it will not load. This file is used for configuring
ActivCard parameters, but often causes NWADMN32 to crash. Refer to the
Troubleshooting section at the end of this book if you have other problems
getting NWADMN32 to work with BorderManager.
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BorderManager Setup Main Menu

Many parts of this book will refer to the BorderManager Setup main
menu, shown below.

B MetWare Server : BORDER1 E3
Bordertd anager Setup
|dentification I1
| Acceleration | Gateway | WFH | Tranzparent Prosy |
Operator I:\I
Enable Service: Dezcription:
HTTF Proxy Thiz prosy resolves URL requests on Supported Services I1
behalf of YWeb clients on vour netwark.
’ Theze requests can be cached to
wiMail Prowy [improve the performance. To configure Resource I1
| Mews Prosy it, click the Details button belove, or
[w|Real Audio Prosy double-click the entm. |1
C1OMNS Prosy See Alzo
[w|Generic TCP Prosy
[w|Generc UDP Prosy Users
Caching.. | SOCKS Cient. | Detaik.. | Securky Equal To Me I1
Bordertd anager &lert I:\I
P Addreszes. . | Authentication Contest. . | DIMS... | Transpart... |
Bordertdanager Setup L]
¥ Enforce Access Fules About... |
Bordertd anager Access Rules
ok I Cancel Page Options. .. Help | Accounting |

BorderManager 3.0 Setup main menu page for BORDER1

Note that the Real Audio Proxy in BorderManager 3.0 does not
include an RTSP Proxy.
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B MetWare Server : BORDER1

Baorderk anager Setup

Bordert anager Alert

[v Erforce Access Rules Abaut. .

BorderManager Setup

~
Erraor Log
Acceleration ] Gateway ] VPN ] Tranzparent Proxy
O peratar IT
Enable Service: Description:
HTTP Proxy This prosy rezolves URL requests on Supported Services IT
behalf of Web clientz on your netwark.
Thesze requests can be cached to
improve the performance. Tao configure Resource
* ] it, click the Detail: button below, or
[w|Real Audio and RTSP Prosies double-click the entry. Ses Ao
W] DS Prosy
[w|Generic TCF Prosy
W Generic UDP Prosy Users
Caching.. | SOCKS Clent.. Detais.. | Securty Equal To Me j
SLP Directory Agent IT
IP Addresses... | Authentication Contest.... | DNS... | Transport.... | IT

Bordertd anager Access 'j X

Rules

| Cancel Page Options.... ‘ Help ‘ Accolnting ‘

BorderManager 3.5, 3.6, 3.7 or 3.8 Setup main menu

The only difference between a BorderManager 3.0 server and later
versions that can be seen from the main menu is that later versions
show a Real Audio and RTSP Proxies entry instead of a Real Audio
Proxy.
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BorderManager IP Address Configuration

A number of BorderManager menu options in NWADMN32 will
present you with a choice of IP addresses. The addresses presented
to you are only available if you first define them as available for
BorderManager.

The BorderManager installation routine (on NetWare 4.11 servers)
will not define any IP addresses, nor define them as public or private

for you.
B IP Address Summary Pg|
Configured |P Addreszes oy | »® |
IP Address Subnet Mazk Ilzage Type
432247 200, 265, 255.0 Publi
: EE

4.3.2.253 206, 255.255.0 Public

432254 205.255.255.0 Eath
192.168.10.252 255.255.255.0 Private
19216810254 206, 255.255.0 Private

Cancel Help

From the BorderManager Setup main menu, select IP Addresses,
and configure a public and a private [P address from those addresses
set up on BORDERI. (Including any secondary IP addresses, if
present, for reverse proxy or other proxy).

In the example shown:
e 4.3.2.254 is the primary public IP address for BORDER1

e 192.168.10.252 is the primary private IP address for
BORDERI1

o 192.168.10.254 is a secondary private IP address for
BORDERI1

o The 4.3.2.253, 4.3.2.252, and 4.3.2.247 addresses are all
secondary IP addresses assigned to BORDERI and used for
one proxy or another.
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Note There could be additional secondary public IP addresses configured
on the BorderManager server that do not show up in this NWADMN32
menu. Adding a secondary IP address to the server is done with the ADD
SECONDARY IPADDRESS command. Addresses used for static NAT do
not require configuration in the BorderManager IP Address summary menu.
However, if a secondary IP address were to be used for one of the proxies,
it would have to be entered in the BorderManager IP Address Summary
menu in order to configure that proxy. In the example above, there is no
4.3.2.251 IP address shown in the screenshot, but that IP address happens
to be set up on the server and is used with static NAT, to bypass the
BorderManager proxies for certain types of inbound traffic.

If you set a public IP address to be both Public and Private, it means
that certain proxies will listen for traffic on that IP address when
they would not have done so otherwise. For instance, the HTTP
Proxy will listen for HTTP (TCP destination port 80) traffic on any
IP address designated as Private, and you can then access the HTTP
Proxy from either side of the firewall, a situation which can be
useful when using BorderManager in a lab setting. Other proxies
make no use of the Public or Private designation. Reverse proxy
acceleration does expect you to designate a Public IP address so that
the IP address will show up on a list of addresses to choose from
when configuring that proxy.

In summary:
e Most proxies only listen on addresses flagged as private.

e The generic proxies can listen on addresses flagged private
or public. They can be used for either outbound or inbound
connections.

e An address that is flagged as both public and private can be
used by any proxy. This can allow people on the Internet to
relay traffic from your server, so be certain you know what
you are doing.

e You can see what ports are being monitored on what [P
addresses by looking at the BorderManager server console,
Proxy Console screen, option 17. From this information,
you can deduce which proxies are listening, and where.

Press OK to save the address settings on BORDERI. Press OK to
save all settings on BORDERI. You must first complete the
addressing of BorderManager before you can continue
configuring other parameters.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 216



Chapter 5 — The Initial Configuration June 8, 2004

Secondary IP addresses used on BORDER1

The following addresses are assigned as secondary IP addresses in
some of my examples. Not all of them have been defined in
NWADMN32. If using a secondary IP address for static NAT, you
do not define it in NWADMN?32. If using a secondary IP address
for a reverse proxy or a generic proxy, you define it in
NWADMN32.

e 192.168.10.254 is a secondary private IP address on
BORDERI1 that is used as the default gateway and proxy IP
address for internal hosts. The reason for using a secondary
private IP address is that it allows you to easily switch from
one BorderManager server to another, for -clustering,
upgrading the server, or simply replacing the server with
another one for an afternoon while patching the main server.

e 432253 is a secondary public IP address on BORDERI
used for reverse proxy to an internal web server.

o 432252 is asecondary IP address on BORDERI1 used for a
reverse proxy to another internal web server.

e 432251 is a secondary public IP address on BORDERI1
used to static NAT to an internal SMTP/POP3 mail server
for certain tests. Note that this IP address does not show up
as a configured IP address in NWADMN32 because it was
not defined as a BorderManager public or private IP
address. You should not use a secondary IP address for
both Static NAT and proxy at the same time.

e 432247 is a secondary public I[P address on BORDERI
used for a Generic TCP proxy designed to pass port 12345
traffic through to the Remote Web Manager service on a
NetWare 5.1 server.

Note When a secondary IP address is defined in the BorderManager IP
addresses in NWADMN32, they will be automatically added when
PROXY.NLM is loaded on the server. This has ramifications when
transferring IP addresses from one server to another.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 217



Chapter 5 — The Initial Configuration June 8, 2004

Authentication Context (Proxy
Authentication)

Concept

Proxy Authentication exists for a single reason — to provide a means
to make Access Rules work that call out an NDS user, group or
container. When a request is made to the HTTP Proxy, (also FTP
Proxy, and Transparent Proxies), the server has no idea what user ID
sent the packets to the server. The only identity information that is
contained in the packet is a source IP address. Proxy authentication
is a method whereby the source IP address of the packet is related to
an NDS user name.

There are two methods of proxy authentication. Both accomplish the
exact same thing, but with different methods. CLNTRUST and SSL
Proxy Authentication are the methods — relating the source IP
address of a proxy request packet to a user name is the result.

Configuration

Select Authentication Context from the BorderManager Setup
main menu to configure proxy authentication.

Be sure to review the chapter on Access Rules to see examples of
how Proxy Authentication is used with proxy services to control
access.

Proxy Authentication is used to authenticate TCP/IP traffic to NDS
objects (associate the source of TCP/IP traffic to an NDS user
name).

Proxy Authentication allows access control based on NDS objects
(users, groups or containers) to be set up, and it allows logging of
traffic by NDS user name.

If proxy authentication is enabled, users must be logged into the
same NDS tree as your BorderManager server and be running the
CLNTRUST program (normally loaded from a login script) or using
the web browser-based SSL proxy authentication method.

It is important to know that if a workstation does not proxy
authenticate (CLNTRUST not running, not using SSL Proxy
Authentication, or authentication simply fails), access rules based on
NDS users, groups or containers will be ignored.
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Note NDS-based rules can also be used with the FTP Proxy and TELNET
Proxies. But the username/password has to be passed to these proxies in
different ways. Also, the CLNTRUST utility has not worked with FTP Proxy
in BorderManager 3.5 with patch sets up through at least BM35C11.EXE. It
does work with much later patch sets, in 3.5 and later versions of
BorderManager.

Proxy Authentication Settings

B Authentication |

Authenticatian | EnntE:-:tI

¥ Enable HTTP Proxy Authenticatior
—Authentication Schemes
¥ Single Sign On
Time to wait for Single Sign On reply: I'IEI— zeconds
v 550

S5L Ligtening Part; |443

KeyD:  [BMGR Prosy =~

"Fur Authentication page, send notification in

= HTML Form € Jda, Spplet

b axirmum jdle time befare requinng a new login: |3EI Ise.:.:.nds j

[~ authenticate Only when uzer attempts to access a resticted page

] I Cancel Help

The example above shows a BorderManager 3.0 Authentication
Context screen. There is no entry for Transparent Telnet Proxy
Authentication.
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B Authentication

Authentication l I:Dnte:-:tl

[v Enable HTTF Prosy Authentication
Authentization Schemes
[v Single Sign On
Time o wait for Single Sign On reply: IE— zecondsz
v S5L
S5L Ligtening Port; W

KeyID:  |SSL CertificatelP -]
For Authentication page, zend natification in
(+ HTML Form 7 JAWA Applet

b aRiriurm jdle time befare requining a new lagin: |3 |minuteg j

v Authenticate Only when user attempts o access a restricted page

[ Enable Tranzparent Telnet Prosy Authentication

| k. | Cancel Help

The example above shows a BorderManager 3.5, 3.6, 3.7 or 3.8
Authentication Context menu. Note that there is an additional entry
for Transparent TELNET Proxy Authentication, as compared to
BorderManager 3.0.

Select Authentication Context from the BorderManager Setup
main menu screen.

Enabling Single Sign On proxy authentication will allow users to
authenticate to NDS using their normal NDS user ID and password.
(This happens with no user interaction if CLNTRUST is running on
the PC).

SSL authentication is enabled, and the port number has been
changed from the default value of 443 to 444. The port number set
here is pushed to the browser as part of SSL Proxy Authentication,
and can be set to whatever port is desired.
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Note The reason that the port number was changed from the default value
of 443 is to show that you can change the value. On some servers,
particularly NetWare 6.5, there may be other services loaded that already
bind to port 443, resulting in a port conflict when BorderManager PROXY
loads. Changing the SSL port to 444 here resolves the conflict.

If SSL authentication is enabled, you must also create a security Key
Material Object in NDS, assigned to the BorderManager server, and
associate that key to proxy authentication. You can use the default
NetWare 5.x/6.x SSL CertificatelP certificates for this purpose. In
addition, you should set up one or more default containers for the
authentication context or the users will have to type in the fully
distinguished NDS username during SSL authentication.
(CLNTRUST is transparent to the user and is much faster, but it only
works with Client32, and thus is available only to Windows clients).

There are examples later in this book, in the chapter on Access
Rules, on how to set up Key Material Objects.

Note SSO, (or SSoN), is popularly thought of as meaning to use the
CLNTRUST utility. However, both CLNTRUST and SSL authentication both
make use of SSO. SSO stands for Single-Sign On, and SSO really means
that the same user ID and password as the users normal login account are
used for proxy authentication. This was not always the case.
BorderManager 2.1 used a separate password tied to the user account, and
that led to a lot of administrative burden. CLNTRUST and SSL are simply
different ways to pass the user ID and password to the BorderManager
server. CLNTRUST does not actually send the password across the wire,
but makes use of Client32 RSA security features. SSL does send the
password across the wire, but encrypts it. Unfortunately, the User ID and
password for the FTP Proxy and Transparent TELNET Proxy are sent
across the wire in clear text, and the FTP Proxy does not make use of the
CLNTRUST utility, at least in BorderManager 3.6 patch sets up through
BM36CO01.EXE. Another point: Single Sign On in BorderManager is not the
same as the Novell Single Sign On or Secure Login product.

Authenticate Only when user attempts to access a restricted
page is of particular importance here. Do not enable this without a
good reason to do so. This option is intended to invoke selective
Proxy Authentication only when you have a Deny (or Allow) access
rule calling out an NDS object for a source. The practical effect
comes about when using SSL Proxy Authentication and you would
like users to only have to go through the HTML/Java login process
when accessing certain sites. For example, if there is an access rule
with source="any" nobody will be required to authenticate to access
that destination. The reader is urged to experiment with this setting
before invoking permanently it so that the effects on the users are
understood.
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Refer to the example rules shown in the Selective Proxy
Authentication Example section at the end of the Access Rules
chapter for an example of using this option.

The way this option works is that, in effect, two passes through the
Access Rules might be made. The first pass goes through looking
for any rules that might apply to only the IP address of the source.
(Actually, any non-NDS-based rule definition). If a rule is found
that matches, then the rule is invoked. However, if a matching rule
is not found, then a second pass through the rule list is made,
checking for NDS-based rules. At the time of the second pass, NDS
authentication may be invoked if some allow rule based on NDS
user, group or container is found. This could result in SSL Proxy
Authentication being invoked and popping up a login screen on a
browser. So this option can be set up such that certain URL’s are
allowed without anyone having to proxy authenticate, but then later
forcing an authentication for other web sites.

Select the Context tab to set the default context(s) for proxy
authentication.
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B Authentication

Authentication  Contest

Izers' Default MDS Context List o | }(|

Uzers' Default Context |
dd.jobnzan
phix.dd.johnzon
flag.dd.johnzon
tuc. jphnzon. johnzon

| k. | Cancel Help

In the example shown, all the contexts containing user objects have
been entered into the default context list in order to ease SSL login.
As long as the user’s context has been entered in the NDS Context
List, the user will only need to put in the user ID to log in for Proxy
Authentication, instead of having to put in the fully-qualified NDS
name + NDS tree.

If user names are not unique throughout the NDS tree, the first name
encountered will be assumed by proxy authentication if a fully-
qualified NDS name is not entered by the user. A drop-down box
should be available to select the context for the user name from
those entered in NWADMN32.
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40-bit, 56-bit and 128-bit Encryption

Note Since about 2002, Novell produces only Null (no encryption) and
Domestic (128-bit) encryption versions of TCPIP.NLM. The old Export
version is no longer needed since the United States relaxed requirements
on exporting cryptographic products. All BorderManager 3.7 and 3.8
servers should capable of 128-bit encryption for both SSL Proxy
Authentication and VPN. All earlier versions of BorderManager can be
patched to 128-bit capability. Two versions of 128-bit TCPIP modules are
available: NICI (Domestic) and Domestic. (Domestic) NICI is always
required for BorderManager 3.8 VPN. Domestic is required for earlier
BorderManager versions, except when NW51SP7 or NW6SP4 patches
have been installed.

Proxy Authentication relies on SSL encryption when CLNTRUST is
not being used on the client side. However, encryption is done by
the browser, and the server does NOT require an encrypted TCPIP
stack. The TCP/IP stack encryption is only used for VPN
operations.  Nevertheless, there are other encryption-related
components to BorderManager that might affect the encryption level
that SSL Proxy Authentication

SSL encryption is available in USA Domestic and Canada 128-bit or
Export 40-bit (56-bit later on) versions. The version to be used
depends on a number of factors, including whether or not a 128-bit
version of NetWare is installed, a 128-bit version of BorderManager
is installed, 128-bit patches to both BorderManager and
TCPIP.NLM and IPFLT.NLM have been installed and the browser
being used.

Note 40-, 50-, and 128-bit encryption is different in the strength of the
encryption process that is used. The practical meaning is that the higher the
bit number, the harder it is to break the encryption by brute force attack.

Service packs have had a history of upgrading installed components,
but reducing the encryption level to 40- or 56-bit. Upgrading those
components to 128-bit has typically required the system
administrator to contact Novell to get the 128-bit versions of certain
NLM’s. This situation has changed in recent years, but you might
find older servers that are limited to weaker encryption levels.

Note As of this writing, a BorderManager server can be upgraded to 128-bit
encryption by using a 128-bit version of TCPIP.NLM from the latest
NetWare support pack, and installing the NICID157.EXE, or later, patch. If
a VPN was originally configured without 128-bit encryption, it must be
reconfigured (in VPNCFG) in order to upgrade to 128-bit encryption.
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Not having 128-bit components has the practical effect of a)
requiring a 40-bit Key Material Object to be configured for
BorderManager Proxy Authentication and b) allowing use of 40-bit
browsers at the client side.

Two Key Material Objects have been set up in the event a 128-bit
TCPIP.NLM patch is available. You can select the appropriate key
from a drop down list in the Proxy Authentication configuration
screen:

Note At one time, a bug has been seen in the certificate creation process
when using NetWare 5.1 certificate server. ConsoleOne is used to create
certificates with the newer certificate server, and it appears to be unable to
create an SSL certificate at less than the highest value of encryption
capable by the host server. In other words, although you may try to create a
40-bit certificate on a 128-bit server, the certificate will still be 128-bit. |
have seen this happen on some networks but not others, and as of this
writing do not know the cause.

When the 40-bit TCPIP.NLM is being used, and a 128-bit key is
enabled for Proxy Authentication, the SSL login system will not
function.
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Using Proxy Authentication on the Client with CLNTRUST

There are only two ways to get Proxy Authentication to work on the
client side — CLNTRUST.EXE and SSL Login. CLNTRUST is
designed to do all of the authentication work automatically so the
user has to do nothing. CLNTRUST is a ‘helper program’ that
works with Client32.

The CLNTRUST utility works only with 32-bit Windows running
Client32 and logged into the same NDS tree as the BorderManager
server.

CLNTRUST is normally launched from the login script, though it
can be launched from a ZENworks application, or manually.

CLNTRUST is unloaded at the PC using the DWNTRUST.EXE
program. In order to ensure that CLNTRUST loads cleanly, and to
ensure that only one copy of CLNTRUST runs at any one time, you
should launch DWNTRUST before launching CLNTRUST. The
following syntax should be used in a login script to launch
CLNTRUST. This syntax assumes that the F: drive is mapped to the
SYS volume of a server holding copies of CLNTRUST and
DWNTRUST in the SYS:\PUBLIC directory.

#EF:\PUBLIC\DWNTRUST.EXE
#F:\PUBLIC\CLNTRUST.EXE

You do not have to launch CLNTRUST from the BorderManager
server. You can even copy CLNTRUST to the local PC and launch
it from there.

Because CLNTRUST is held open when a user launches it from a
server, it can be a problem to upgrade to a newer version. You will
find that CLNTRUST cannot be replaced or renamed if anyone is
still using it. But you can use a trick — put CLNTRUST (and
DWNTRUST) in a subdirectory called CLN under the SYS:PUBLIC
directory on any server. Point to that location in the login script.
Next, when you need to upgrade CLNTRUST to a new version,
rename the CLN directory to something else, then create a new
CLN directory and put the new CLNTRUST and DWNTRUST in
there. When users log in again, they will start picking up the new
version.

#F: \PUBLIC\CLN\DWNTRUST .EXE
#F:\PUBLIC\CLN\CLNTRUST.EXE

The example above shows how to launch CLNTRUST from a
directory under PUBLIC called CLN.
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Howell Chient Trust

Last request from: CN=BORDER1.0U=tuc.0=dd, tree=JOHNSO0ON
Hequests succeeded: 1

Requests failed: 0

=] 3

Once CLNTRUST is running on the PC, you should see a small red
key icon in the system tray. Double-click on that icon to see
statistics on whether proxy authentication attempts are successful or
unsuccessful.

Note If you should see many unsuccessful authentication requests
(thousands), it may be that the user is not logged into the same NDS tree as
the BorderManager server.

CLNTRUST Problem Work-Around

One problem that has been seen with CLNTRUST is a tendency to
sometimes try to communicate with the BorderManager server’s
public IP address, which will fail because the default packet filters
will block that traffic. The symptom would be a) authentication
failing, and b) CLNTRUST showing many repeated unsuccessful
authentication attempts. There are two solutions to this issue:
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Set up a stateful packet filter exception as follows:

source interface=<private interface>,

destination interface=<public interface>

source ports=Any

destination port=524

protocol=TCP

destination IP address=<BorderManager server public IP address>

This will allow the necessary CLNTRUST traffic from the internal
LAN only to get to the public IP address of the BorderManager
server.

A better alternative: For NetWare 5.x or 6.x servers, prevent the
public IP address from listening for NCP calls over IP. Use the
following set statement, where xx.xx.xx.xx is the BorderManager
server public IP address. The newer NetWare 5.x / 6.x NCPIP.NLM
allows a SET parameter to be used to exclude or include
advertisements on certain IP addresses. You may need to include all
public secondary IP addresses defined.

SET NCP EXCLUDE IP ADDRESSES X.xX.X.X

For the version in the service packs, use:

SET NCP EXCLUDE IP ADDRESSES = X.X.X.X

(that is, add the = sign.)
Or

SET NCP INCLUDE IP ADDRESSES X.x.X.X

(which may be better as you should be able to list only the
internal, fixed, IP addresses) .

For the version in the service packs, use:

SET NCP INCLUDE IP ADDRESSES = X.X.X.X

(add the = sign.)
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Once you get CLNTRUST working, your NDS-based access rules
for the HTTP Proxy (and FTP and Transparent Proxy, and for IP
Gateway) should all begin to be functional.

If you find that CLNTRUST is not working all the time, or if you
need to refresh a web site to gain access the first time you browse,
you may need to up the timeout value for SSO Proxy Authentication
in NWADMN32, Authentication Context. The timeout value is the
number of seconds allowed for the BorderManager server to wait for
a response from CLNTRUST to a proxy authentication request. If
you have a large network, you may need to increase the value,
perhaps to as high as 10 seconds.

The downside of increasing the timeout value is for those users
relying on SSL Proxy Authentication. They will not see an SSL
login screen until the timeout value expires.

Configuring SSL Proxy Authentication

The alternative to using CLNTRUST is to use SSL Proxy
Authentication. This method of relating a TCP/IP data stream to an
NDS user ID involves using a Java- or HTML-based login screen on
the browser to prompt the user to log in. SSL Proxy Authentication
can be used for MAC’s, UNIX hosts, PC’s not running Client32, etc.

Whereas CLNTRUST uses RSA password authentication
technology to authenticate a user in the background without sending
a password over the wire, SSL Proxy Authentication must send the
password to the BorderManager server. SSL encryption is used
between the browser and the BorderManager server to encrypt the
password. Once the login process is completed, encryption is
stopped, and the user is redirected to the URL of interest.

In both CLNTRUST and SSL Proxy Authentication methods, the
authentication is good for a certain period of inactive time before
another authentication request is generated. As long as the browser
is active, the authentication will be maintained. The inactivity
timeout period is configurable in NWADMN32.

In order for SSL Proxy Authentication to function, a certificate must
be exchanged between the BorderManager server and the browser.
The certificate requires that a Key Material Object be created in
NDS and assigned on the BorderManager server. In order to create a
Key Material Object, a Certificate Authority object must first be
created in the NDS tree. The Certificate Authority is created inside a
special Security container under the root of the tree, and only one
Certificate Authority can be created (or more properly, be active) at
one time.

If you must create all of these objects and the Security container for
the first time, follow this procedure.
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Creating a Security Container

The procedure shown below is for an NDS tree that has not had
NetWare 5.1 or 6.x installed in the tree. This procedure uses
NWADMN32. Once NetWare 5.1 is installed in the NDS tree,
schema changes are put in place that are not supported with the
NWADMN32 snapins.

7 M etw are Administrator Hi=]

Object  Wiew Option: Tool: Window Help

B ¢ aas R Wi B leeH g %

74 dd (JOHNSON] _ (O] =]

o T - -]
| & [Root]

i t,ﬁhDD

Tree: CRAIG

|.t'-\dmin.DD | Selected: 1 | Subordinates: D

If you have not installed a NetWare 5.1 server in your tree, and this
is the first BorderManager server, you may have to create a Security
Container and a Certificate Authority.

The BorderManager installation should create the Security container
(under the Root of the NDS tree) for you, but if it did not, you can
create it by loading SASILNLM (on NetWare 5.0) at the
BorderManager server console. For NetWare 5.1 and 6.0 servers,
you can use PKIDIAG.NLM to create a new Security Container, and
a Certificate Authority, or use ConsoleOne.
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Creating a Certificate Authority, pre-NetWare 5.1

Installing the first NetWare 5.1 server creates a Certificate Authority
using a newer version of security services than with NetWare 4.11 or
NetWare 5.0. Follow these instructions if you have no Certificate
Authority in your tree when you have just installed BorderManager
3.0,3.5,3.6 0r3.7.

With the Security container selected, press Insert to create a new
object.

Select Certificate Authority and click OK.

B Create a Certificate Authority object Ed |

Chooze an option to create a kep pair and a certificate for

N DVE ” the Certificate Authonty object.

|ze defaul values.

" Custom
Specify parameters.

< Hach I Ment » I Cancel Help

Choose Standard, and click on Next.
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B Create a Certificate Authority object

Enter a name for the Certificate Autharity object.

N DVB ” Object Mame: IEertificate Autharity

| Choosze the server that will be the Certificate Authoriby.

Server |BORDERIYUMA DD Browse. ..

¢ Back I Finizh I Cancel Help

Fill in a descriptive object name, such as Certificate Authority.

Browse to the BorderManager server and select it to fill in the
Server field. You must select a server that runs Novell’s PKI
software. Once you choose a server, the Certificate Authority is tied
to that server and cannot be moved. You would have to delete the
Certificate Authority object and recreate it on another server if you
want to move the object.

Click on Finish to create the new Certificate Authority.
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7 M etw are Administrator Hi=]

Object  Wiew Option: Tool: Window Help

74 dd (JOHNSON] _ (O] =]
N @ (Root] (CRAIG) M=
B ?,ﬁ, DD
~ L Security

B L g4 Certificate Authority

Tree: CRAIG | Adin DD | Selected: 1 | Subordinates: 2

You should now have a Certificate Authority object in the NDS
tree. You can then create Key Material Objects, based on the
Certificate Authority.

Creating a Certificate Authority, with NetWare 5.1 or 6.x

Simply installing the first NetWare 5.1 or 6.x server should result in
a Security container being created, with a new Certificate Authority
object created inside that container.

If you have already created a Certificate Authority in the NDS tree
from BorderManager 3.0, 3.5 or 3.6 on NetWare 4.11, the NetWare
5.1 server installation will still create a new Certificate Authority
object, and the old Certificate Authority object will no longer
function. You will have to use ConsoleOne to recreate a Certificate
Authority object or any Key Material Objects once a NetWare 5.1
server is installed in the NDS tree.
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Creating a Key Material Object for BorderManager with NWADMN32

If you do not have BorderManager 3.5, 3.6 or 3.7 installed on a
NetWare 5.1 server, you should use NWADMN32 from a
BorderManager 3.x server to create a Key Material Object to use
for SSL Proxy Authentication. (You can also use an existing
Certificate]P Key Material Object if it already exists). If you have
BorderManager installed on a NetWare 5.1 server, or if you have
NetWare 5.1 installed in your tree, or if you have installed
Certificate Server 2 in your tree, you may have to use ConsoleOne to
create a Key Material Object.

Mew Object |
o [ o ]
Ok,
TLIRA
Cancel |

Clazg of new object;

T Context...
| = Dial doceszs Profile ;I ﬁl
‘% Dial Access Syetem Help |
EE Directory Map

l;b External Login Service

&8 Group

e Foey Matenal

8 Localty
[ Mebware Server LI

Select the container holding the BorderManager server object, and
press Insert to begin creating a Key Material Object.

Select the Key Material icon, and click on OK.
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B Create a Key Material object |

Choose an option ko create a keyp pair and a certificate for

N DVB “ the K.ep taternial object.
" Standard
Ilze default values.

¢ iCuston

E I
Specify parameters.

< Back I MHewt > I Cancel Help

Select Custom, and click on Next. In order to prevent a problem
with the browser accepting certificates created with this Key
Material Object, one of the parameters will have to be changed from
a default value.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 235



Chapter 5 — The Initial Configuration June 8, 2004

Enter a descriptive name in the Key Pair Name field. In this case, a
40-bit Key Material Object is to be created. If you have very old
browsers involved, I recommend you create a 40-bit Key Material
Object the first time you configure SSL Proxy Authentication in
order to guarantee that you have created a certificate that can be
accepted by any browser. Should SSL Proxy Authentication work in
your testing, you can later go back and try creating a 128-bit
certificate. Not all browsers will accept a certificate using greater
than 40-bit encryption, so it is worthwhile to start with a 40-bit Key

B Create a Key Material object |

Enter a name far the key pair.

Novell Key Pait Name: [BMGR_S5L_40BIT

| The key pair can belong ta anly ane server. Choose the
zerver which will own this object.

Server: |BORDERI j

¢ Back I MHest > I Cancel Help

Material Object for testing purposes.

Note As of this writing, a bug has been found in creating 40-bit certificates
with ConsoleOne and Certificate Server 2 on some networks. Even though
you try to create a custom certificate with 40-bit encryption, it comes up in
the browser as using the highest level of encryption available on the server.

For SSL Proxy Authentication, the Key Material Object must be
assigned to the BorderManager server itself. Select the
BorderManager server to fill in the Server field.

Click Next to continue.
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B® Create a Key Material object |
Chooze the size of the public key.
Novell
" FE8bitz:  [Festicted)
' ™ 1024 bits  [Festricted]*
) 2048 it [Hesticed]t
m * Inited States export regulations restrict the use of key
BREAL sizes over 512 hits to LS. and Canadian users or to thoze
uzerz with specific export icenzes.
< Back I Hewt » I Cancel Help

For the first Key Material Object that you create, select the lowest
available bit size for the size of the public key. Selecting 512 bits
will result in a 40-bit Key Material Object, which should be
universally accepted by the available browsers. If you select a
higher bit size, you will have to ensure that the browsers in use can
accept the chosen encryption level.

Click on Next to continue.
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E® Create a Key Material object |

Choose a subject name faor the certificate.

Novell

i~ Sepver's distinguished name

| Enter a typed. fully diztinguizhed name below,
.CM=BORDER 3.0U=vUmaA 0O=0D

[Example: .CH=www acme. com.0=tcme. C=LI5]

See the help tapic for this page for maore infarmation
an constructing custom names.

¢ Back I Hewt > I Cancel Help

At this point, you should see the BorderManager server’s
distinguished NDS name appear in the Key Material object creation
menu. You need to change this selection, so select Custom name.
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B Create a Key Material object |

Choose a subject name faor the certificate.

Novell

¢ Server's distinguished name

¥ Custom name
| Enter a tuped, fully distinguizhed name below.

CN=192.168.10.254.0U=YUMa. 0=D0)|

[Example: .CH=twamm acme. com. O=bcme. C=5]

See the help topic for this page for more information
on constructing custom names.

¢ Back I MHewt > I Cancel Help

Change the server name portion of the Custom name to the private
IP address of the BorderManager server. In the example shown,
.CN=BORDER3.0U=YUMA.O=DD has been changed to:

.CN=192.168.10.254.0U=YUMA.O=DD.

Click Next to continue.
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B Create a Key Material object |

Choose the Certificate duthonty [CA] that will zign the

N ove “ certificate for this Key Maternal object.

| Selecting this option will fully automate the creation
and starage of the certificate.

™ External Cf,
A Ch external ta thiz HDS tree.

¢ Back I MHewt > I Cancel Help

June 8, 2004

Select the Tree CA as the Certificate Authority to sign the certificate

for this Key Material Object.

Click Next to continue.
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B Create a Key Material object

Novell

Choose the signature algorithm that the C& should use to
zigh the certificate.

™ RS54 enciyption with an MD2 hash
™ RS54 enciyption with an MDS hash

' RS2 encruption with an SHA1 hashk

June 8, 2004

|

¢ Back I MHewt > I

Cancel Help

Select the RSA encryption with an SHA1 hash choice, and click on
Next to continue.

B Create a Key Material object

Novell

Chooze the trusted root certificate far thiz Kew Material
ohject.

The certificate in the Key Matenal object will chain
back to the tree CA's zelf-zigned cerdtificate.

" Global root for Movell, Ine.

The certificate in the Key Matenal object will chain
back to the global root for Movell, ne. Select thiz
optian only if the certificate will be uzed with
zoftware capable of processing the Mowvell
Registered Attributes [km].

=]

¢ Back I Finizh I

Cancel Help

Select Organization’s and click on Finish to complete the Key

Material

Object creation.
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B Netware Administrator: PKl Services |

The F.ey Maternial object haz been created with the following distinguizhed name:
BMGR_S5L_40BIT - BORDER 3 YUMA DD,

You should see a message that the Key Material Object has been
created. Click on OK.

% Netware Adminiztrator - [[Root] [CRAIG]] [_ (O]
E Object  “Wiew Options Tools Window Help -||5’|£|
FEl s amel nd% Wi B lwBH e =
& [Root] =
- o5 DD [ |
— ]l BORDER3

— [H| BORDER3_CACHE1
— H BORDER3_CACHE?
— |H BORDER3_LOG
— [EH| BORDER3_SYS
— [H BORDER3_¥O0L1
- =ISAS Service - BORDER3
¢ BMGR_SSL_40BIT - BORDER3
ZMNovell+BorderManager Access Control+350
#Z MNovell+BorderManager Authentication Services+350
2 Novell+BorderManager Client VPN+350
ZMNovell+BorderManager Gateways+350
Z Novell+BorderManager Proxy+350 ﬁ
3

I

Tree: CRAIG | dmin. DD | Selected: 1

The new Key Material Object should now show up in the NDS
tree. You can now assign the key for SSL Proxy Authentication.
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Assigning the Key Material Object for SSL Proxy Authentication

To assign a Key Material Object for use in SSL Proxy
Authentication, select the BorderManager server object, and then
Authentication Context.

B Authentication Ed |

Buthentication | I:Dnte:-:tl

[¥ Enable HTTF Proxy Authentication
—Authentication Schemes

¥ Single Sign On
Time to wait for Single Sign On reply: IE{ zeconds
v SSL
S5L Ligtening Port; |443
KeplD:  |BMGR_SSL_40BIT =]
Far Authentication page, zend natification in
’V & HTML Fom ™ JAA Applet
bl &innum jdle time befare requirting a new login; |3 Iminuteg j

[ Authenticate Only when user sttempts to access a restiicted page

[~ Enable Transparent Telnet Proxy Authentication

| F, I Cancel Help

You should now be able to assign any Key Material Object created
on the BorderManager server in the Key ID field. The encryption
level required on the browser will be set by the Key Material Object
selected. Start with a 40-bit key, and if that works, try a 128-bit key,
if you have 128-bit BorderManager encryption available to you.

In very old PC’s, not all browsers will support a key with greater
than 40-bit encryption, so be sure to try a 40-bit key first!

In the example show, the Time to wait for Single Sign On reply
has been set to 5 seconds. This amount of time will have to elapse
after the browser contacts the BorderManager server before an SSL
Proxy Authentication login screen pops up.

HTML form is the only reliable method for SSL authentication. The
Java form has some compatibility and security issues.
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Using SSL Proxy Authentication
In order for Proxy Authentication to be used, you must

e have an Access Rule that calls out an NDS object as a
source

e require proxy authentication in the Authentication Context

menu in NWADMN32.
B Effective Rules [Read Only) |
Action | Source | Arccess | Deztination | Rule Location | Time | Log |
Al Admin. DD LRL Any URL BORCERZYUMA. DD Mo Mo
Dreny Any A Any Drefault

|

The example above shows the Effective Rules for a test of SSL
Proxy Authentication. Only one Allow URL rule has been set up,
and it specifies a source equal to the NDS user ID ADMIN.DD. The
default rule Deny Any will block any other attempts to use the
HTTP Proxy.
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Test Conditions

Netscape Navigator 4.71 was used, with the HTTP and Security
proxy settings filled in with the BorderManager server BORDER3
private IP address and port 8080.

CLNTRUST.EXE was not running on the PC.

Netscape was launched, and after 5 seconds of inactivity, a
certificate acceptance dialog began on the browser.

+"-5- Mew Site Certificate - Hetscape

3 New Site Certificate

192.168.10.254 is a site that uses encryption to protect transmitted
information. However, Netscape does not recognize the authority who
signed its Certificate.

although Metscape does not recognize the signer of this Certificate, you may
decide to accept it anyway so that you can connect to and exchange
information with this site.

This assistant will help vou decide whether or not you wish to accept this
Certificate and to what extent.

Mext= Cancel

The first of several certificate acceptance menus is shown in the
example above when SSL Proxy Authentication was invoked by the
BorderManager server at the browser.

The certificate is necessary to identify the site requesting secured
data. The only data to be passed to the BorderManager server in
encrypted format will be the login ID and password.

Accept the certificate defaults as desired in order to get to the SSL
Proxy Authentication login screen.
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The SSL Proxy Authentication Login Screen (HTML)

2 Novell BorderManager Login - Netscape

File Edit Wiew Go Communicator Help

4 ¥ A 4 . m o 4 O @

Back Fomward Reload Haome Search  Metzcape  Print Security Shop Stap
w§ " Bookmarks A Looatior: [htps://192.165.10.254:443/BM-Login/? hitp:/ /support novell co. v | @507 What's Related
Mavell Barderbda Hovell Support Alkavista HOME CMHM Interactive Google |’_|"r Channels Rez

Novell. BorderManager
-

Please Login
Context | default =]
Tsername: Iadmin.dd.craig
Pagsword:  [rrenwd|

Destination: Ihttp ffsupport .novell.comf servlet/Enowle

Login | Reset |

|5 == |Document: Done EEE N

BorderManager 3.7 and earlier SSL Proxy Authentication HTML
Login Menu.

In the example shown, the BorderManager miniwebserver has
created a login screen on the user’s browser. Note the small padlock
in the lower left corner of the browser, which indicates that a secure,
encrypted session is in progress.

In order to authenticate to the BorderManager server, which has an
access rule allowing only the ADMIN.DD user to access a URL, the
fully distinguished user name must be typed into the Username
field, without the leading period and with the NDS tree name
(CRAIG in this example) trailing. If the context DD in the NDS tree
CRAIG has been configured as a default context in NWADMN32,
then only Admin needs to be typed into the Username field.

The admin user’s NDS password is typed into the Password field.

You cannot change an NDS password from a BorderManager proxy
authentication web page.
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Click on the Login button send the data to the BorderManager
server.

Security Information E |

W aringl Y'ou have requested an inzecure document that waz
originally dezignated a secure document [the location has been
redirected from a secure to an insecure document]. The document
and any information you gend back could be obzerved by a third
parky while in tranzit,

Cancel |

If the login ID and password are accepted, the session will changed
from a secure (encrypted) session to a normal session, and you may
see a dialog box warning you of the transition.

Click Continue, and your original URL request should then be
proxied by BorderManager.
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BorderManager 3.8 SSL Proxy Authentication Login Screen (HTML)

2} Novell BorderManager Login - Microsoft Internet Explorer |Z||E|[g|
File:

e Back - d |ﬂ @ : h /_\J Search \51'\'( Favorites @Media ﬁ‘} [__\.v :'\; — _J J%
Address |@ https:if192. 168,13, 1:444/BM-Login) 7% 22htkp: [fsupport. novell, com/% 22 V| Go  Llinks ¥
Google - | v | fb searchweb - | ggh | PageRsnk B 64 blocked [ doptions
Novell. BorderManager* N

Edit Wiew Favorites Tools  Help 1';'

»»

F)

Flease Lagin

Context:

Username:

|.admin.dd.heta |

Password:

Destination:

|http:;’a'suppnrt.nnvell.c:cnm;r |

Copyright 1999-2003 Navell, Inc. All rights reserved.

€

I@ Daong é ‘j Local inkranet

BorderManager 3.8 SSL Proxy Authentication HTML Login Menu

BorderManager 3.8 provides a newer HTML login screen for SSL
Proxy Authentication. The major difference between the 3.8 version
and earlier versions is that it can be more easily customized, to add
corporate legal warnings, for instance.

The main SSL login screen HTML code is contained in the
SYS:ETC\PROXY\DATA\BMLOGIN.HTM file.

The usage of the login page is the same as with the earlier versions.
Enter the fully-qualified login name (including NDS tree!) and NDS
password, and click on Login.
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=} NOVELL: Support - Microsoft Internet Explorer,

Edit Wiew Favorites Tools  Help ?’

File:

@Back - .\_;1 @ @ \:h pSaarch ‘Ejn\?Favorites *Media @ ﬁ%' h{_; by \_J é_%
v| Go  Links ®
B Search Web go DEehenk Dhjedblocked 5 cutoril 5] Rd options 0

COhAPANY Ml NOWELL SOLUTIONS FRODUCTS TRAINING SUFFORT FARTHERS

Address |@ http:fsupport. navell, com

choose a language & HOW TO EUY  J DOWHLOAD

Know ledgebase N .
H €
¢ Free online suppaort resources : > mthrNteran
e Semces

i. | Patches and Fixes :

¢ Movell's extensive download library

F First Time Users i
S50 Howe to use the Maovell product support site Howvell ATT Live at Moy
’ | UT, USA Dec. 1517, 20
i 40+ handg-on courses b

PATT instructars, Mowvel
s H
_____ free product sUpPOrt s Sae 20%. Mo, see T

Help yourselfto an impressive arsenal of complimentary online ¢ The Rings" premicr with
sinnnt rasnrrac STth 1 201 Al
24 b
I@ Q Inkernet

The example above shows the proxied connection requested after the
SSL Proxy Authentication login dialog occurred.

Proxy Authentication will be in effect as long as there is a browser
connection to the BorderManager server, or the inactivity timeout
value (specified in the Authentication Context menu in
NWADMN32) has not been exceeded. The default timeout value is
three minutes. BorderManager will consider ANY data coming
from the same IP address within that three-minute interval to be
related to the user ID authenticated earlier. You could even reboot
the PC and have another user log in and still have authenticated
access, as long as that was done within three minutes of the last
activity. If you have a situation where you do not want this to occur,
shorten the timeout value dramatically. If you can use CLNTRUST
instead of SSL Proxy Authentication, the process of authenticating
will be much easier on the users. Unfortunately, CLNTRUST does
not run on all platforms.
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Note Macintosh computers may not be able to use SSL Proxy
Authentication with Internet Explorer as the browser. Try a later version of
Netscape instead. The problem is mostly related to an old version of SSL
used in BorderManager, but the problem has been addressed in
BorderManager 3.7 and later. In either case, be sure to disable TLS in the
browser if you have issues with SSL Proxy authentication working.

Cookie-based Proxy Authentication

With the release of BorderManager 3.5 Proxy/ACL patch
BM35C09.EXE, BorderManager Proxy Authentication can be done
with cookie-based authentication. Prior to this patch, Proxy
Authentication only related a host’s IP address to the HTTP data
stream coming through the BorderManager server. Because all
Citrix or Terminal Server users share the same IP address, Proxy
Authentication was effectively useless, since it ended up
authenticating all Citrix/Terminal Server users to the access rights of
the first person to authenticate. With the new patch, the capability
existed to authenticate on a session-by-session basis with a cookie
stored on the Citrix user’s browser. The cookie-based authentication
process requires the use of SSL Proxy Authentication (no
CLNTRUST), and has some severe limitations. Check the readme
of the latest patch sets to see how (or if) this feature is implemented.

One severe limitation of the patches BM35C09 through (at least)
BM36CO01 is that HTTPS sites cannot be browsed from a Citrix
server if cookie-based authentication is being used.

Cookie-based authentication is not available for BorderManager 3.0.

Cookie-based authentication requires the following entry in the
SYSA\ETC\PROXY.CFG file:

[BM Cookie]
BM_Forward_Cookie=1

Cookie-based authentication had so many limitations that it was
replaced with Terminal Server Authentication in BorderManager 3.7
service pack 2 and later. Terminal Server Authentication can be
applied to BorderManager 3.5 and 3.6 servers by using the
PROXY.NLM from BorderManager 3.7.
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Proxy Authentication For Citrix and Terminal Servers

Concept

Pros

Cons

Terminal Server Authentication uses a browser-based SSL login
menu to collect authentication on individual browser sessions, and
tracks the authentication by means of a cookie, used only for a single
browser session. Users must log in to the BorderManager proxy
server each time they open a browser, but will not have to log in
again as long as the browser is not closed.

Terminal Server Authentication is aimed at Microsoft Terminal
Server clients (or Citrix clients) where many users can share a single
IP address. This method of authentication discriminates among
individual users on a terminal server, and as such can provide
different access levels per user, based on access rules calling out a
NDS user, group or container as the source.

Terminal Server Authentication essentially eliminates all of the
major problems that afflicted the cookie-based authentication
method engineered for BorderManager 3.5 and 3.6.

e Authenticates and tracks individual users, per browser
session, on a terminal server.

o Unlike the earlier cookie-based authentication, terminal
server authentication can be targeted to individual IP
addresses, ranges of IP addresses, or IP network addresses.
Hosts not in the range of targeted addresses are not affected
by this authentication method and can continue to use
CLNTRUST.

o Unlike the earlier cookie-based authentication, terminal
server authentication allows browsing of SSL sites.

e The authentication process is not transparent to the users. An
SSL. Proxy Authentication login menu appears on the
browser at the beginning of each browser session making
use of HTTP Proxy. CLNTRUST cannot be used.

e The authentication method only supports a limited range of
browsers, including Internet Explorer 5.5 and 6.0, and
Netscape 6.0, as of BorderManager 3.7 service pack 3.

o The authentication lasts only for the life of the browser
session. If the browser is closed, the user must authenticate
again the next time the browser is opened. However, some
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browsers can be configured to automatically fill in the login
information.

Configuring Terminal Server Authentication

A special application called PXYAUTH.EXE is required to be
installed on the terminal server to automate part of the authentication
process for the user. PXYAUTH.EXE should be found in the
SYS:PUBLIC directory of the BorderManager 3.7 (patched to at
least Service Pack 2) or later server. This application should be
installed on the terminal server before clients make use of terminal
server authentication. The terminal server administrator simply
needs to run the program once to install it, in the same way that most
applications are installed to a terminal server. (That is, there should
be no user sessions open on the server.)

Once the PXYAUTH.EXE application is installed on the terminal
server, a critical part of the authentication method is automated for
the users. Users may see a brief flash of a login menu right after the
SSL Proxy Authentication login process is completed. In the
background, the PXYAUTH program is automatically running a
second authentication process required for the terminal server
authentication method to function.

PROXY.CFG Configuration

All other configuration aspects of Terminal Server Authentication
are configured using SYS:ETC\PROXY\PROXY.CFG entries.

The PROXY.CFG file must contain the following entries

[Extra Configuration]

EnableTerminalServerAuthentication=1

These entries enable Terminal Server Authentication, but are not
sufficient to tell the proxy what IP addresses are to be targeted for
this authentication method.

There are three other possible sections which can be used in the
PROXY.CFG file to target the terminal server IP addresses. These
sections can be used individually or in combination

e Authentication Subnets
e Authentication Ranges

e Authentication Addresses
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[Authentication Subnets]
PrivateSubnet1=11.0.0.0/255.0.0.0
PrivateSubnet2=11.4.5.100/255.255.252.0
PrivateSubnet3=164.99.145.98/255.255.252.0

The [Authentication Subnets] section allows you to define entire
subnet addresses that are used for terminal server farms. Each IP
address subnet is preceded by the PrivateSubnetX= command, where
Xis 1,2, 3, etc.

[Authentication Ranges]
PrivateRange1=100.25.4.5-100.25.4.60
PrivateRange2=20.1.1.1-20.4.5.25

The [Authentication Ranges] section allows you to define IP
address ranges that are used for terminal servers. Each IP address
range is preceded by the PrivateRangeX= command, where X is 1, 2,
3, etc.

[Authentication Addresses]

PrivateAddr1=192.168.10.50

PrivateAddr2=192.168.11.50
ivateAddr3=192.168.12.50

¢
The [Authentication Addresses] section allows you to define
individual IP addresses that are used for terminal servers. Each IP
address is preceded by the PrivateAddrX= command, where X is 1,
2,3, etc.

Configure the PROXY.CFG file with the desired entries for Subnets,
Ranges or Addresses, and load (or reload) PROXY.NLM on the
BorderManager server. Be sure the PXYAUTH.EXE program was
installed on the terminal server. Enable SSL Proxy Authentication
in NWADMN32, BorderManager Setup main menu,
Authentication Context. Configure access rules as needed to call
out NDS users, groups or containers, and then test by browsing from
a terminal server session.

If the authentication method is working properly, the users should
receive a SSL Proxy Authentication prompt when they first browse,
and each user on the terminal server should be individually
authenticated and subject to different access rules, based on their
SSL login user ID.
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On the BorderManager server proxy console screen, Option 24
should show that terminal server authentication is enabled, and
should show more than 0 terminal server authentication requests.
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DNS Parameters

BorderManager proxy has its own DNS caching scheme, used to
hold DNS address query results in memory to avoid having to make
unnecessary DNS lookup requests. This is NOT a DNS service
running on the server, but a caching of the replies. In this
configuration, DNS services should be running on another server,
which could be internal on the network or at the ISP’s network.

Select the DNS button on the BorderManager setup main menu page
to configure DNS parameters.

B2 DNS E3
DNS ]

DMS Tranzport Protocol

-

DMS Resolver Timeot: 2 |minutes v
Negative DNS Lookup: 15 |seconds v
Mavimum DNS Entry TTL: 7 |daws |
Minimum DNS Entry TTL: 2 |minstes |

b asirum DMS Entry Threshold: 10000

Bezet to Default |

2k, | Cancel Help

BorderManager 3.7 Service Pack 2 Example — note that the TCP
DNS Transport Protocol option has been disabled in the later
patches.

One parameter has been changed from the default — set the
Maximum DNS Entry Threshold up from the default of 2500 to
10000. This allows BorderManager to cache up to 10,000 separate
DNS entries in DNS cache memory at one time. If the upper limit is
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reached, the oldest entries will be flushed from cache to make room
for new ones.

The Negative DNS Lookup parameter requires some explanation. If
BorderManager cannot resolve a name, a negative entry is held for
this period of time. During that time period, any additional requests
for the same hostname are answered (immediately) with a message
about a failed DNS request. Only after the timeout period expires are
additional DNS lookups to that hostname sent again to a DNS
server. This feature prevents many people from needlessly
overloading a DNS server asking for the same (invalid) hostname.
This feature only applies to web browsing requests through the
proxy server, or if the DNS proxy is being used.

The other options are best left at the default values. A brief
explanation of each parameter can be found using the online help in
NWADMN32. Some additional explanation is given below:

DNS Transport Protocol: Most DNS queries are done using UDP
protocol. However, there are some cases where your ISP may not be
routing UDP or there is some issue preventing UDP DNS queries
from working well in a particular environment. In case of problems
with DNS resolution (using HTTP Proxy or DNS Proxy), try
changing the transport protocol here to TCP. Most DNS servers will
support either UDP or TCP lookups.

Maximum DNS Entry TTL: TTL stands for Time To Live, and this
parameter is the maximum allowed time that a DNS address is to be
cached by BorderManager. After that time period, a new query is
sent to reconfirm the address of a host name.

Minimum DNS Entry TTL: This value indicates that a DNS
lookup result should be held in cache for no less than the specified
time before a new query is tried to the same host name.

Note If you put entries in the BorderManager server's HOSTS file, anyone
using DNS Proxy can resolve those entries as ‘A’ type resource records.
Thus, the DNS Proxy can act like a ‘poor man’s DNS server’.
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Transport

B Transport

From the BorderManager setup main menu, select Transport to
configure timeout values.

Tranzpaort

TCP

Eztablish Connection Timeot; B |zeconds -

Connection E.eepalive Interval: |5 | minutes j
Data Read Timeout: |2 |minutes j
|dle Server Persistent Connection Timeout: |3|:| |minutes ﬂ
[dle Client Persistent Connection Timeout: |'| 0 |minutes j

Bezet to Default |

2k, | Cancel Help

One change has been made to the default settings. The Establish
Connection Timeout has been changed from 30 seconds to 45
seconds to give additional time to connect to slow web sites.

The other options are best left at the default values. Some of these
settings may provide a workaround to or relief from problems
connecting to particular web sites, but only trial-and-error testing
will tell for sure.

A brief explanation of each parameter can be found using the online
help in NWADMN32. Some additional explanation is given below:

Establish Connection Timeout: This is the amount of time that
BorderManager will spend trying to get a response from a site before
giving up and returning an error to the user.

Connection Keep-Alive Interval: Connection Keep-Alive Interval:
If persistent connections are being used (see below), this is the time
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interval between the packets that the BorderManager proxy sends to
a web server to keep the connection open. Reducing this value may
result in additional unnecessary use of WAN bandwidth as
additional unnecessary keep-alive packets are sent.

Data Read Timeout: When data starts transferring from an external
server to BorderManager, this is the amount of time that
BorderManager will wait before dropping the connection if data
stops flowing. On slow connections or very busy WAN links, you
may need to increase this time value to prevent incomplete web
pages or data transfers from occurring.

Idle Server Persistent Connection Timeout: BorderManager will
attempt to hold open connections to browsers for some period of
time even when no requests are currently being made from that
browser. This parameter is supposed to improve performance, but in
some cases may cause problems to certain web sites. This time
interval is the amount of time that BorderManager will use before
dropping a connection to a browser. Establishing a new connection
from a browser takes longer than requesting data from the HTTP
Proxy when a connection has already been established.

Idle Client Persistent Connection Timeout: BorderManager will
attempt to hold open connections to web servers for some period of
time even when no requests are currently being made to that web
server. This parameter is supposed to improve performance, but in
some cases may cause problems to certain web sites. This time
interval is the amount of time that BorderManager will use before
dropping a connection to a web server. Establishing a new
connection takes longer than requesting data from a web server
when a connection has already been established.
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Chapter 6 - HTTP Proxy

Concepts

Pros

The purpose of the HTTP Proxy is to take requests from a browser,
and regenerate those requests onto the BorderManager public (or
private) interface, get the results back from a web server, cache the
results, and send the results back to the requesting browser. The
traffic being proxied can be subjected to control by means of Access
Rules.

The HTTP Proxy listens on the port number that you configure
(normally port 8080), and that port number should not be the same
as normal HTTP traffic (TCP port 80).

The browsers must be configured to use a proxy server in order to
make use of HTTP Proxy. HTTP Proxy is also known as ‘Forward
Acceleration’.

The HTTP Proxy will automatically listen and proxy traffic on any
IP address configured as Private in NWADMN32, BorderManager
Setup, [P Addresses. If you want the HTTP proxy to be available to
users on the public side of the BorderManager server, you can define
the public IP address as private and public. The HTTP proxy will
then listen on the public IP address, as well.

o The use of the HTTP Proxy can be controlled by Access
Rules based on URL’s to be Allowed or Denied. If the
default packet filters have been enabled (using the
BRDCFG.NLM utility) and the Enforce Rules box has been
checked in NWADMN32, BorderManager Setup, then no
one on the internal LAN will be able to browse through the
BorderManager server. The default packet filters will
prevent anyone from bypassing the HTTP Proxy because
HTTP Port 80 traffic will be filtered, while the default Deny
All rule will prevent any users from using the HTTP Proxy
until an Allow URL Access Rule has been added.

e The HTTP Proxy has many configuration options. The
HTTP Proxy can make full use of NDS-based Access Rules,
as long as Proxy Authentication is enabled.

e HTTP Proxy caches data retrieved, so that later requests can
be served from disk or RAM without having to use Internet
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bandwidth. The caching behavior of the HTTP Proxy can be
configured in great detail.

e The HTTP Proxy does more than just proxy the HTTP data
(as a Transparent Proxy would) — it also does the DNS
lookups for the requesting browser, and it tunnels HTTPS
requests. DNS queries are cached as well as the HTTP data
for better performance.

Cons

e The browsers must be configured to use HTTP Proxy by
pointing to the proxy IP address and proxy port number.

e Some web servers and browsers do not correctly follow RFC
guidelines, resulting in occasional problems viewing certain
web sites. Typically, these problems are addressed in
patches from Novell and settings in the PROXY.CFG file.

e (Caching, an integral part of HTTP Proxy, does not work
well when an NSS cache volume is used. It is essential that
the server is configured with a traditional cache volume.

o The default filter exceptions for BorderManager 3.8, and in
some cases 3.7, are designed to allow only port 80 and 443
to be used by the HTTP Proxy, meaning that web servers
using non-standard port numbers will not be accessible
unless custom filter exceptions are configured. This subject
is well covered in my book on configuring BorderManager
filter exceptions.
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How BorderManager HTTP Proxy Works
With DNS

It is important to know how the HTTP Proxy interacts with DNS
requests.

When a browser is configured to use the HTTP Proxy, a request is
sent to the HTTP Proxy to retrieve the data at the specified URL.
All of the work of getting that data is then done by the HTTP Proxy,
and that includes looking up the IP address of the URL. When the
browser is configured to go ‘direct to Internet’ (no proxy), the
browser’s PC must resolve the URL to an IP address. The point here
is that the HTTP Proxy (unlike the HTTP Transparent Proxy) will
perform the DNS lookup instead of the PC, which means that the
BorderManager server must be configured to point to a DNS server.

The HTTP Proxy will go through several steps in order to resolve an
IP address from a URL. It does not simply send a request to a DNS
server as a PC might. BorderManager keeps the most recent DNS
addresses in memory for better performance on subsequent requests.
The maximum number of DNS addresses held in memory is
configured in NWADMN32, and defaults to 2,500 entries. (I
recommend setting that limit up to 10,000 entries).

The HTTP Proxy also writes those DNS addresses entries to disk
every 10 minutes in the SYS:\ETC\PROXY\PXYHOSTS file. This
is so that the next time that PROXY.NLM loads, it will immediately
read all of those addresses back into memory so that the addresses
do not have to be resolved again. (The entries also age out after a
time, and the HTTP Proxy will recheck the addresses in time).
Because a new PXYHOSTS file is written so often, I recommend
flagging the SYS:\ETC\PROXY directory for immediate purge of
deleted files. (FLAG PROXY P /DO)

The HTTP Proxy will pull in addresses from the SYSA\ETC\HOSTS
file as well as from a DNS server. This has important ramifications
for internal web servers. If you do not have an internal DNS server,
you can still have the HTTP Proxy resolve an internal URL as long
as you put the correct entry into the BorderManager server’s HOSTS
file. Consider the following example:

#

address

127.0.0.

192.168.
192.168.
192.168.
192.168.

1

10
10
10
10

# SYS:\ETC\HOSTS

.252
.250
.249
.251

loopback 1lb localhost # normal loopback

BORDER1

www . yourdomain.com
www2 . yourdomain.com
www3.yourdomain.com
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Each HOSTS file should contain at least the 127.0.0.1 LOOPBACK
entry and an entry for the server itself (here 192.168.10.252
BORDER1). The example shown also gives internal IP addresses
for www.yourdomain.com, www?2.yourdomain.com and www3.
yourdomain.com. With these entries in the HOSTS file, the HTTP
Proxy (and reverse proxy acceleration of internal web servers,
explained later) does not need to point to an internal DNS server in
order to pull data from those web servers. More importantly, if there
is no internal DNS server, the proxy knows to go to the internal IP
addresses of the web servers when a request comes from the internal
to one of those URLs.

If the BorderManager server is set to point to an internal DNS
server, the HOSTS file entries should still take precedence. A
NetWare server will periodically check the HOSTS file every minute
or so in order to catch new entries with no action required on behalf
of the server administrator. When an entry is read from the HOSTS
file, it is placed into BorderManager’s DNS memory cache.

Both the HTTP Proxy and the DNS Proxy read from the same DNS
memory cache. The entries are read from cache, not from the
PXYHOSTS file. The PXYHOSTS file is only read when
PROXY.NLM loads, in order to immediately populate the DNS
memory cache.

When the HTTP Proxy receives a request for a certain URL, the
proxy first checks the memory cache to see if one (or more) IP
addresses exist for the URL. If no entry is found, the first DNS
server configured will be requested to provide an IP address for the
URL. (The DNS server entries are configured in INETCFG.NLM,
Protocols, TCP/IP, DNS Resolver Configuration. The data entered
there is stored in the text file SYS:\ETC\RESOLV.CFG).

In general, if the first DNS server does not respond at all in a certain
amount of time, the next DNS server in the list is tried, assuming
you configured more than one DNS server. (You can configure up
to three DNS servers, but generally only the first one is used — the
others are for backup). This is true for how NetWare uses DNS
resolution. BorderManager proxy has an additional feature — it
constantly sends a query for www.novell.com to each DNS server
configured in the RESOLV.CFG file. If it does not get an answer
back in a certain amount of time, it marks that DNS server as down
and will not send queries to it until it begins responding again. You
can see the DNS status on menu option 4 on the Proxy Console
screen on the BorderManager server.

If you have internal web servers, you MUST have BorderManager
configured to resolve the web server to the internal IP address! This
simple point is often overlooked. If you only specify your ISP’s
public DNS servers in INETCFG, your BorderManager server will
not know how to get to the actual web server. If you do not have an
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internal DNS server, put the entries in the BorderManager server’s
HOSTS file, simple as that!

The question sometimes comes up — how do I set up internal DNS
servers and the DNS proxy and the BorderManager server itself?
This can seem very confusing, as it seems that everything is pointing
back at itself, or in circles. Here is one scenario that explains how
the process works

1. There is an internal DNS server with some internal IP addresses.

2. Dynamic NAT with a stateful DNS packet filter exception has
been configured on the BorderManager server to allow internal
DNS requests to go out to the Internet, and allow the responses
to those requests.

3. The internal DNS server is forwarding non-authoritative
requests to the ISP’s DNS servers. (Non-authoritative requests
just means ‘requests to a domain that I am not set up for’). Those
requests go out through the BorderManager server by means of
dynamic NAT and filter exceptions.

4. The BorderManager server has DNS proxy enabled.

5. The BorderManager server has three DNS servers configured in
INETCFG. The first server in the list is the internal DNS
servers. The two backup servers (second and third in the list) are
the ISP’s DNS servers.

In this scenario,
e A browser requests a URL from the HTTP Proxy.

e The HTTP Proxy checks its DNS memory cache, and finds that
it does not have an entry.

e The HTTP Proxy sends a DNS requests to the first configured
DNS server — the internal DNS server.

e The internal DNS server checks its memory cache and finds that
it does not have an entry. The internal DNS server then makes a
request to one of the ISP’s DNS servers.

e The DNS request passes out through the BorderManager server
by way of the packet filter exceptions.

e The ISP’s DNS server finds the needed IP address, and passes
that data back to the internal DNS server, by way of the
BorderManager server.

e The internal DNS server adds the entry to its memory cache, and
passes the answer back to the BorderManager HTTP Proxy.

e The HTTP Proxy adds the entry to its memory cache, and then
goes out and requests the HTML data from that IP address.
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If the URL was for an internal host, the BorderManager server may
have found the entry in its own DNS memory cache from a HOSTS
file entry, or the internal DNS server would have had the IP address
in its memory cache.

If an incorrect entry gets into the BorderManager server’s DNS
memory cache, you will see that there are two places you must
change that entry. (Perhaps an internal web server just changed IP
addresses, and you want to make sure the HTTP Proxy doesn’t go to
the old IP address). The first place to make a change is the DNS
memory cache. You cannot change an entry there, so you must clear
it by unloading PROXY.NLM. However, when PROXY.NLM
loads again, it will simply read back in the old IP address from the
PXYHOSTS file. So you must also delete the
SYSAETC\PROXY\PXYHOSTS file while you have PROXY.NLM
unloaded. In this way, when PROXY.NLM loads again, there will
not be any old entries for the old URL, and a new DNS lookup will
take place.

You cannot delete the PXYHOSTS file while PROXY.NLM is
loaded, and even if you did, the file would be rewritten within 10
minutes with the contents of the DNS memory cache. Unloading
and reloading PROXY —CC will clear the PXYHOSTS file on
BorderManager 3.5 and later.

If you wonder what IP address is actually being held in cache on the
BorderManager server, you can look up the address on the Proxy
Console menu option 12 at the BorderManager server. That
procedure is shown toward the end of this book, in the section on
Proxy Console Screens.

Some web sites have more than one I[P address because multiple
servers are being used for load balancing purposes. BorderManager
will try to use all of the IP addresses as well for fastest performance.
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How Browsers Are Configured For HTTP
Proxy

In order to use the HTTP Proxy, the individual browsers must be set
to point to the HTTP Proxy. The following examples show a typical
configuration, when the HTTP Proxy is set up at private IP address
192.168.10.254.

If you leave the browsers set to ‘Direct Connection to the Internet’,
no one should be able to browse as long as

a) the default packet filters have been configured, and
b) Transparent Proxy is not enabled, and

c) access rules are enforced.

Note There are ways to configure the browser proxy settings automatically
without having to visit each workstation and do it yourself. Please see the
section on this in the Odds & Ends chapter later in this book.
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Internet Explorer

Local Area Network (LAN) Settings

Aukamnakic configuration

Automatic configuration may override manual settings. To ensure the
use af manual setkings, disable automatic configuration.

[ lautomatically detect setkings:

|:| IJse automatic configuration scripk

Proxy server

Ilse a proxy server for wour LAR {These settings will not apply to
dial-up ar YPM connections),

Address: | 192,168.10.25¢ | Port: | G080

Bvpass proxy server for local addresses

[ Ok, l[ Cancel ]

Internet Explorer, (version 6.0, 5.x is the same), is configured under
the Tools, Internet Options, Connections, LAN Settings, Proxy
Server option. Enter the HTTP Proxy server IP address and port
number (usually) 8080, and set the following options:

e Do not Automatically detect settings. Doing so will only
slow things down. (If you really want that option to work,
start your research by searching the Internet for the WPAD
option. I have some information on that at my web site,
http://www.craigjconsulting.com.)

e Do not Use automatic configuration script, unless you want
to make use of a PROXY.PAC file. [ have some
information on that at my web site tip #64
(http://www.craigjconsulting.com) along with some sample
files.

e  Check the option ‘Use a proxy server for your LAN...’

e Check the option to Bypass proxy server IF you have an
internal DNS server to resolve local addresses. (Otherwise,
leave that option unchecked — the local traffic should go
through the BorderManager proxy, which may help with
certain DNS name resolution issues).
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Clicking on the Advanced button brings you to the following menu:

Proxy Settings @f5__<|

SErvErs
Help
[l Type Prosey address bo use Paort
e
“+ HTTP: | 192.168.10.254 || goa0 |
Secure: | | : | |
| : o]
Gopher | | g | |
Socks: | | g | |
Il=e the same proxy server For all protocols
Exceptions
[ Do nok use prosey server For addresses beqginning with:
e
e ‘ocalhost;
Ilse semicolons ¢ ; ) to separate entries,
[ (04 l [ Cancel

If you check the box (default setting) to Use the same proxy server
for all protocols, the same proxy server and port number will be used
for HTTP, Secure, FTP and Gopher. This is normally what you
want.

The Exceptions area at the bottom of this menu is where you enter
various URL’s that you do not want the browser to use a proxy to
access. The syntax on these entries can be tricky, and I advise you
to approach a proxy-bypass proxy with some patience.

A PROXY.PAC file is a centralized way to manage when to use and
not to use a proxy, as well as what proxy to use. An example of a
PROXY.PAC file is shown in the Odds & Ends chapter later in this
book.
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Moazilla 1.5

Preferences

Cakegory

Appearance

=1 Mavigator
Hiskory
Languages
Helper Applica, ..
Srnart Brawsing
Internet Search
Tabbed Browsing
Downloads

Composer

Mail & Newsgroups

Privacy & Security

ChatZilla

= advanced
Scripts & Plugins
kevboard Mavi. ..
Cache

L Proxies
HTTP Metworking
Software Inst. ..

Meiea Whaal

W

June 8, 2004

B
proves ___________|

Configure Proxies to Access the Inkernet

() Direct connection ko the Internet
(%) Manual proxy configuration
HTTP Proxy: [192.168.10,254 |
S5L Proxy: [192.168.10,254 |
ETP Proxy: |192.168, 10,254 |
|
|

Port:
Part:
Port:
Port:
Pork:

050
050
030
050

Gopher Proxy: | 192,168,10,254
SOCKS Host: |

(O SOCKS w4 (3) SOCKS v

Ma Prosy for: |localhost, 127.0.0,1
Example: .mozila.org, .net.nz

C,‘l Automatic proxy configuration URL:

K ] [ Cancel ] [ Help

In Mozilla 1.x, go to Edit, Preferences, Advanced, Proxies. Fill in
the HTTP, SSL, and FTP fields with the HTTP Proxy IP address
and port number (usually 8080). If you happen to use GOPHER,
filling in that line as well will allow you to pass GOPHER requests
through the HTTP Proxy.

The SSL field allows you to pass HTTPS (SSL) requests through the
HTTP Proxy to secure web sites. As one example, this field needs to
be filled in if you want authentication to WWW.HOTMAIL.COM.

The FTP field allows you browse PASV FTP servers using a
browser. This is not the same as using FTP Proxy, which is used by
true FTP clients, not browsers.

Note that the Socks field is left blank! Unless you happen to be
using a SOCKS server, filling in the SOCKS field will cause your
browser to have problems communicating.
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Preferences rz

Category

Secure Sockets Layer (S5L)

Languages A
Helper Applica... S5L Pratacal Yersions
Srnart Brawsing

- Enable 55k version
Internet Search nable 2oL wersion Edit Ciphers. ..

Tabbed Browsing Enable 55L wersion 3

Dovenloads [] Enable TLS
Composer
Mail & Mewsgroups

[l Privacy & Security Mozilla can alert you o the security status of the web page wou are
wiewing. Sek Mozilla to show a warning and ask permission before;

S50 Warnings

Cookies
Images [] Loading a page that supports encryption
Fopup Windows Loading a page that uses low-grade encrypkion
Farnis |:| Leaving a page that supports encryption
Passwords [ Sending Form data From an unencrypted page ko an unencrypted
Masker Passw... page
[] viewing a page with an encrypted/unencrypted mix

Certificates
Yalidation

ChatZilla

Advanced

£ ||

(] 4 ] [ Cancel ] [ Help

Next, under Edit, Preferences, Privacy & Security, SSL, disable
the Enable TLS option, if you intend to use SSL Proxy
Authentication.

Unless either Mozilla changes things in a later version, or a
BorderManager patch fixes the issue, attempting to use SSL Proxy
Authentication may result in the cryptic error message ‘Document
Contains No Data’. This same issue occurs with a number of
browsers. Disabling TLS support generally makes proxy
authentication work OK.
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Opera 7

Proxy servers

< <1 %

.

.

[ Do not use proxy on the addresses below

HTTP
HTTPS
FTP
Gopher

WIS

Enable HTTP 1.1 for prooy

June 8, 2004

|192.168.1EI.254 Paort 030

|192.168.1EI.254 Paort 030

|192.168.ID.254 Port 030

|192.158.1D.254 Part ns0

RLIRIEN

| Part

IJse aukarmatic prosxy configuration

L]

Kl

(] 4 | Zancel Help |

In Opera 7 (version 7.20 used for the example above), go to File,
Preferences, Network, and click the Proxies button. You should then
see the menu shown above. Fill in the HTTP, HTTPS, and FTP
fields with the HTTP Proxy IP address and port number (usually
8080). If you happen to use GOPHER, filling in that line as well
will allow you to pass GOPHER requests through the HTTP Proxy.

The HTTPS field allows you to pass HTTPS (SSL) requests through
the HTTP Proxy to secure web sites. As one example, this field
needs to be filled in if you want authentication to
WWW.HOTMAIL.COM.

The FTP field allows you browse PASV FTP servers using a
browser. This is not the same as using FTP Proxy, which is used by
true FTP clients, not browsers.

Note that the Socks field is left blank! Unless you happen to be
using a SOCKS server, filling in the SOCKS field will cause your
browser to have problems communicating.
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Netscape 4.7
Manual Proxy Configuration |

—Servers
Type Addrezs of proRy server o uge Port
HTTP:  [192.16810.252 - |B08n
Secuity:  [192.16810.252 : [Bo80
ETF: [192.168.10.252 : |8020
Sacks: | : |1 g0
Gopher:  [192.168.10.252 : |a0eo
wibls: | [

— Exceptions
Do not use prowy servers for domaing beaginning with;
127.001,192168.10.2582 ﬂ
|lze commasz [ ] to zeparate entries.

k., I Cancel |

Netscape Navigator, (version 4.71 is shown here), is configured
under the Edit, Preferences, Advanced, Proxy, Manual Proxy
Configuration menu. Fill in the HTTP, Security, and FTP fields
with the HTTP Proxy IP address and port number (usually 8080).
If you happen to use GOPHER, filling in that line as well will allow
you to pass GOPHER requests through the HTTP Proxy.

The Security field allows you to pass HTTPS (SSL) requests through
the HTTP Proxy to secure web sites. As one example, this field
needs to be filled in if you want authentication to
WWW.HOTMAIL.COM.

The FTP field allows you browse PASV FTP servers using a
browser. This is not the same as using FTP Proxy, which is used by
true FTP clients, not browsers.

Note that the Socks field is left blank! Unless you happen to be
using a SOCKS server, filling in the SOCKS field will cause your
browser to have problems communicating.

It is a good idea to add the private IP address of the BorderManager
HTTP Proxy to the Exceptions field. In some cases, adding this
entry will prevent a problem with SSL Proxy Authentication, should
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you be using that. It may also help with certain issues to add the
loopback address 127.0.0.1 to the Exceptions menu.

Netscape Navigator settings are stored in a PREFS.JS text file,
which can be modified in various means (like ZENworks
applications) if necessary.
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HTTP Proxy Details

HTTP

Cache Hierarchy Client ] Cache Hierarchy Routing ] Logging

= Application Proxy E|
|
HTTP ] Cache Hierarchy Server ]

HTTP Ligtening Port: a0an

[ Ignore Befresh Requests From Browser

[ Filter Cookies

[v Enable Persistent Connections To Browsers

[v Enable Perziztent Connections Ta Origin 5ervers

[ Enable Java &pplet Stipping

The following parameters are configured by selecting the HTTP
Proxy, and then clicking on the Details button on the
BorderManager Setup main menu in NWADMN?32.

From the BorderManager Setup main menu, select the HTTP Proxy
check box to enable HTTP web proxy caching.

The following screens show the options configured when selecting
the Details button for the HTTP Proxy.

k. | Cancel Help

Select HTTP Proxy and click on Details to get the above screen.
Most users accept these default values.

The HTTP Listening Port number is normally left at port 8080.
This port number must also be configured in the browser proxy
settings.
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The Ignore Refresh Requests From Browser option is normally
left unchecked. Checking this box causes the HTTP Proxy to ignore
Reload requests from the browser. Normally, a Reload request from
the browser will cause the HTTP Proxy to clear old cache data and
immediately download a new page.

The Filter Cookies option is normally left unchecked. Checking
this box will cause the HTTP Proxy to filter all cookie requests to
the browser, and would result in many web services relying on
cookies to fail.

Enable Persistent Connections To Browsers is normally enabled.
This option is a performance-enhancing feature which greatly
reduces the time and traffic needed for the HTTP Proxy and a
browser to re-establish communications by maintaining keep-alive
traffic. Should you have problems with connections to particular
web sites, try disabling this option to see if things improve.

Enable Persistent Connections To Origin Servers is normally
enabled. This option is a performance-enhancing feature which
greatly reduces the time and traffic needed for the HTTP Proxy and
an origin web server to re-establish communications by maintaining
keep-alive traffic.

Enable Java Applet Stripping is normally left unchecked.
Enabling this option will improve security, but also cause web pages
requiring Java applets to be downloaded to the browser to fail.
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Cache Hierarchy Server

= Application Proxy

Cache Higrarchy Clignt ] Cache Higrarchy Routing ] Lagaing ]
HTTP Cache Higrarchy Server

[ Enable Cache Hierarchy Server

-

r

Multicast Group List o | W | Accezs Control List | }(|
Multicast |P Address | HosthameAP &ddress |

k. | Cancel | Help |

Leave these settings at the default (nothing selected), unless you
want to have this server act as a parent server in a caching hierarchy.
(Caching hierarchy is explained in more detail elsewhere in this
book).
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If you do not want to forward HTTP requests through another proxy,
leave the Cache Hierarchy Client settings blank, or do not check the

box labeled ‘Enable Cache Hierarchy Client’.

No Cache Hierarchy

= Application Proxy

HTTF ] Cache Higrarchy Server

[ Enable Cache Hierarchy Clisnt

Cache Hierarchy Clisnt l Cache Hierarchy Routing Logging

|

r

Meighbors List s | b4 |

Meighbor Hostharme | Froxy Port | ICF Port | Tupe | Fricrity | Domain |

kulticast Responder List | }(l

Unicast Address/M ame Prowsy Port |
k. | Cancel Help

The default values are all blank.
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Cache Hierarchy Client Set

B Application Proxy

HTTF ] Cache Hierarchy Server
Cache Hierarchy Clisnt l Cache Hierarchy Fouting Logaing l

v ‘Enable Cache Hierarchy Clignk

[v Must Only Forward Through Hierarchy
Cache Meighbor Timeout; |3 |3.3.;.;.n.j3 j

Meighbors List s | » |
Meighbor Hostharme | Froxy Port | ICF Port | Tupe | Fricrity | Domain |
192.168.10.254 2080 CERM 1

kulticast Responder List | }(l

Unicast Address /M ame Prowsy Port |

k. | Cancel Help

In the example shown, an HTTP Proxy has been configured to
forward all HTTP requests through an ‘upstream proxy’ using the
CERN protocol. The upstream proxy is located at 192.168.10.254,
and it is listening for requests on proxy port 8080. (This
configuration is shown in the Scenario 9B in Chapter 2. This
screenshot was taken from BORDER2, which points to the HTTP
Proxy address of BORDERI, and accesses that proxy via Site-to-
Site VPN).

One reason for using a BorderManager server as a cache hierachy
client is to point the server to your ISP’s caching server when they
are doing content filtering for you. Another reason is if you have
remote offices connected to the Internet through WAN links to a
central office, and you have BorderManager servers in each location.
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B Application Proxy

HTTF ] Cache Hierarchy Server ]
Cache Hierarchy Client Cache Higrarchy Raouting Logging ]
| iTreat a URL's home site as a peer cache
Local Domaing e | » | Fattern Stop List | }(|
Domain M arne | Fatterm i |
[Delete
2k, | Cancel Help

The default values are all blank.
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Cache Hierarchy Configured

= Application Proxy

HTTF ] Cache Higrarchy Server ]
Cache Hierarchy Client Cache Hierarchy Routing l Logging ]

[ iTreat a URL's home site az a peer cache

Local Domainz | » | Fattern Stop List | }{l

Comain Marne | Pattern |
A poLrdomain, com

k. | Cancel Help

In the example shown, a single web site has been configured as a
local domain in regard to cache hierarchy routing. The Local
Domains entries allow you to specify individual addresses that are
to be accessed without going through an upstream proxy. These
settings are to allow you to set up exceptions for the proxy so that no
cache hierarchy routing is used. The Pattern Stop List can be used
to specify additional exceptions based on addressing patterns rather
than individual URL’s.
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Logging

Common Logging

B Application Proxy

Exvery

HTTF ] Cache Hierarchy Server ]
Cache Hierarchy Client ] Cache Hierarchy Fouting Lagging
Logging Format: Camman The configuration parameters below are

Log File Directory:  |LOG:AHTTPACOMMON
Log Rollower
(+ RBollover By Time

" Raollaver By Size

0ld Log Filez
" Do not delete
+ Delete fles older than 4 Wieeks -

" Limnit rurnber of old files ko

[ Stop services if logging fails

fior the Common Log format.

|E |H|:uurs w | starting at | _|'I2.-'-‘-.M L|L|:u:alﬂ
10 e =]

2k, | Cancel Help

Click on the Logging tab, and check Common logging. For
common logging, change the Log File Directory to
LOGS:\HTTPA\COMMON.

Select the Rollover By Time option and change the default to roll
the log files every 6 hours, or some option that is appropriate for
your environment. You may find it useful to roll files more often as
the latest file in use will be held open by the server, and some
analysis programs may have problems reading a file held open.

Select Delete files older than: 4 Weeks to keep some old log files
around. You may wish to shorten or lengthen this value depending
on the size of the log files created.
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CAUTION Do not leave the Old Log Files option set to the default of ‘Do not delete’, and the log files set
to the default SYS volume as you may eventually run the SYS volume out of space!

Please refer to the Logging chapter later in this book to see ways of
analyzing the common log files.

If you want to see additional data in the logs, you can either enable
Extended logging or both Common and Extended logging. Note that
enabling both Common and Extended will create two sets of log
files, and they can get pretty large.

I do not recommend enabling Extended logging unless you have a
program that recognizes the formatting used by Novell in the
Extended log files. Otherwise you will be wasting disk space
without being able to analyze the log files.

As of this writing, the only program I have heard of that reports
compatibility with BorderManager extended log files is Webspy.

Note You should not allow the Common log files to be created on the
(default) SYS volume unless you keep a very close eye on the amount of
space the log files are using. | recommend setting up a dedicated log
volume and directing all common log files there.
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Extended Logging

= Application Proxy

HTTF ] Cache Higrarchy Server ]
Cache Hierarchy Client ] Cache Hierarchy Routing Logging

The configuration parameters below are
for the Extended Log format.

Logging Farmat;

Log File Directony: |S“r’5:'xETE"~F'F| =S LOGYHTTPAEXTENDED
Log Rallawer

* BRaollover By Time

Every |E |Da_|,|3 w | starting at |M.:.nday L|12.&M L|Lu:n::alj
" Rollover By Size
i0 [me =]

0ld Log Files
" Do nat delete

{+ Delete files alder than 4 Weeks *

" Lirnit rurnber of ofd files ko

[ Stop services if logging fails

k. | Cancel Help

Extended logging can be enabled by checking the Extended box,
though it may do you little good as the note below indicates. It is
worth noting that the Extended log files do net automatically get
created in the same location as the common logs.

Note At the time of this writing, there are very few programs which support
the extended log format used by BorderManager. | recommend that you do
not enabled Extended logging.

A Beginner’'s Guide to BorderManager 3.x - Copyright ©2000-2004, Craig S. Johnson Page 282



Chapter 6 - HTTP Proxy June 8, 2004

Indexed Logging

= Application Proxy

Ewvermn

HTTF ] Cache Higrarchy Server ]
Cache Hierarchy Client ] Cache Hierarchy Routing Logging
Laogaing Farmat: W Common The configuration parareters below are

Log File Direstory:  |LOG:\HTTPACOMMON
Log Rallawer

* BRaollover By Time

" Rollover By Size

0ld Log Files
" Do nat delete

{+ Delete files alder than 4 Weeks *

" Lirnit rurnber of ofd files ko

[ Stop services if logging fails

for the Common Log format,

|E |Hn:-urs w | starting at |Mn:-nda_l,l Ll'l?.-'—‘-.h*l L|Ln:n::alﬂ
i0 [me =]

k. | Cancel Help

Several options in BorderManager can have a choice of indexed
logging. Some ONLY have a choice of Indexed Logging, such as
FTP Proxy logging. Indexed logging uses Btrieve to store data, and
the only way to view that data is to export the data from within
NWADMNS32. I do not recommend enabling Indexed logging for
the HTTP Proxy.

There are a number of issues to consider when using Indexed
logging.
e Indexed (and Access Control) logs are the only kind of log

files that can be viewed (or exported) in the NWADMN32
logging screens.

e You have no control over the location of the log files,
which are kept in the SYSA\SYSTEM\CSLIB directory. (All
of the Indexed Log files, VPN, Proxy, Gateway, etc, are kept
in this directory).
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® You have little control over the size of the log files, which
can get quite large. You can somewhat control the log file
size using the CSAUDIT command. See Novell TID
2938132, “Managing the proxy cache log files”. Type
CSAUDIT at the console prompt and look at the menu
options. Do not type ‘LOAD CSAUDIT’ as you will get
something completely different!

e Because the log files are kept in Btrieve format, you cannot
read the log files directly, and there are no third-party
applications that can read them.

e NWADMN32 can read and export the log file data, but it
can be very slow pulling the data out of the log file.
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The following parameters are configured by selecting the Caching
button on the BorderManager Setup main menu in NWADMN32.

Cache Aging

June 8, 2004

B Caching

Cachable Object Contral
Cache Aging

HTTE Default Revalidation Time:
HTTP Minimum Revalidation Time:

ETP Rewvalidation Time:

Gopher Revalidation Time;

b awimum Hot Unreferenced Time:

Bezet to Default |

HTTP M awirmum Bewvalidation Time:

HTTP Failed Request Cache Time:

l

Scheduled Download
Cache Contral ]

7 Jdas ~
5 Jhouws  ~]
o Jhouws  ~]
7 Jdws ~
7 s~
0 |minutes |

| hawrs ﬂ

Cache Location

o |

Cancel Help

From the BorderManager Setup main menu select the Caching
button to configure caching parameters.

You can accept the defaults from the Cache Aging window, but if
you want to tune a BorderManager server more aggressively, you
might want to change the Maximum Hot Unreferenced Time from
30 minutes to 1 hour. This change assumes you have an adequate
amount of RAM to hold data in memory for a long time.
BorderManager servers like lots of RAM when tuned for aggressive

performance!
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Click on the Cache Control button to change default parameters for

cache control.

B Caching

Cachable Object Contral ]
Cache Aging Cache Contral

M awimum Cached File Size [MB]

Cache to Deleted File kM azimum Age Fatio: |4EIE1
Read-fhead
* Read-ghead disabled

" Read-ahead images embedded in the page

Bezet to Default |

Scheduled Download

Cache Location

—

HTTP: |300 FTF: |3EIEI Gopher: |3EIEI
Cache Hazh Tahble Size: 2RE K. af entries
t amirnurm Murmber of Hat Modes: A0000

|

2k, | Cancel Help |

If you have a lot of traffic, a reasonably fast Internet connection (T1
or faster), and a good-sized cache volume, consider changing the
default values from 30MB for HTTP, FTP and GOPHER Maximum
Cached File Size to something considerably larger, like 300MB.
(Files larger than these settings will be passed through uncached).

If you have very large cache volume(s), with a lot of cached data,
according to Novell, you may benefit from increasing the Cache
Hash Table Size from the default of 125 to a higher number, such as
256. Probably ‘a lot of cached data’ means more than 4-5GB of
cache.

Change the Maximum Number of Hot Nodes to 50000. This
allows many more open files to be used, which will speed up cache
performance under heavy load. This parameter must also be paired
with certain SET parameters on the server to allow more than the
default hot nodes to be used. (See Novell TID 10018669,
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“BorderManager PROXY Performance Tuning”, which has been
summarized in the chapter “Performance Tuning” later in this book,
along with my comments.

CAUTION Caution! Do not enable read-ahead in most BorderManager servers, unless you extensively
test the results. Many BorderManager servers suffer from a bug that causes ALL data to be cached,
including data that should not be cached, when read-ahead is enabled. The problem will cause issues with
particular web sites, often involving a login of some kind. This situation may change with patches, but the
problem was widespread as of this writing. Unpatched BorderManager 3.0 servers also have a bug that
can cause the HTTP Proxy to continuously loop back and request the same web page over and over if
there is a broken link on the page. The read-ahead setting generally improves performance, but it is critical
to apply the latest BorderManager patches to avoid the bug, which can appear to the web site’s ISP as a
denial of service attack, and to you as a large waste of bandwidth.

Note Many changes to caching parameters do not go into effect unless you
reload PROXY.NLM. If in doubt, restart the server, or unload and reload
PROXY.NLM.
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Cache Location

CAUTION This is a very important section! You should never leave the cache location on the
default volume (SYS)!

Click on Cache Location to specify where the cached HTTP (and
FTP) files are to be stored.

B Caching
Cachable Object Contral ] Scheduled Download ]
Cache Aging ] Cache Controal Cache Location

Cache Directary: | /PRORY/CACHE|

Wolume List -y | }(l
Vil | To improve the stability and performance af yaur
CACHET- B ordertd anager Prowsy server, it iz recommended
E.&EHEE: that the Proxy cache directony be get ta itz own
: volume [eg. CACHE:].

MHurnber af Directones: 206

2k, | Cancel Help

One of the most critical changes to the default settings for
BorderManager is contained on this menu! It is vital that the Cache
Directory be set to other than the default SYS volume. You must
have a dedicated volume set up for the web proxy cache to use so
that the SYS volume doesn’t run out of disk space.

Rather than set up one huge cache volume, you will generally get
better performance by setting up multiple smaller cache volumes. 1
recommend capping a cache volume at about 4-5GB. If you have
18GB of space available for caching, try setting up four cache
volumes equal to 4.5GB each.
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The Number of Directories should be no less than 64 per cache
volume. This number represents the number of directories used to
hold the cached files, and a large cache can have several thousand
individual files in each directory. More directories splitting the
cached files up should improve performance somewhat. A value of
128 per cache volume has worked well for many people. The total
number of directories entered here will be divided up between each
volume. BorderManager also may round up to a higher value than
you enter, using multiples of two and based on the number of
volumes in use. (In other words, BorderManager will actually use a
number like 512, etc, even though you enter a value of 400. You can
see the number of cache directories created on the proxy console
screen at the server).

Note When setting up the HTTP Proxy cache location, for BorderManager
3.0 you must create the initial directory (in this case you must manually
create the CACHE1:PROXY\CACHE and CACHE2:PROXY\CACHE
directories). BorderManager 3.5 and later will automatically create all the
subdirectories needed according to the cache location parameters.

CAUTION A dedicated, traditional cache volume should be set up with 8K or 16K block size, no
suballocation and no compression enabled for correct caching performance. Only DOS name space should
be used on a cache volume. LONG name space can be removed using VREPAIR. If you do not have any
free space to create a traditional partition and cache volume (all space used in a single large NSS partition,
for example), | recommend adding another drive for cache, or reinstalling the server from scratch to leave
space for a traditional cache volume!
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& rconsole

%giier op Uolume Mame: CACHEZ

iz

Uolu Uolume Block Size: 16 KB Blocks
Lice

Copy Status: Mew, Not Mounted
Dire

NCF File Compression: Of £

Mult

Prod Block Suballocation:

Exit

Data Migration:

Modify a field value {Enter> Previous screen <{Ezsc>
Help <F1> Abort INSTALL <Alt><Fi@:

The example above shows the volume settings to use when creating
a cache volume. I do not recommend using NSS volumes for
caching, as you will certainly see issues with caching (such as
incomplete page displays) if you do. The BorderManager caching
engine was designed with low-level access to traditional volumes in
ways that enhance performance, but which are not replicated in NSS
volumes.

You must use VREPAIR to remove LONG name space in NetWare
5x./6.x NetWare 5.x/6.x volumes are created with LONG name
space enabled by default, unlike NetWare 4.x. You cannot remove
name spaces or change NSS volume parameters at all. It is not
really critical to remove LONG name space, but it will increase
memory efficiency.

If you did not set up the server with dedicated volumes for caching
or logging, you may be able to use a third-party utility to reduce the
size of existing volumes to free space to create new volumes.
However, as of this writing (Apr. 2004), I am unaware of any utility
that can shrink a NSS partition to make space for a new Traditional
partition.
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Cachable Object Control

Select the Cachable Object Control tab to set patterns not to be
cached by BorderManager.

B Caching
Cache Aging ] Cache Contral ] Cache Location ]
Cachable Object Contral l Scheduled Download ]
Mon-Cachable URL Pattermns e | }(|
Scheme | Host Pattermn | Fort | Fath Patterm | E=tersion |
HTTP B any  Any asp
HTTP Ay Ary  Any cfrn
HTTF . pahoo. com Ay By Ay
HITE. ... home.micosntt, com LT =T A
Objects

Objects with a ¥ in the LIBL
Objects with Aogi in the path
Objectz with no-cache reply headers

" Do naot cache or split replies

* Do not cache, but split replies to concurment requesters
(" Cache these objects

[v Donat cache or =plit requests that have a cookie

2k, | Cancel Help

You may leave the settings at the bottom of the menu at the defaults,
but consider adding the following patterns:

e HTTP URL - any ‘personalized’ portal type web sites like
my.yahoo.com or home.microsoft.com, (To avoid one
person getting another’s personal page from cache).

e Extension ASP — do not cache any web pages that end in
.ASP. BorderManager might have problems with Active
Server Pages if you try to cache them.

e Extension CFM (Cold Fusion) extensions is a good entry to
add. Caching CFM pages can result in issues logging in to
some web sites.
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Note The entries you configure here will not be cached AFTER you make
the entries, but if you have already browsed to them, entries will already be
in cache. You may need to clear the cache data by unloading PROXY .NLM,
and then using a LOAD PROXY —CC command (clear ALL cache entries).

Entering a Non-Cacheable URL Pattern

The following example shows how to configure the proxy not to
cache a certain request.

B Mon-Cacheable URL Pattern

Scheme Type

Host Mame

Puort

Fath
0+ Apy path

-

E stenzion

" Any host name
* Specified host name

[ Match any host name ending with this domain

¢ Apy port nurnber
" Specified part numnber

" Specified path

* Any estenzion
[ Specified extension

" FTP " GOPHER " HITPS
Cancel
Help
Host name: [y paboo.com

—

Enter a host name, port number, path, etc, not to be cached.

Note: If you have already browsed to a site that you now mark as
non-cacheable, you will not see an immediate effect from making
this change. That is because there is already data cached for that
site. Unless you want to wait for the site to age out of cache, you
should clear the cached data. The only way to do that is to clear
ALL the cached data when you load PROXY.NLM.
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Clearing the Proxy Cache

Here is the sequence to manually clear not only the cached data, but
also the cached DNS data for the site (in case the cached DNS data
is incorrect).

1.
2.

UNLOAD PROXY.NLM

For BorderManager 3.0, or BorderManager 3.5 and 3.6 servers
not running the latest proxy patches, delete the
SYSAETC\PROXY\PXYHOSTS file. This file holds cached
DNS data. You only need to delete this entry if you think you
also have a bad DNS name in cache.

LOAD PROXY —CC

Note A faster way, to be used only when the cache is on a dedicated
volume (and you should ALWAYS have the cache on a dedicated volume),
is to delete and recreate the cache volume itself. Clearing the cache with
the —CC option can be fairly slow on large cache volumes with many cached
nodes.
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Scheduled Downloads

You can pre-cache web sites on a periodic basis at selected times of
the day. This maximizes available bandwidth during normal working
hours and allows much faster browsing of typically used or
overloaded slower sites.

Note You must check the Enable Scheduled Download box to be able to
manually pre-cache data from the server console, using the “Proxy” console
screen, option 22. That option allows you to immediately pull data into
cache (one time) from a URL.

Select the Scheduled Download button to configure periodic pre-
cache downloads.

B Caching
Cache Aging Cache Contral ] Cache Location ]
Cachable Object Cortral Scheduled Download

[v Enable Scheduled Downloads

[ Perform download sequentially

Drownload List e | }(l
LRL Frequency | Statusz |
ikt A, o] cam Hnce adav Enabled.

2k, | Cancel Help

Several sites may be set up for scheduled downloading. The effect of
downloading a site automatically is usually to shift some internet
bandwidth usage to the middle of the night.

Click on individual sites to view the parameters used.
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Downloading sequentially will prevent multiple scheduled
downloads from happening all at the same time, taking all available
bandwidth.

Entering a URL to download on a schedule
Clicking on the icon to add a URL brings up the following menu:

B Scheduled Download

Pratocal l Frequenc_ul

v Enable this particular download

HTTF LIRL: |http:a’a’www.nuvell.cnm Levelz to download |37
[ Follow links to ather hosts

b axirium Murnber of Concurrent B equests: lﬁi

b a=irium Murber of Objects to Download: W

M awimurn Arnount of 0ata to Download: 200 iE

2k, | Cancel Help

Type in the name of the site to be downloaded, and the number of
links (how many levels deep) to follow. It is generally not advisable
to follow links to other hosts due to the high amount of traffic that
could result.

Click on Frequency to set the schedule for the download.
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Set Download Frequency

B Scheduled Download

Protocol  Frequency ]

" One time anly | _| J| | _| J

¢ Once a day af |12.-'-‘-.M L' Local j

" Daily fram to | _| J EVEMNY

[ Only on gelected days of the week
[ [+ [+ [

v [ [

k. | Cancel Help

Pick a periodic schedule or a one-time value to be used for
downloading the site. Try not to schedule different large sites to
download at the same time.

Click OK to save the scheduled download settings.
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HTTP Proxy - SOCKS Client

Concept

The HTTP Proxy can act as a SOCKS client to a SOCKS server in
order to allow browsing in an existing SOCKS environment. This
option would only be used when the BorderManager server is forced
to access the Internet through a SOCKS server.

Pros

If the only method of accessing the Internet is through an upstream
SOCKS server, this option will allow you to get HTTP Proxy access
to the Internet.

The SOCKS client option is not the same as making the
BorderManager server a SOCKS Gateway, which can be done in the
Gateway option at the BorderManager Setup main menu.

Cons

SOCKS client only works for HTTP Proxy, meaning that only
browsing access will function when the BorderManager server must
access a SOCKS server in order to connect to the Internet.
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In the BorderManager Setup main menu, highlight the HTTP Proxy,
and then select SOCKS Client.

B Socks |

SOCKS Client |

W Enable Socks

et

Socks Server IF Address: I'I 9216810254
Part: |1 nao

— &uthentication kMethod
£ No Authentication

" zer Mame/Passwaord

== = = I

Eassmnrd: I

k. I Cancel Help

In the example shown, a BorderManager 3.0 server is configured to
act as a SOCKS client to a SOCKS server at 192.168.10.254.
Authentication to that SOCKS server has not been required.

BorderManager 3.0 cannot act as a SOCKS client to a SOCKS4
server.

Note Only the HTTP Proxy really makes use of the SOCKS client. Other
proxies will not use the SOCKS client setting (including the FTP Proxy,
although the menu option makes it look like it can use SOCKS).
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B Socks rg'
SOCKS Client ]

[v Enable SOCKS
w5 iy

SOCKS Server P Address: |4 3. 21
Pt 1080

Authentication bMethod
" Mo duthentication

* Uszer Mame/Passwond

Ilzer Mame: |a|:|m|n

Paszword:

k. | Cancel Help

The example above shows the SOCKS client configuration menu on
a BorderManager 3.5 or later server. Compared to BorderManager
3.0, you also have the ability to specify SOCKS version 4 or version
5.

With SOCKS version 5, you can require authentication by name and
password. The example shown above allows the HTTP Proxy to
make requests to the Internet via a SOCKS 5 server at 4.3.2.1. The
SOCKS 5 server is requiring authentication, and BorderManager is
passing a user name and password to the SOCKS server.
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Setting Up a Cache Hierarchy

Concept

A cache hierarchy is designed to share data from one HTTP Proxy
cache to another without having to go directly to the origin server. It
can be used to reduce Internet bandwidth demands by sharing data
among multiple internal proxy cache servers, and it can be used
where one proxy cannot go directly through a firewall, but is able to
pull cache data from another proxy cache server. Two types of
cache hierarchies are supported by BorderManager 3.x — CERN and
ICP. The essential difference is that ICP cache servers exchange
status updates between themselves before data is requested from
cache, while CERN proxy servers immediately request the data from
the parent proxy. When BorderManager is set up to be a CERN
client, it acts much like a browser going to an HTTP proxy server on
port 8080. A CERN caching hierarchy seems to work with the least
amount of problems. Both ICP and CERN cache hierarchies can be
set up between a BorderManager server and a non-Novell caching
server.

Note As far as | know, all HTTP Proxies can serve as a CERN proxy, but
not all have ICP proxy capability. Linux (SQUID) proxy servers that | have
worked with typically seem to default to ICP.

As a CERN client, the BorderManager server asks for another server
to provide HTTP data. The other server may have the data in cache,
or it may have to go directly to an origin server (or another caching
server) to get the data. When the ‘upstream’ caching server receives
data, it passes that data back to the BorderManager HTTP Proxy
server.

The upstream CERN server does not have to be a BorderManager
server. It only needs to be configured as a CERN proxy server.

When using a CERN cache hierarchy with the BorderManager
server as a client, the BorderManager server acts like a browser to
another HTTP proxy.

Note The latest patch for BorderManager 3.5 and later provides the
capability of passing authentication information to an upstream caching
server. The authentication information is configured in the PROXY.CFG file.
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CERN Configuration, BorderManager Server as a Client

The example shown is taken from Scenario 9b in Chapter 2, the
complex multi BorderManager server scenario. The menu entries
shown below are from the BORDER?2 server.

B Application Proxy

HTTP

Cache Hierarchy Client l Cache Hierarchy Routing Logging ]

] Cache Hierarchy Server

v Enable Cache Hierarchy Client

[v Must Only Farward Through Higrarchy
Cache Meighbor Timeout: |3 |se|:|:|r‘||js j

Meighbors List e | w® |
M eighbor Hosthame | Prosy Port | ICF Part | Tupe | Priority | Domain |
192168.10.254 2080 CERM 1

kMulticast Responder List s | xl
Uricast Address/N ame Frosy Port |

2k, | Cancel Help

Click on the HTTP Proxy, Details button in the BorderManager
Setup main menu. Then select the Cache Hierarchy Client tab.

In the example shown, the BorderManager server (BORDER2) must
get all of its HTTP data from a CERN neighbor at 192.168.10.254.
(BORDERI1) The option Must Only Forward Through Hierarchy
is selected, so that the BorderManager server cannot go directly to
any origin server, even an internal web server. However, that option
really only applies to ICP cache hierarchy servers, because a CERN
proxy will ALWAYS go through the parent! (Still, setting this
option to enabled may result in preventing useless ICP error
messages when running a CERN hierarchy).

If exceptions are desired, entries can be made in the Cache
Hierarchy Routing menu.
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B Meighbor E|

Hoztname: |192.168.10.254)

HTTP Prosy Port: 2020

—

Type
" Peer " Parent i+ CERNM

|CF Bouting Priority: |1 il

Damain Restrictions s | b4 |

D amain Marne |

k. | Cancel Help

The example above shows the entry needed to tell BorderManager to
go to the CERN proxy at 192.168.10.254.

The ICP Port value is not used for a CERN proxy.

Domain restrictions can be entered to restrict the HTTP requests to
an upstream proxy to only selected domains. In other words, if one
CERN proxy should only be used to pull data from a certain domain
(mydomain.com), you can add the domain name here. Then, when
queries for http://www.mydomain.com come in, they will be
requested from the upstream CERN proxy, but URL’s for other
domains will not.

In the absence of domain restrictions, ALL URL’s will be requested
from the upstream CERN proxy.

The upstream CERN proxy will perform all DNS queries for the
URL.
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ICP Cache Hierarchy

An Internet Caching Protocol (ICP) cache hierarchy differs from a
CERN hierarchy primarily in one detail — ICP data packets are sent
between caching servers to determine if a server already has the data
in cache. If data is already in cache at some server, that server tells
the requesting server, and the requesting server may then follow up
with a request for the data itself. In a CERN hierarchy, the data is
simply requested.

Note ICP packets are not sent if only one other ICP server is defined.
There is no need to query the other ICP servers unless a choice is to be
made for which of those servers might already have the data.

Both servers need to be configured as ICP servers or the hierarchy
will not function. ICP packets are also time-sensitive, and you may
see error messages on a BorderManager server about ICP requests
having expired.

ICP cache hierarchies are best suited to situations where multiple
caching servers exist.
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Cache Hierarchy Routing Exceptions

You may want to force most, but not all, of the HTTP traffic to come
from another caching server. The example below shows one way to
accomplish this. An explanation of the test setup may be useful.

Note See Scenario 9b, earlier in this book, for a diagram of the servers and
addressing used. The cache hierarchy being described is between
BORDER2 and BORDER!1.

In this example, a BorderManager server has been set up such that
the only path to the Internet is through another CERN proxy server.
That server has been set up with internal IP address 192.168.10.254.
That server has been configured as a BorderManager 3.7 server
running HTTP Proxy, though it could have been any CERN proxy.

There is an internal web server called http://www.yourdomain.com
at 192.168.10.250. The domain used for the test setup is
http://yourdomain.com. However, yourdomain.com is not legally
registered to the test network, and there is actually a public web
server called www.yourdomain.com out on the Internet. The
purpose of the test setup is to force all HTTP data to come through
the CERN cache hierarchy except for http://www.yourdomain.com,
which should instead come directly from the (local) origin server.
An internal DNS server has been configured on the test LAN with a
local entry for http://www.yourdomain.com. In addition, a local
address entry for http://www.yourdomain.com was added to the
BorderManager server BORDER2 SYS:A\ETC\HOSTS file. Even
with the local DNS and HOSTS file entries, the HTTP Proxy will
still try to pull data from internet through the upstream CERN proxy
because it passes the URL to the upstream proxy to resolve. (In
other words, the local DNS and HOSTS file entries are ignored, and
the upstream proxy decides where to get the data for
http://www.yourdomain.com).
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B Application Proxy

HTTF ] Cache Hierarchy Server ]
Cache Hierarchy Client Cache Hierarchy Routing l Logging ]

[ iTreat a URL's home site as a peer cache

Local Domains | w | Fattern Stop List | }{l

D amain Marne | Pattern |
A, poLrdomain, com

k. | Cancel Help

Exceptions to the cache hierarchy routing were needed in order to
pull data from local web servers. Add an entry for a local web
server in the Local Domains field under the Cache Hierarchy
Routing menu in order to tell the HTTP Proxy NOT to go to the
upstream CERN proxy to fill data from the various yourdomain.com
websites. A pattern (yourdomain.com) could also have been entered
to prevent any URL containing that pattern from being filled from
the upstream CERN proxy.
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<This page intentionally left blank. This is to facilitate putting in
chapter tabs in a ring binder for double-sided printing. The main
chapters should start on an odd-numbered page.>
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Chapter 7 - Transparent

Proxy

Transparent Proxy (HTTP)

Concept

The transparent proxy intercepts all HTTP traffic and processes it,
independently from the fact that the client browser was configured to
use the proxy or not.

Pros

Cons

Does not require the browser to be configured for a proxy
server

Can use Access Rules for control

Is the only way to use proxy caching with IPX/IP Gateway
clients if Proxy Authentication is enabled.

Until the BM36CO01 (or later) patches, Transparent HTTP
Proxy listened on all IP addresses listed in NWADMN32,
BorderManager Setup, IP Addresses. This means it listened
on the Public IP address. Coupled with the default filter
exception in various versions of BorderManager that allow
port 80 to the public IP address, the Transparent HTTP
Proxy allowed external users to relay off the proxy. (Used
to relay to pornographic web sites, for instance).

The Transparent Proxy will also intercept inbound HTTP
Traffic, and can interfere with a reverse HTTP proxy, and
packet filters set up for static NAT to a web server.

Logging — The log files will only show the IP address of the
web sites requested.

HTTPS — Until recent BorderManager 3.7 patches, the
Transparent Proxy did not support HTTPS (SSL), and sites
that require a user to log in did not work.

Software Virtual Servers — Until recent BorderManager 3.6
patches, the Transparent Proxy did not work with Software
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Virtual Servers. (Only one web site at the same IP address
will be seen). This issue is fixed with the later patches and a
proxy.cfg file setting.

e Speed — The Transparent Proxy is slower than HTTP Proxy,
partly because the DNS lookups are not cached.

e DNS — The Transparent Proxy does not perform a DNS
lookup, unlike the HTTP Proxy. Therefore the workstations
have to be configured and able to perform their own DNS
lookups.

e Access Rules — Access Rules seem to work somewhat
inconsistently. One problem is that access rules generally
call out a web site URL, but the Transparent Proxy sees the
HTTP traffic after the DNS lookup has already occurred.
SurfControl does not support Transparent Proxy for their
product.

Transparent proxy is used to redirect HTTP requests to the web
proxy cache without having to reconfigure the browsers on each
workstation. However, it only works if HTTP traffic is directed to a
private interface on the BorderManager server. Traffic routing to
internal web servers may never go to a BorderManager server,
therefore not go to the caching mechanism. However, all outbound
HTTP traffic will go to cache with transparent proxy enabled if the
BorderManager server is the default route to the Internet.

Note that Transparent Proxy works by redirecting TCP port 80
requests, and will only redirect traffic after DN'S name resolution has
successfully occurred (unlike the HTTP Proxy which performs DNS
lookups on behalf of the client).
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Configuring Transparent Proxy

From the BorderManager Setup Main Menu, select the Transparent
Proxy tab.

BorderManager 3.0 Transparent Proxy configuration menu

B MetWare Server : BORDER1

Bordertd anager Setup

| dentifization
Application F'n:u:-c_l,ll .-’-‘«cu:eleratiu:unl Gatewayl WP Tranzparent Progy I
Operator
Dregcription:
This prowy lets uzers use their Web Supported Services

browgers without having to zpecifically
reconfigure each browser bo point to a
prosy. To configure it, click the Details Resource
button below, or double-click the entry.

See Alzo

Uzers

Security Equal To Me

Bordertd anager Alert

|P Addreszes. .. Authentication Contest... | DHS... | Trangport... |

W Enforce Access Rules About. .. |

Bordertd anager Setup

L L L L L L L L[

Bordertanager Access Rules

0k I Cancel Page Options. .. Help | Accounting |

Note that on a BorderManager 3.0 server, you will not see an entry
for Transparent TELNET Proxy.
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BorderManager 3.5 and Later Transparent Proxy configuration menu

B MetWare Server : BORDER1

Baorderkanager Setup

Security Equal To Me

IP Addresses... Authentication Contegt... | DNS... | Tranzpart.. |

Borderkd anager Alert

[v Erforce Access Rules About...

Bordertd anager Setup

|dentific-atian
Application Prosy ] Acceleration ] Gateway | YPH
Erraor Log IT
Enable Service: Description:
Tranzparent HT TP Proxy Thiz proxy I!ets USENS Use their W!e_b Operator IT
[ITransparent Telnet Prosy browsers without having to specifically
reconfigure each browszer to point to a ]
prowy. To configure it, click the Details Supported Services
button below, or double-click the entry.
Resource IT
See blzo IT
Details... Users IT

SLP Directory Agent w

Ok | Cancel ‘ Page Options... ‘ Help ‘ Accounting ‘

The Transparent Proxy menu is one of the places where differences
between BorderManager 3.0 and 3.5 or later can be seen, as version
3.5, 3.6, 3.7 and 3.8 include a Transparent TELNET proxy setting as
well as a Transparent HTTP Proxy setting.

Click on Details to configure Transparent Proxy.
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B Transparent HTTP

Transparent Prowy

Fortz kMonitored

| ) | Exception |F Address List | K|

Part

|| IP Address |

80

432253

44.3

4.3.2.252

4.3.2.251

192.168.10.247
192.168.10.248
132.1658.10.249
192.1658.10.250

k. | Cancel Help

There are very few details to configure, but they are very important
details.

Set up Transparent Proxy to monitor port 80. This will result in any
traffic to the BorderManager server’s private IP address on port 80
to be redirected into the web proxy server. Thus, browsers do not
have to be set up for proxy to access Internet web pages through the
BorderManager web proxy server.

If you have the latest BorderManager 3.7 PROXY.NLM file in your
BorderManager 3.5, 3.6 or 3.7 server, you can also configure
Transparent HTTP Proxy to listen on port 443. This option also
requires a PROXY.CFG setting.

CAUTION To avoid having Transparent HTTP Proxy pick up HTTP going through a reverse proxy or
static NAT address, and getting into a loop, configure all secondary IP addresses and internal web servers

as exceptions.
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Note Transparent Proxy will cache data from a web site as a different node
than the same web site accessed through HTTP Proxy. That is, the same
data might be cached twice, once for Transparent Proxy and once for HTTP
Proxy. Because of this difference, you also will continue to cache data that
has been entered as a non-cacheable URL if you are using Transparent
Proxy instead of HTTP Proxy.

Click on OK to return to the main menu.

Note There are ways to get browsers configured with proxy settings without
you having to go visit every workstation. See the section on this in the Odds
& Ends chapter later in this book.
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Transparent TELNET Proxy

Transparent TELNET proxy is available only in BorderManager 3.5
and later. It is not present in BorderManager 3.0.

CAUTION | have found this proxy to be problematical in causing server instability. If you decide to use
it, be sure you have the latest patches installed. If you find that the server is having problems, disable this
proxy for a while as a test, and see if the problems go away.

Concept

Transparent TELNET Proxy, much like the Transparent (HTTP)
Proxy, is designed to intercept traffic on a specific port, usually TCP
port 23, and proxy the traffic to the public (Internet) side. By using
an application proxy for this purpose, access control rules can be
applied to limit the traffic allowed, and at the same time allow
greater flexibility to external TELNET Servers than with individual
Generic TCP proxies.
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Configuring Transparent TELNET Proxy

B MetWare Server : BORDER1

Baorderk anager Setup

|dentific-atian
Application Prosy ] Acceleration ] Gateway | WPN  Transparent Proxy
Error Log
Enable Service: Description:
v Transparent HT TP Prosy This proxy lets users use Telnet without Operator

having to specifically reconfigure each
Telnet to paint to & proxy. To corfigure ]
it, click the Details button belaw, or Supparted Services
double-click the entry.

Transparent Telnet Prog

Resource

See blzo

Security Equal To Me

IP Addresses... Authentication Contest.... | DNS... | Transport.... |

[v Erforce Access Rules Abaut. .

Bordert anager Alert

BorderManager Setup

L FL _FIL FIL FIL _FIL FIL FIL FL _FL_F

SLP Directaory Agent Ij w

0k | Cancel Page Options.... ‘ Help ‘ Accolnting ‘

From the BorderManager Setup Main Menu, select the Transparent
Proxy tab.

Check the Transparent TELNET Proxy box to enable it. Click on
the Details button to configure Transparent TELNET Proxy settings.
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B Transparent Telnet

Transparent Prowy

Fortz kMonitored s | ) | Exception |F &ddress List e | K|
Part | IP &ddress |
23

k. | Cancel Help

TELNET usually (but not always) is used on TCP port 23. For most
purposes, you will configure Transparent TELNET Proxy to monitor
port 23.

If for one reason or another Transparent TELNET Proxy is
intercepting a request that should be destined for an internal
TELNET Server, you can put the IP address in the Exception IP
Address List and your BorderManager server will ignore it.
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User Authentication

You have a choice with Transparent TELNET proxy to either restrict
access with a rule that is based on a NDS user ID or you can chose
not to require one at all. If you do require a NDS user ID, when it is
input at the login prompt, the password it is not encrypted when it is
sent across the wire.

B Authentication

Authentication l I:Dnte:-:tl

[+ Enable HTTF Proxy Authentication
Authentization Schemes
[v Single Sign On
Time o wait for Single Sign On reply: IE— zecondsz
v S5L

S5L Listening Port: | 444
KeyID:  |SSL CertificatelP -]

For Authentication page, zend natification in
(+ HTML Form 7 JAWA Applet

P asimnum jdle time before requiring a new login: |3IZI |seu:u:unds j

[ Awthenticate Only when user attempts to access a restricted pagel

[v Enable Tranzparent Telnet Prosy Suthentication

| k. | Cancel Help

Select Authentication Context at the BorderManager Setup main
menu.

In order to tell the Transparent TELNET Proxy what user name is
associated to a requesting IP address so that an NDS-based Access
Rule can be used, you must put a check mark next to Enable
Transparent TELNET Proxy Authentication in the
Authentication Context menu. With that option selected, you will be
prompted for a Novell username when you attempt to TELNET to
any server on the public side of the BorderManager firewall.

Finish setting up Transparent TELNET proxy by adding an access
rule to allow it to be used based on whether you choose to use NDS-
based authentication or not.
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Transparent TELNET Proxy Usage

Example 1 — No User-based Authentication Required

In this example a user wishes to access an external UNIX Server
UNIXSERVER.COM requiring no NDS Username from the
Microsoft Win2000 TELNET client.

B Access Rule Definition

Ation: o Ao £ Dery Time Restrictiorn...
Access Type: |.-'1‘-.pp|i|:ati|:|n Prosy j
bocess Detailz
Source
Proy: v
o Any
" Specified
Desztination
fo Ay
" Specified

[ Enable Rule Hit Logging Leiize] w

In this example, an Allow access rule for Application Type
Application Proxy, TELNET, is configured allowing Source=Any
and Destination=Any.

Open a DOS window on the client.

Type:

TELNET UNIXSERVER.COM

At this time, your client will do a DNS Ilookup for
UNIXSERVER.COM and attempt to TELNET to it. Your
BorderManager server will then intercept the request and forward
you to UNIXSERVER.COM. You will then receive the Unix Server
login prompt at which time you procede as you normally would
when logging in.
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Example 2 — NDS-Based User Authentication

In this example a user wishes to access an external UNIX Server
UNIXSERVER.COM using the NDS user account TESTUSER from
the Microsoft Windows 2000 TELNET client.

B Access Rule Definition

Action; o+ Al

" Deny Time Restriction...

Access Details

Access Type: |.-'1‘-.pp|i|:ati|:|n Prosy

Py | Telnet

[ Enable Rule Hit Logging

[~
=
* Specified

Source

O Any

admin.dd

Deztination
fo Ay

" Specified

Cancel Help

In this example, an Allow access rule for Application Type
Application Proxy, TELNET, is configured with a Source equal to
Admin.DD and Destination equal Any. You can also create the
rule based on a NDS group that the user is a member of.

Open a DOS window on the client.

Type:

TELNET UNIXSERVER.COM

At this time, your client will do a DNS lookup for
UNIXSERVER.COM and attempt to TELNET to it. Your
BorderManager server will then intercept the request and provide
you with the following prompt:
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target host

User Name:

Novell Border Manager TELNET Proxy Service
You are required to authenticate before connecting to the

At this time you can use the common name if you have configured
the Context Tab of the Authentication Context menu. Type in the
NDS user name and press Enter:

User Name: Admin

You will then receive the Unix Server login prompt at which time
you procede as you normally would when logging in.

You can debug problems with NDS-based authentication from the
error messages received after a login attempt:

Access Denied by Novell Border Manager:Access Control failure

If you receive the above error, it indicates an issue with your access
rule. Verify that the user you are attempting to login has been
permited with an Allow access rules.

Access Denied by Novell Border Manager:user login failure

The above error indicates that either the user name used is incorrect,
or you are attempting to use a common NDS name and you have not
configured the Context tab of the Authentication page to include the
context where the user is located. It can also mean that the password
for the user was typed incorrectly. Note that the Transparent
TELNET Proxy will provide two retry attempts before you will have
to initiate your TELNET session again.
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Chapter 8 - FTP Proxy